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|Top Attackers | n DDoS- Def ence |

Attacker Address | Atacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66.249. 78. 111 | srael 147.237.77.170 naar achot . i df.il TCP handshake viol ation, first packet not syn drop 1030
220.181. 108. 105 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 393

66. 249. 78. 104 | srael 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn drop 193

66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 128

66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn dr op 10

66. 249. 78. 96 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn drop 6

37. 46. 39. 97 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
79.181. 24. 189 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2

110. 169. 62. 60 Thai | and 147.237.76. 199 e. nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry \Target Address |S te |NarTe |mvi ce Action | Count |
77.125.222.161 |lsrael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |[B ock 2
89. 138. 80. 97 | srael 147.237.72. 166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 1
46. 19. 85. 32 | srael 147.237.0. 19 nadi matal .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 1
198.20.70. 114 |lhited Sates 147.237.77. 226 |waw chamat z. aka. i df .i| |DVRep_B-N 60 100 B ock 1
46.19. 85. 164 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 1
85. 25. 103. 50 Cer many 147.237.0. 16 ny-kosher-kravi.idf.il |DVRep _B-N 60_100 B ock 1
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|Top Attackers In |D|

A tacker

Attacker Address Qount ry Target Address ‘S te Name ‘Count
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 12
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVWWP wth fake user agent 6
66. 249. 65. 12 Lhited Sates 147.237. 77. 226 |ww chanat z. aka. i df . i | |[ET SCAN NVAP - sA (2) 2
66. 249. 64. 4 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 22 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 66 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
37.142.226. 237 |lsrael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
43.255. 191. 163 |Japan 147.237.77. 121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 163 |Japan 147.237.76. 197 |e. hi nush.i df .i | ET SCAN Potential SSH Scan 1
61. 240. 144.65 |China 147.237.76.201 |e. atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.255. 191. 163 |Japan 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 1
136. 243. 5. 219  |Ger many 147.237.77.216 |dover.idf.il portscan: TCP O stributed Portscan 1
61. 240 144. 64 |cni na 147. 237 76.31 |nakchal idf.il Fr:fi;::\lo?haw oral Lhusual |y fast Termnal Server Traffic, Potential Scan or 1
43.255. 191. 163 |Japan 147.237.8.50 |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
113.21.226.56 |New Zeal and 147.237.76.200|eitan. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.183. 128. 6 Chi na 147.237.77. 178 |e. natpash.i df .i | ET SCAN NVAP -sS wi ndow 1024 1
43.255. 191. 163 |Japan 147.237.8.14 |e.orchot.idf.il ET SCAN Potential SSH Scan 1
87. 68. 162. 84 | srael 147.237.77. 216 |dover.idf.il portscan: TCP O stributed Portscan 1
61.183.128. 6 Chi na 147.237.76.34 |yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.255. 191. 163 |Japan 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.0.15 |kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 93.238 |lhited Sates 147.237.0.34  |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 1
43.255. 191. 163 |Japan 147.237.77. 234 |hal ag.i df .i | ET SCAN Potential SSH Scan 1
43.255. 191. 163 |Japan 147.237.77. 179 |e.nazi .idf .il ET SCAN Potential SSH Scan 1
43.255. 191. 163 |Japan 147.237.76. 199 |e. nakchal . i df .i | ET SCAN Potential SSH Scan 1
61. 240. 144.66 |China 147.237.76.200 |eitan. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.255. 191. 163 |Japan 147.237.76. 148 |ggcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
61.240.144.65 |China 147.237.8.50 |e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.255. 191. 163 |Japan 147.237.72.217 |e.idf.il ET SCAN Potential SSH Scan 1
128. 199. 167. 194|9 ngapor e 147.237.72. 166 |aka.idf .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
61.183.128. 6 Chi na 147.237.77.234 |halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 163 |Japan 147.237.8.28 |e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
88.249.106. 23  |Turkey 147.237.77.212 |e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.183. 128. 6 Chi na 147.237.76.86 |navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.255. 191. 163 |Japan 147.237.0.200 |ndu.idf.il ET SCAN Potential SSH Scan 1
85. 204. 147. 138 |Ronani a 147.237.76.39 |nobile neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 20. 54. 249 Chi na 147.237.0.35 |akaws.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 140. 209 |l srael 147.237.72. 166 |aka.idf .il portscan: TCP D stributed Portscan 1
46.19. 86. 113 | srael 147.237.77.216 |dover.idf.il portscan: TCP D stributed Portscan 1
66.249. 93.235 |lhited Sates 147.237.0.34  |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 1
43.255. 191. 163 |Japan 147.237.77. 227 |e. hanaz. i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Country

Target Address ‘ Ste

‘ Message

82.145. 220. 10 |Eur ope 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 100
85. 250. 146. 177 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 43
188. 102. 129. 122|Ger many 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 22
84.229. 177. 45 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 12
176. 12. 149. 64 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 6
82.102. 136. 68 | st ael 147 237. 77. 216 ldover i df i Invalid segnent retransnission. Packet Sream ng Et'wgi ne: TGP Invalid drop 6
dr opped. Ret r ansni ssi on

80. 230. 14. 203 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 5
37.26.148. 229 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
93.173.234. 173 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 3
207. 46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
85. 64. 216. 75 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
207. 46. 13. 95 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 2
84.110. 2. 108 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
79.179. 20. 181 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
149. 78. 186. 96 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
46.19. 85. 146 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
109. 66. 60. 228 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
79.181.24.189 |lsrael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 2
70.120.75.223 |Lhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 2
109. 67.114. 241 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
95. 86. 104. 108 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 2
81.218.170.209 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
98.102. 163. 137 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
5.29.90. 117 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 1
109. 65. 51. 251 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 1
79.179. 107. 95 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 1
37. 26. 148. 185 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
162.243.2.119 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
86.178. 85. 49 zlnt:gom 147.237.77. 216 |dover.idf.i|Frst packet isn't SYN drop drop 1
46. 121. 135. 50 | srael 147.237.77. 216 |dover.idf.i|FH rst packet isn't SYN drop drop 1
199. 102. 52. 253 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
85. 64. 58. 110 | srael 147.237.77. 216 |dover.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 1
173. 46. 233. 232 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
82.166.114. 5 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 1
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
176.12.142.8 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
84.109.160. 11 |lsrael 147.237.72. 166 |aka.idf.il |Invalid ACK nunber Bad TCP sequence al ert 1
79.177.164. 224 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
117. 204. 144. 246|I ndi a 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
85. 65. 80. 135 | srael 147.237.72. 166 |aka.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Devi ce

Country

‘Tar get Address ([Ste

Action

‘Count

46. 19. 85. 32 | srael 147.237.0. 19 nadi matal .idf.i|Too Many of the Sane Response Code (404) in Session from46.19.85.32 |B ock 219
79.176. 215. 205 I srael 147, 237.72. 166 |aka. i o . | Distributed Lhaut hori zed LR Access on Bl ock 8
wa aka. i df . il// mai n/ har edi i webr esour ce. axd
164. 138. 121. 209|i srael 147.237.72. 166 |aka. i df . Distributed Lhaut horized LR. Access on B ock 7
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
95.86.113. 186 I srael 147, 237.72. 166 |aka. i o . | Distributed Lhaut hori zed LR Access on Bl ock 7
wa aka. i df . il// mai n/ har edi i webr esour ce. axd
S D stributed Lhaut hori zed URL Access on
95. 86. 83. 34 | srael 147.237.72. 166 |aka. i df . il i aka, i df i 1// i n/ r abanut / vebr esour ce. axd B ock 4
’ s Unaut hori zed URL Access to
79.178.209. 44 I srael 147.237.77. 243 |mubi | e i df . i1 nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1071 Bl ock 4
2.52.2.113 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
78.46. 203. 72 Cer many 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 2
s D stributed Unaut hori zed URL Access on
46. 19. 86. 98 | srael 147.237.72. 166 |aka.idf.il v aka, i df i 1// i n/ r abanut / vebr esour ce. axd Bl ock 2
188. 165. 15. 13  |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 13 B ock 2
37.26.148. 236 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 2
87.68. 147. 110 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
157. 55. 39. 89 Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
) s Unaut hori zed URL Access to
91. 200. 12. 74 krai ne 147.237.77. 216 |dover.idf.il wan i df . i 1/ 1283- 11845- en/ dover . aspx/ t r ackback/ B ock 1
207. 46. 13. 95 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wan i df.il/newsite/english/034.stm B ock 1
76.73.71.185 Lhited Sates 147.237.77.74 |lawidf.il eMii | Hoardi ng Bl ock 1
66. 249. 78. 51 | srael 147.237.77. 170 [n@arachot . i df . i | [Unaut hori zed URL Access to 147.237.77.170/ B ock 1
157.55.39. 127 |lhited Sates 147.237.77.74 |lawidf.il Lhaut hori zed UR. Access to ww |l awidf.il/sip storagel/files/8/ 638. pdf B ock 1
s D stributed Lhaut hori zed URL Access on
46. 19. 85. 146 | srael 147.237.77.233|atal .idf.il 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
s D stributed Unaut hori zed URL Access on
95. 86. 123. 137 | srael 147.237.72. 166 |aka.idf.il v aka, i df i 1// mai n/ r abanut / vebr esour ce. axd Bl ock 1
84.229.133. 225 |Israel 147. 237.72. 166 |aka i of . i | Distributed Lhaut horized LR. Access on B ock 1
wan aka. i df . i1/ / nai n/ har edi i webr esour ce. axd
178.141.171. 108 RJSIS:;”im 147.237.77.74 |lawidi.il Distributed Unknown HTTP Request Met hod B ock 1
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/newsite/inages/ 0108 B ock 1
157. 55. 39. 6 Lhited Sates 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 64. 59 | srael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/edi myonan/ enl ar ge. asp B ock 1
31.173.240. 126 |Romani a 147.237.77.74 |lawidf.il Unknown HTTP Request Method COCK in URL B ock 1
wan | aw i df . i | /163- 7183- en/ pat zar . aspx
94.230.86.217 |Israel 147. 237.72. 166 |aka i df . i | Distributed Lhaut horized LR. Access on B ock 1
wan aka. i df . i1/ / nai n/ har edi i webr esour ce. axd
s DO stributed Unaut hori zed URL Access on
213.151.51. 82 | srael 147.237.72. 166 |aka.idf.il v aka, i df i 1// mai n/ r abanut / vebr esour ce. axd Bl ock 1
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
157.55.39.179 |lLhited Sates 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to aka.idf.il/doctor B ock 1
134. 249.53. 8 Lkr ai ne 147.237.72. 156 |anan.i df .i| Lhaut hori zed URL Access to list.ips.gov.il/ B ock 1
85. 64. 84. 49 | srael 147.237.0.19 |nadimatal .idf.i|Miltiple Uauthorized U Access from 85. 64. 84. 49 B ock 1
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wawv idf.il/1133-18362 B ock 1
157.55.39. 6 Lhited Sates 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to wwwv aka. i df.il/xz2x™xgexex?x™x?/ cont act/ |B ock 1
66. 249. 64. 66 | srael 147.237.77. 170 |naarachot . i df . i | |Uhaut hori zed URL Access to naarachot.idf.il/nobil e/ B ock 1
134. 249. 65. 181 |lkrai ne 147.237.77.74 |lawidf.il D stributed Unknown HTTP Request Met hod B ock 1
54.245.64.111 |lhited Sates 147.237.77. 176 |natpash.idf.il |Miltipl e Unaut hori zed URL Access from 54.245. 64. 111 B ock 1
188. 165. 15. 13  |Fance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawn i df.il/english/history/born5.stm B ock 1
66. 249. 81. 228 | srael 147.237.76.31 |nakchal .idf.il |UL is Above Root D rectory ww nakhal .idf.il/../favicon.ico B ock 1
157.55. 39. 8 Lhited Sates 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 64. 69 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
46. 19. 85. 32 | srael 147.237.0.19 |nadimatal.idf.i|Too Many 404: Response Code per Session B ock 1
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to www i df.il/navy/ htni/unitfs. asp B ock 1
167.114.64.100 |lhited Sates 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
157.55.39. 3 Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
54.245.64.111 |lhited Sates 147.237.77. 176 |natpash.idf.il |Uhaut hori zed UR. Access to wmn cogat.idf.il/894-he B ock 1
R Unaut hori zed URL Access to
89.138. 226. 221 I srael 147.237.72. 166 |aka. i df .11 wan aka. i df . i | / nai n/ gi yus/ aut henti cati onservi ce. asnx/ get userdet ai | s Bl ock !
207.46.13.1 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Unaut horized URL Access from 207.46.13.1 B ock 1
76.73.71.185 Lhited Sates 147.237.77.74 |lawidf.il Enail collector robots 14 B ock 1
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