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Top Attackers

M dover.idf.il

M aka.idf.il

M nadi matal .idf.i

Meitan aka. idf.il

M atal.idf.il

M hal ag.idf.il

Mlawidf.il

M mobile.idf.il
refuah.idf.il

M navy.idf.il

M 46. 213.102. 179

164. 138.123. 5
I 212.68.41.83

85. 65. 186. 175
Il 66. 249. 78. 146
M 176.13. 13. 127
I 136. 0. 234. 93
M 46.19.85. 20

209. 126. 230. 74
W 37. 205. 0. 49




04-25-2016-22:04:09 to 04-25-2016-23:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237. 72. 156 anan.idf.il ock Wp Al _Nets drop 3
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 2
45. 63. 20. 231 Lhited Sates 147.237.76. 148 ggcenter.aka. i df.il B ock Np Al Net drop 1
89. 46. 102. 242 Ronani a 147. 237. 76. 202 e halag.idf.il Bl ock_Udp Al _Nets drop 1
180. 97. 106. 161 Chi na 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
89. 46. 102. 242 Romani a 147.237.76. 30 hi nush. i df .i | ock Wp Al _Nets drop 1
198. 20. 69. 74 Lhited Sates 147.237.76. 86 navy.idf.il ock_Udp All _Nets dr op 1




04-25-2016-22:04:09 to 04-25-2016-23:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount |
37.205. 0. 49 Tur key 147.237.77.233 |atal .idf.il [5670: HITP. SQ Injection (SELECT) B ock 4
37.205. 0. 49 Tur key 147.237.77.233 |atal.idf.il |6134 HITP. SQ Injection Variabl e Decl aration Evasi on B ock 4
37.205.0. 49 Tur key 147.237.77.233 |atal .idf.il |[3808 HITP SQ Injection Variable Declarati on Evasi on Bl ock 3
41.251.194. 218 Mor occo 147.237.77.216 |dover.idf.il [13444: HTTP. Vhat Wb User- Agent Header B ock 2
41.251.194. 218 Mor occo 147.237.77.216 |dover.idf.il |5141: HITP. Sgl map HTTP Request B ock 1
37.205.0. 49 Tur key 147.237.77.233 |atal .idf.i|l |[9785 HITP. SQ Injection (Referer Header) Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

37.205.0. 49 147. 237. 77. 233 | Tur key atal.idf.il QA Injection - Select From 14
66.249.79. 111 |147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 10
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
212.179. 159. 253|147. 237.77. 74 |Israel lawidf.il ET DO5 Large anmount of TCP ZeroWndow - Possible N ller2 2
DDos attack
66.249.78.146  |147.237.72.166|Whited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
188. 214. 249. 153(147. 237. 77. 216 |Romani a dover.idf.il Xenu Link Seuth User Agent 2
91.201. 236. 155 [147.237.8.45 |Wraine e.eitanidf.il ET SCAN NVAP -sS w ndow 3072 1
91.201. 236. 155 [147.237.8.28 |Wkraine e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 3072 1
91.201. 236. 155 |147.237.8.28 |lkraine e.nobil e-ks.idf.il ET SCAN NVAP -f -sS 1
187.188.72.11 |147.237. 76. 147 [Mexi co chi nuch. aka. i df . i1 ET SCAN NVAP -sS w ndow 4096 1
187.188.72.11 |147.237.76. 147 |Mexi co chi nuch. aka. i df il ET SCAN NVAP -f -sS 1
158.255.5. 147  |147.237.77.61 gjjslr‘im e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
114. 215. 150. 146|147. 237.0. 34  |Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 155 [147.237.8.45 |Wkraine eetanidf.il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 155 |147.237.8.28 |lkraine e.nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 2048 1
195. 216. 176. 244|147. 237. 77. 74 |Latvia lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
187.188.72.11 |147.237. 76. 147 [Mexi co chi nuch. aka. i df . i ET SCAN NVAP -sS w ndow 2048 1
185. 25. 136. 230 [147.237.0.16 |[italy ny- kosher -kravi . i df i ET SCAN Behavioral Lhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
117. 20. 41. 62 147. 237. 76. 198 |S ngapor e e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1




04-25-2016-22:04:09 to 04-25-2016-23:04:09

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
212.68. 41. 83 Tur key 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 71
46.213.102. 179 [Syrian Arab Republic [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 59
46.213.102. 179 [Syrian Arab Republic [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 59
Sreaning Engine: TCP Invalid i i ssi
66.249.78. 146 |lhited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g ., 42
Ret r ansni ssi on Packet dr opped.
e SN retransmit wth different .
85. 65.186.175 |l srael 147.237.77. 234 |hal ag.idf .i Bad TCP sequence vi ndow scal e moni tor |40
136. 0. 234. 93 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 32
Sreaning Engine: TCP Invalid i i ssi
176.13.13.127 |Israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, ., 30
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
85.130.184.54 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 24
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185. 120. 126. 18 |Israel 147. 237. 76. 200 |ei tan. aka i of . i 9 =9 Invalid segnent retransmssion. |, ., 24
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 54 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 18
Ret r ansni ssi on Packet dr opped.
s SYNretransnmit wth different .
85. 65.186. 175 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence v ndow scal @ noni tor |17
Sreaning Engine: TCP Invalid i i ssi
84. 94. 46. 94 I'sr ael 147.237.76.200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. g ., 16
Ret ransni ssi on Packet dropped.
92.194.120. 165 |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
157.55.39. 130 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
200. 222.27.193 |Bazil 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
196. 141. 255. 210|Egypt 147.237.77. 216 |dover.idf .il drop First packet isn't SWN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
50. 153. 170. 123 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
199.58.86.206 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
46. 19. 85. 20 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
85. 75.79. 141 G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreaning Engine: TCP Invalid i i ssi
66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 9
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 130. 226 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
130. 76.96.151 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
128.242.249.10 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
85.214.11.209 |Germany 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
Sreaning Engine: TCP Invalid i i ssi
5.28.159.81  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
192.115.83.5 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TQP Invalid i i ssi
149.78. 239. 222 |Israel 147. 237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 208 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 11 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 208 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber monitor |6
46.19. 85. 11 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
82.80.180.98  |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
176.13.13.127 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
37.26.147.167 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
37. 60. 146. 143 ga:lcis;i':éa” Territoy s 47 237.77. 216 |dover. i . il drop First packet isn't SN drop 6
192. 115.83.5 I srael 147.237.72. 167 [ishurimaka i df.i [Bad TCP sequence Invalid ACK nunber monitor |5
190. 207. 230. 128|Venezuel a 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
212.179. 194. 178|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
88. 254. 109. 108 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
212.179. 194. 178l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 208 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
186.93.110. 62 |Venezuel a 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 5
46. 19. 85. 208 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |5
46.19. 85. 20 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Target Address |Site Sgnature Action ‘Count
164.138.123.5 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 106
46.19.85.199 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 11
5. 28. 159. 81 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
46.119. 112. 23 |kraine 147.237.77.216|dover.i df .i | Mil tipl e Unauthorized LRL Access from 46.119.112. 23 Bl ock
. . . Unaut hori zed URL Access to
5.29.130.190 |Israel 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1465 B ock 3
2.53.149. 26 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
204.29.71.132 [Lhited Sates 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
46.19.86.159 |lsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 2
208.115. 113. 82 |Lhited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/site/unsel ecathl e.aspx |H ock 2
176.13.22.93 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock 2
132. 64. 142. 38 |[lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wawn aka. i df .il/main/ B ock 1
. . Unknown Paraneter doclD in
66.249. 78. 146 |l srael 147.237.72. 166 [aka. i df . i | v aka. i of .1 1/ niui r t enpl at es/ | nner . asp None 1
217.78. 50. 204 ga;lcis;ilg:jan Termitoryyy 47 237. 77. 176 |mat pash.idf.il Distributed Unaut hori zed LR Access on www cogat.idf.il/89%4-ar |Bl ock 1
84.108.18.212 |israel 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in URL /mai nkapat 2/ /res#012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
66. 249. 64. 233 |l srael 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 Bl ock 1
209. 126. 230. 74 |Lhited Sates 147.237. 76. 147 |chi nuch. aka. i df . i | |Wauthorized URL Access to / Bl ock 1
46.19.85.208 |[lIsrael 147.237.76.42 |refuah.idf.il Mal formed URL he-il, en-us; g=0. 8 Bl ock 1
151. 80. 31. 175 |France 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df . i | /540- he/ pat zar/ aspx |B ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ webr esour ce. axd B ock 1
51.255.65.71 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to www aka.idf.il/valtam B ock 1
. . . Unaut hori zed URL Access to
207.46.13.32 |Wited Sates 147.237.77. 216 [dover. i df . il v i ff . i 1/ 1133- 17899- he/ dover . aspx'Ve[Ye /Y[ ' Bl ock 1
. . Unaut hori zed URL Access to
85. 65. 186. 175 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
66. 249, 64. 233 |Israel 147. 237.77. 216 |dover . i df . i | Paraneter Type Mol ation PageNimin Bl ock 1
waw i df . i | /1133-he/ dover . aspx
209. 126. 230. 74 |Lhited Sates 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to / Bl ock 1
46.19.85.208 [Israel 147.237.76.42 |refuah.idf.il Lniknown HTTP Fequest Nethod ccept-Language: Tn LRL HBock |1
. . Unaut hori zed URL Access to
66. 249. 78. 246 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
54.210.18.124 |thited Sates 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
208. 115. 113. 82 |Lhited Sates 147.237.0.34 |tikshuv.idf.il Mil tipl e Waut hori zed URL Access from 208. 115. 113. 82 B ock 1
95.35.51.221 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qoen Mde None 1
66.249.69.15 |Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
209. 126. 230. 74 |Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to / B ock 1
; . . . Uhtraceabl e S3. Sessions: Protocol viol ation
169.229.3.91 |lhited Sates 147.237.76.200(ei tan. aka. i df.i | (SSL_CONN CLI ENT FELLO) None 1
. . . Unaut hori zed URL Access to
72.9.148.10  |Wited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
66.249.64.41 |Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 64. 41 B ock 1
. . . D stributed Unaut hori zed URL Access on
109. 253. 196. 94 |l srael 147.237.77.243|nobi | e.i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ 1 st chi | ddocunent s/ 1465 B ock 1
. . Uhknown Paraneter catid in
66.249. 78. 146 |l srael 147.237.72. 166 [aka. i df . i | v aka, i df i 1/ nai  r abanut/ gener al . aspx None 1
46.119.112.23 |kraine 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt Bl ock 1
. . URL is Above Root DOrectory
212.68.41.83  |Turkey 147.237.77. 216 |dover . i df . il Wi o i1/ ./ shared/cli entscri pts/j query/j query-1 4.2, min. | s B ock 1
2.53.43.183 I srael 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to waw i df . i | / banahane B ock 1
. . . Unknown Paraneter anp;t in
82.196.42.196 |United Ki ngdom 147.237.72. 166 |aka. i df . i | voww aka, i o . i |/ i 1V snal i niscri pt r esour ce. axd None 1
) nobi [ e. ngi tav.idf.i .
209. 126. 230. 74 |Lhited Sates 147.237.76. 39 | Unaut hori zed URL Access to / B ock 1
46.19.85.208 |[lIsrael 147.237.76.42 |refuah.idf.il Illegal HITP \ersion Bl ock 1
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