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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66.102. 6. 191 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1255
82.145. 219. 81 Eur ope 147.237.76. 86 navy.idf.il B ock_|p VWb In drop 6
201. 238. 254. 156 Cile 147.237. 76. 196 e.sviva.idf.il L4 Source or Dest Port Zero drop 4
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
183. 60. 48. 25 Chi na 147.237.76. 31 nakchal . i df. il JLM Under Attack _Con_Tcp drop 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2

89. 46. 102. 242 Rormani a 147.237.76. 38 eeneitav.idf.il B ock Np Al _Net drop 1

31. 148. 219. 200 Net her | ands 147.237.76. 196 e.sviva.idf.il B ock_Wp Al _Nets drop 1
123. 59. 59. 52 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-trafl drop 1

89. 46. 102. 242 Rormani a 147. 237. 76. 44 e.refuah.idf.il Block Np All Net dr op 1

45. 63. 20. 231 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Np Al _Net drop 1

89. 46. 102. 242 Romani a 147.237.76. 30 hi nush. i df .i | B ock Np Al _Net drop 1

89. 46. 102. 242 Rormani a 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1
180. 97. 106. 162 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Np Al _Net drop 1

89. 46. 102. 242 Ronani a 147.237.76. 34 yohal an.i df .il Bock Np Al Net drop 1
94.102. 52. 10 Net her | ands 147.237.76. 197 e. hinush.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
185. 130. 5. 99 147.237.0.16 |Lithuania ny-kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
150 250,137 78 |147. 237, 0.34  |mrasil Cikshov. idf i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 82. 78. 38 147.237.0.35 |Netherlands  |akaws.idf.il ET SCAN NVAP -sS w ndow 1024 1
220. 231. 195. 122|147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 2048 1
58.218. 204. 211 |147. 237. 76. 200 |Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
196. 203. 149. 99 |147. 237. 76. 198 |Tuni si a e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 4096 1
58.218. 204. 211 |147.237.76.30 [China hi nush. i of . i | ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147. 237. 76. 198 |Li t huani a e.yohal an.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.76. 39 |Li thuani a nobi le.neitav.idf.il [ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.0.19 |Lithuania madi matal .idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.0.15 |Lithuania kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
139. 217. 27. 204 |147.237.8.46 |China e. chinuch. i df .i | ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
58.218. 204. 211 |147.237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN NVAP -f -sS 1
58. 218. 204. 211 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 77. 205 |Latvia prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.218. 204. 211 |[147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147. 237. 76. 201 |Li t huani a eatal .idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147. 237. 76. 148 |Li t huani a ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.76.31 |Lithuania nakchal . i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
209. 133.197. 230|Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1643
Sreamng Engine: TP Invalid i i ssi
84.108. 218. 129 I srael 147. 237. 76. 200 |ei tan. aka.i df . i g =g Invalid segnent retransmssion. |y 72
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
66.249.78.146 |lhited Sates  |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. |, 60
Ret ransnm ssi on Packet dropped.
71.220.239.224 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 45
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
107. 167. 102. 187|lhited Sates  [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 23
136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
Sreaning Engine: TCP Invalid i i SSi
213.57.211. 155 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. | o 12
Ret ransm ssi on Packet dropped.
198.58.102. 155 |lLhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 12
198. 58.103. 102 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
208.115.111. 73 |Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 11
46. 243.150. 194 |Bahrain 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
143. 176. 92. 255 |Net her| ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
188. 72. 103. 228 g:i'”t:td%”ab 147.237. 77. 216 [dover.idf . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TGP Invalid i i sSi
66.249. 64.190 |lnited Sates |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. 9
Ret ransm ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreaming Engine: TCP Invalid i i ssi
37.46.39. 59 I srael 147. 237. 76. 200 |ei tan. aka. i df . i1 g =g Invalid segnent retransmssion. . 8
Ret r ansm ssi on Packet dr opped.
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
204.16.69. 128 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
66. 102. 6. 188 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
85.130. 235. 64 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
54.72.73.168 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6
149. 78. 38. 113 | srael 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SN drop 6
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
198. 58. 103. 160 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
85.130. 235.64 |l srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
31.210. 186. 253 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. 6
Ret ransnm ssi on Packet dropped.
. . SYNWAKK retransmt with .
2.55.56.81 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence di fferent w ndow scal e noni t or 6
37.231.136.15 |Kuwait 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
118.173.143.81 |Thailand 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 5
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46. 19. 85. 127 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber aert 5
66.102. 6. 191 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
37.46. 38. 248 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber monitor |5
46. 19. 85. 127 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber monitor |5
72.38.202. 49 Canada 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
66. 96. 128. 60 Lhited Sates  |147.237.77.74 |lawidf.il drop SAMrul e drop 4
46.19.85.127  |israel 147.237.77. 226 ["'" chanatz. aka. 1df 1pad TOP sequence Inval i d ACK nunber alert 4
46.19.85.127  |israel 147.237.77. 226 "} chamatz.aka. 1df 1pad TGP sequence Inval i d ACK number moni tor |4
91.200.12.136 |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 4
87.70.21.115 I srael 147.237.72. 166 |aka.i df .i drop First packet isn't SWN drop 4
85.130.235.64 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
54.72.0.55 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i SSi
31.154.167.79 |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.181. 188. 126 |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. . 3
Ret r ansn ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
87.70.77.238  |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.53.18. 131 I srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. . 3
Ret r ansn ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.4.82 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 73
46. 19. 85. 22 I srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 19. 85. 22 B ock 10
46.116.6.243 |Israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waidf.il/error. htm Bl ock
2.53.143.12 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock
37.142.64.85 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock
. . . Unhaut hori zed URL Access to
46.19. 85. 22 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 2
66. 249. 64. 233 [l srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to www i df . il/navy/ B ock 1
203.127. 96. 212 |S ngapor e 147.237.77. 216 |dover.idf .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 1
141.8.132.78  |Russi an Federation [147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wwnidf.il/daily B ock 1
Unknown Par anet er
84.110.209. 14 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 02%ct | 03$t xt Fi e |[None 1
Idin aka.idf.il/nain/giyus/questionnaire. aspx
61. 161. 130. 241 |Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ docs/ f uncspecs/ 3. j sp [B ock 1
180.76.15.14 |China 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list20050529. htm Bl ock 1
. . Unaut hori zed URL Access to
2.53.138.216  |lIsrael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. . . Unhaut hori zed URL Access to
94.23.19.178  |France 147.237.76.200|ei tan. aka. i df . il v ei tan. aka, i df i |/ 1093- 7963- he/ [Ny A7, aspx Bl ock 1
68.180.230.45 |lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
212. 24. 144. 226 |Czech Republ i c 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
149. 78. 144. 123 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
87.8.102. 57 Italy 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.64.41 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/viewiny. asp |B ock 1
180. 76. 15. 155 |Chi na 147.237.72. 156 [anan. i df . i | D stributed Whaut hori zed URL Access on list.ips.gov.il/robots.txt [B ock 1
. . Ml tipl e Whaut hori zed Method for Known URL from
109. 160. 160. 49 || srael 147.237.72. 166 |aka. i df . i | 109. 160. 160. 49 B ock 1
69. 30. 219. 2 Lhited Sates 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock
46.19. 85. 30 I srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm Bl ock 1
) ny- kosher - kravi . i df . |s3. wntraceabl e Gnnection - Protocal viol ation
169. 229. 3. 91 Lhited Sates 147.237.0. 16 il (SSL_OONN LI ENT_HELLO) None 1
87.69. 168. 165 |l srael 147.237.77. 216 |dover.i df . il Ml tipl e Unaut hori zed URL Access from 87.69. 168. 165 Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ mai n/ snal i i smal | m aspx B ock 1
Pal esti ni an . . . . .
185. 5. 223. 12 Territory, Ghoupi ed 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . idf.il/894-ar Bl ock 1
5.102.195.120 |Israel 147. 237.72. 166 |aka. i df . i | thaut hori zed LR. Access to . . . Bock |1
wwe aka. i df . i1/ nai n/rabanut/resources/i nages/ i cons/ f avi con. png
130. 185. 155. 10 |Sweden 147.237.77. 170 [maar achot . i df . i | PHP At t enpt Bl ock 1
82.102. 220, 191 | &stinian . |147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
Territory, Qcupi ed
. . . Uhtraceabl e SS. Sessions: Protocol violation
169.229.3.91 |[Lhited Sates 147.237.72. 166 |aka. i df . i | (SSL_OONN CLI ENT HELLO) None 1
87.69. 168. 165 |Israel 147.237.77. 216 |dover.i df . il Unaut hori zed HTTP Met hod B ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover . i df . i | Mil tipl e Uhaut hori zed UR. Access from 66. 249. 64. 233 B ock 1
197. 49. 127. 210 |Egypt 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to ww i df.il/894-ar Bl ock 1
130. 185. 155. 10 |Sweden 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to maarachot . idf.il/wp-1ogin. php Bl ock 1
Unknown Par anet er
84.110.209. 14 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03$chl Qi|None 1
estion$62 in aka.idf.il/nain/gi yus/ questionnaire. aspx
m ny- kosher - kravi . i
61. 161. 130. 241 |Chi na 147.237.0. 17 of niyl Unaut hori zed URL Access to 147.237.0. 17/ docs/ f uncspecs/ 3. j sp |B ock 1
. waw. chamat z. aka. i d|untraceabl e S Sessions: Protocol viol ation
169. 229.3.91 Lhited Sates 147.237.77. 226 £l (SSL_CONN OLI ENT_HELLO) None 1
. . Unhaut hori zed URL Access to
87.70.67.111 |Israel 147.237.72.166 |aka. i df . i | wan aka i of i1/ i v sachar / undef | ned B ock 1
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