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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7046
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6342
85. 65. 5. 240 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 202
82. 145. 219. 81 Eur ope 147.237.76. 86 navy.idf.il B ock |p VWb In drop 21
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Udp Al _Nets drop 6

81. 218. 65. 210 | srael 147.237.72. 156 anan.idf.il Bl ock_Up Al _Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3

89. 46. 102. 242 Ronmani a 147.237.76. 200 eitan.aka.idf.il |Bock Np Al _Net drop 1

31. 148. 219. 86 Net her | ands 147. 237. 76. 42 refuah.idf.il B ock Wp Al Nets drop 1

89. 46. 102. 242 Rormani a 147.237.76. 196 e.svivaidf.il Bock Np Al Net drop 1

89. 46. 102. 242 Ronani a 147.237.76. 202 e.halag.idf.il B ock Np Al Net drop 1

89. 46. 102. 242 Romani a 147. 237. 76. 42 refuah.idf.il B ock Np Al _Net drop 1

40. 78. 146. 128 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
180. 97. 106. 162 Chi na 147.237.76. 197 e. hinush.idf.il B ock Np Al Net drop 1

89. 46. 102. 242 Ronani a 147.237.76. 197 e. hinush.idf.il Bock Np Al Net drop 1
94.102. 52. 10 Net her | ands 147.237.76. 30 hi nush. i df . i | Bock Np Al Net drop 1

89. 46. 102. 242 Romani a 147.237.76. 147 chinuch. aka.idf.il |[Block Np All Net drop 1

45. 63. 20. 231 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ock Np Al _Net dr op 1

89. 46. 102. 242 Romani a 147.237.76. 199 e.nakchal .idf.il |Block Np All Net drop 1

89. 46. 102. 242 Ronmani a 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1

58. 221. 46. 246 Chi na 147.237. 76. 30 hi nush. i df .i | JLM Under Attack Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
105. 107. 127. 65 Ageria 147.237.77. 216 dover.idf.il |5141: HITP. Sglmap HTTP Request B ock 1
105. 107. 127. 65 Ageria 147.237.77. 216 dover.idf.il |13444: HTTP. WatVeéb User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
109. 160. 160. 49  [147.237.72.166 |l srael aka. idf.il Xenu Link Seuth User Agent 6
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 64. 197 147.237.72.166 |Wited Sates akaidf.il ET SCAN NVAP -sSA (2) 2
174.37.194. 144  [147.237.8.45 Lhited Sates eeitan.idf.il ET SCAN NVAP -sA (2) 2
66.102. 9. 127 147.237. 0. 34 Lhited Sates ti kshuv.idf il ET SCAN NVAP -sA (2) 2
185. 130. 5. 99 147.237.76. 147 |Lithuani a chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147. 237.76. 34 Li t huani a yohal an. i df il ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.8.45 Lhited Sates eetanidf.il ET SCAN NVAP -sS wi ndow 4096 1
91.201.236. 158 |147.237.77.61 kr ai ne e.cogat.idf.il ET SCAN NVAP -sS wi ndow 4096 1
91.201.236.158 |147.237.76.42  |Wkraine refuah.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
195. 154. 54. 169  |147.237.0.17 France mny- kosher -kravi . i df il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 99 147.237.76.199 |Lithuani a e.nakchal .idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.76.39  |Lithuania nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147. 237. 8. 46 Li t huani a e.chinuch.idf .il ET SCAN Potential SSH Scan 1
174.37.194. 144 |147.237.8. 45 Lhited Sates e.eitanidf.il ET SCAN NMVAP -sS wi ndow 3072 1
158. 255. 5. 147 147.237.77.212 |Russian Federation |e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
96. 237. 50. 37 147.237.76.30 |Lnited Sates hi mush. i df .i | ET SCAN NVAP -sS wi ndow 4096 1
91.201.236. 158 |147.237.77.61 kr ai ne e.cogat.idf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
73.204.74.186 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 583
209. 133. 197. 230|lhited S ates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 184
198. 103. 184. 76 |Canada 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 63
66.249.78.146 |lhited Sates  |147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid invalid segnent retransnission drop 60
Ret ransm ssi on Packet dr opped.
199.30.24. 224 |Uited Sates  |147. 237, 76. 200 [ei tan. aka icr. i1 o SAM NG Engine: TP Invalid invalid segnent retransnissi on. drop 26
Ret r ansn ssi on Packet dr opped.
197. 45. 132. 217 |Egypt 147.237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 21
2.53.16. 14 I srael 147.237.77. 243 |mti e i1 || S NG Engine: TP Invalid invalid segnent retransmssion. | o 21
Ret r ansn ssi on Packet dr opped.
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
129,130, 144. 210|United Sates 147, 237, 76. 200 [ei tan. aka icr.i1 || Cam NG Engine: TP Invalid  livalid segnent retransmission. |y 18
Ret r ansm ssi on Packet dr opped.
196. 134. 47. 251 |Hgypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
85. 130. 207. 145 |israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid  invalid segnent retransmssion drop 12
Ret ransm ssi on Packet dr opped.
93. 115. 95. 205 ’;{”;(’;V"D“S 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SIN drop 11
149.88.35.111 |Israel 147.237.77. 233 |atal i df.il Bad TCP sequence mdrﬁrsac';"y Wth different moni tor |10
157.55. 39. 74 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
76.110. 108. 115 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
156. 170. 178. 189 |Egypt 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
76.110.108. 115 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
151. 41. 28. 60 Italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
66. 102. 9. 127 Lhited Sates 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop 7
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
2.53.37.234 I srael 147,237, 72. 167 i shurimaka. i a1 [ @M NG Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansn ssi on Packet dr opped.
46.19.85.164  |Israel 147.237.72. 166 |aka.i df . Streaming Engi ne: TCP Invalid  invalid segnent retransmssion drop 6
Ret ransm ssi on Packet dr opped.
128.242.249.11 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
109. 65.223.55  |Israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransmssi on drop 6
Ret r ansm ssi on Packet dr opped.
94.43.210. 171 |Georgia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
2. 55. 156. 96 I srael 147.237.77. 176 |nat pash. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
50. 154.239. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
207. 46. 13. 32 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
52. 3. 129. 222 Lhited Sates 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
46.19.86.191  |Israel 147.237.77. 243 |rbi e i1 | €AM NG Engine: TCP Invalid - invalid segnent retransmission drop 6
Ret ransm ssi on Packet dr opped.
130. 193. 37. 16 :Zg::tnim 147.237.0.34 |tikshuv.idf.il ;; ?2':3?2 sir;g;r?e: TP Invalid ::;Vcak]eitd dsreggs:;. retransnissi on. drop 6
93.158. 152, 52 |Ussian 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 6
Federation
105.104. 184.12 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
66.249.64.190 |Wnited Sates  |147.237.72. 166 |aka i df.il Streaning Engine: TCP Invalid  invalid segnent retransmssi on drop 6
Ret r ansm ssi on Packet dr opped.
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
2.55.18. 155 I'srael 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid  imvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
66.249. 93.180  |Eur ope 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 6
Ret r ansm ssi on Packet dr opped.
206. 210. 120. 253|Canada 147.237.76.196[e.sviva.idf.il |Geo-| ocation enforcenent Geo-l ocat i on i nbound enf or cenent |drop 5
37.231.136.15 |Kuvait 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
198. 103. 184. 76 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
157. 55. 39. 92 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
146. 199. 101. 241 |Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
157.55.39.194 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
5.22.131.41 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
156. 202. 168. 165|Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4




04-25-2016-20:04:03 to 04-25-2016-21:04:03

|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Acti on ‘Count
185.32.179.30 |[lIsrael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Code Bl ock 37
2.53.4.82 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 10
163. 172. 13. 244 |Uni ted Ki ngdom|147. 237.77. 216 |dover.idf.i | Mil tipl e Unaut horized LRL Access from 163. 172. 13. 244 B ock 6
66.102.6.188 |Uhited Sates 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on wwwidf.il/error. htm B ock 6
46.19.86.204 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 5
109. 64. 23. 198 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 3
73.168. 34. 67 Lhited Sates 147.237.77.216|dover. i df . i | Mil tipl e Whaut horized URL Access from 73. 168. 34. 67 B ock 3
66.102.6.131 [Lnited Sates 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 2
89. 204. 155. 14 |Ger many 147.237.77. 216 |dover.idf . il Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 2
109. 160. 160. 49 [l srael 147.237.72. 166 |aka. i df . i | Mil tiple Wauthorized Method for Known URL from 109. 160. 160.49 |B ock 2
66.102.6.191 [Lnited Sates 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 2
. . Unaut hori zed Method CPTI ONS for
178.19.179.58  |Pol and 147.237.72. 166 [aka. i df . i | wwn aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 160. 191. 57 |l srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / i v sachar/ i | box. aspx None 1
84.109.8.115 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 1
68.180.231.43 |Uhited Sates 147.237.77.216|dover. i df .i | Paraneter Type M ol ation PageNumin waw i df.il/1393-en/ dover.aspx |B ock 1
. . Unknown Par anet er appDat aRequest in
5.29.112.90 | srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i | / nai n/ gi yus/ user det ai | s/ updat euser det ai | s. aspx None !
. . SS. Whtraceabl e Gonnection - Protocol violation
79.182. 40. 190 |[lsrael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT HELLO) None 1
. . . Unhaut hori zed URL Access to
123. 126. 113. 80 |Chi na 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
68.180.231.43 |lhited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df .il/1283-14886-en/ dover. aspx. |B ock
163.172. 13. 244 |Uni ted K ngdom|147.237.77. 216 |dover.idf.il Unaut hori zed LRL Access to waw idf.il/irag/ english/facts. asp B ock
- . Unaut hori zed URL Access to
46. 19. 86. 17 I 'srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
79.182. 40.190 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
213.57.175. 191 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
141.8.132.78 ;JZZ:;nI on 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
. . . Unhaut hori zed URL Access to
91.200.12.76 Ukrai ne 147.237.77. 216 [dover . i df . i | waw i df . i | /1283- 11540- en/ dover . aspx/ t r ackback/ Bl ock !
173.208. 177. 59 |Lhited Sates 147.237.77. 216 |dover.idf . il PHP Attenpt B ock 1
46.19.86.191 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
109. 160. 160. 49 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for vwwn aka. i df.il/ishurinicityofficers/ B ock 1
80.178.1.215 |Israel 147.237.77. 216 |dover.idf . il Distributed Unauthori zed URL Access on wwvidf.il/https:/wwidf.il/ [B ock 1
216.21.18.193 |lhited Sates 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx Bl ock 1
- . Unhaut hori zed URL Access to
66.249. 78. 154 |Israel 147.237.76.86 [navy.idf.il navy. i df . i1/ i yus/ f or und asp/ showf or um asp Bl ock 1
141. 8. 132. 95 ?éﬁ;:ﬂ on 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/1133-17296- he/ dover. aspx. |B ock 1
95.90.239.11 [Ger many 147.237.77. 216 |dover . i df . i | Dstributed Uhauthori zed URL Access on wawidf.il/error. htm B ock 1
73.168.34.67 |lhited Sates 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waww i df.il/tenpl at es/ honepage/ nobile  [B ock 1
173.208. 177.59 |Lhited Sates 147.237.77.216|dover. i df . i | Unaut hori zed LRL Access to waw idf.il/wp-1ogin. php Bl ock 1
109. 160. 191. 57 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
80. 246. 130. 73 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
. .. .|Unaut hori zed URL Access to
68. 180. 229. 180 |Lhited Sates 147.237.0.15  kosher-kravi . i df. i kosher - kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
5.29.112. 90 I srael 147.237.72. 166 [aka. i df . i | Unknown Par anet er appDat aRequest i n v aka. i df . i |/ mai n/ gi yus/ None 1
. . D stributed Uhauthorized URL Access on
149. 88.35. 111 [l srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1136- hel at al . aspx B ock 1
105. 104. 184. 12 |A geria 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock
79.181.19.199 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock
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