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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 23560
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2666
79.182.51. 146 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 210
213.57.105. 51 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 202
81. 218. 65. 210 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets drop 6

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp All _Nets drop 3
185. 3. 144. 89 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack f orward 2
109. 67. 62. 44 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 1

94. 230. 86. 58 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 1

58. 221. 46. 246 Chi na 147.237. 76. 30 hi nush. i df .i | JLM Under At tack_Con_Tcp drop 1

89. 46. 102. 242 Romani a 147.237.76. 31 nakchal .idf.il Bl ock Np Al _Net drop 1
104. 153. 173. 100 Lhited Sates 147. 237. 76. 200 eitan. aka.idf.il Bl ock_Udp All _Nets dr op 1
180. 97. 106. 36 Chi na 147.237.76. 176 test.ncore.idf.il Block Np All _Net drop 1

89. 46. 102. 242 Ronani a 147.237. 76. 148 gacenter.aka.idf.il |Bock Np Al Net dr op 1

45. 63. 20. 231 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock Np Al _Net drop 1
180. 97. 106. 36 Chi na 147. 237. 76. 200 eitan. aka.idf.il Block Np Al _Net drop 1

89. 46. 102. 242 Romani a 147.237.76. 176 test.ncore.idf.il Bl ock Np Al _Net drop 1

46. 120. 230. 43 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Potential Scan or Brute Force

Target Address étotuan(ikre; Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.102. 9. 17 147.237.72. 167 |Wited Sates |ishurimaka.idf.il ET SCAN NVAP -sA (2) 2
61. 161. 130. 241 |147.237.0.34 |China tikshuv.idf.il SERVER APACHE Apache Tontat Wb Appl i cation Manager 1
access
46. 19. 86. 70 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
40.76.60.239 |147.237.76.196|lhited Sates [e.svivaidf.il ET SCAN NVAP -f -sS 1
40.76.60.239 |147.237.0.19 |lhited Sates [madimatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.196.199. 232 [147.237.76.38 |Fance e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198.20.69. 74 [147.237.72.14 |Lited Sates |dover.idf.il(old) ET DRCP Bshi el d B ock Listed Source 1
149. 78.154. 69 |147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
61.161. 130. 241 |147.237.0.17 |China mny- kosher -kravi .idf.il SERVER APAGHE ApaChe Toncat Viéb Appl I cation Manager 1
access
40.76.60.239 |147.237.76.196|lhited Sates [e.svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
40.76.60.239 [147.237.0.19 [thited Sates |nadimatal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
40.76.60.239 |147.237.0.19 [lhited Sates |nadimatal .idf.il ET SCAN NVAP -f -sS 1
5.100. 253. 185 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 59. 148. 210 [147. 237. 77. 216 |Wnited Sates |dover.idf.il portscan: TQP D stributed Portscan 1
93.174.93.50 [147.237.0.16 |Netherlands ny- kosher-kravi .idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i SSi
50.198.75.25  |uited Sates  |147.237. 76,200 |eitan akaicr.i1 | €M NG Engine: TP Invalid - Jinvalid segnent retransnissi on dr op 88
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249. 78. 146 |lhited Sates  |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 39
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
216.178.86.18 |Uited Sares  |147.237.76. 200 feitan. aka ior. i1 |2 €A NG Engine: TCP Invalid fimvalid segnent retransnissi on drop 24
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
199.30.24.224 |wited Sates  [147.237.76. 200 |ei tan. aka. i df .l 9 =g Invalid segnent retransmssion. |, 24
Ret r ansm ssi on Packet dropped.
80.178.1.215  [Israel 147.237.77. 233 |atal i df . Bad TCP sequence SN retransmt with i fferent monitor (24
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 24 I srael 147.237. 77. 243 |robi | e. i df . | 9 =g Invalid segnent retransmssion. |, 18
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
87.70.52.243  |Israel 147. 237. 72. 166 |aka. i of . i | Sreamng Engi ne: TCP alid invalid segnent retransnissi on drop 18
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
5.22.131.120  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 15
Ret r ansmi ssi on Packet dr opped.
87.69. 122. 69 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
46. 19. 85. 52 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 6
Sreaning Engine: TGP Invalid i i sSi
79.183.6.107  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
85.250. 25.183 | srael 147. 237.77. 243 |mwbi l e, i f . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 52 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor 6
reamn ine: TCP Invali i i SSi
37.26.149.129 |israel 147. 237. 72. 166 |aka. i of . i | Sreamng Engi ne: TCP alid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.183.176. 182 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
87.69.122. 69 I sr ael 147.237.77. 233 atal .idf il Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 52 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert
Sreaning Engine: TGP Invalid i i sSi
109. 253.131.5 |Israel 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
37.26.148.240 | srael 147.237.77.176 |natpash.icf.il  |Bad TCP sequence SINAK retransmt with different | oovor s
W ndow scal e
37.239.68. 34 Iraq 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i sSi
157.55.39.177 |Wited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
91. 200. 12. 85 Lkrai ne 147.237.77.74 |(lawidf.il dr op SAMrul e drop 4
192.241.189.66 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
41.102.19.249 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreanming Engine: TCP Invalid i i ssi
65.55.210. 190 |Wited Sates  |147.237.76.200 |ei tan. aka. i df . il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
66.249. 93. 249  |Europe 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
87.71.109.122 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
31.168.30.76  |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
80. 178. 145. 141 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
109. 253. 142. 149|| srael 147.237.77. 243 |robi l e. i f . | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i ssi
77.126.144. 135 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
185. 3. 144, 89 I sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
46.19.85.139  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.181.210. 163 |Israel 147.237.77. 243 |nobi L e. i of .| g =g Invalid segnent retransmssion. |y o 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.11.54  |Israel 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
31.210.186.50 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
2.53. 61. 140 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
122.3.171. 66 Phi 1§ ppi nes 147.237.0.15  |kosher-kravi.idf.illdr op First packet isn't SYN drop 3
Sreaning Bngine: TQP Invalid i i ssi
66.249.78.153 |Wited Sates |147.237.72. 166 |aka.idf.il 9 59 Invalid segment retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i ssi
46.19.85.203  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreaning Bngine: TQP Invalid i i ssi
176.13.23.225 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
208.54.36.169 |lhited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
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A tacker

Attacker Address count ry Target Address |[Ste Signature
Sreaning BEngine: TQP Invalid i i SSi
66.249.78.206 |lited Sates |147.237.72.166 |aka.idf.il 9 =g Invalid segnent retransmssion. |,
Ret r ansmi ssi on Packet dr opped.
5.102. 242. 14 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i SSi
109. 65. 229. 212 |Israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y
Ret ransm ssi on Packet dr opped.
i Sreamng Engine: TCP Invalid i i ssi
178. 154. 189, 201 |SS an 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |,
Federation Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
37.26.149.153 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 78. 146 B ock 10
82. 166. 247. 200 |l srael 147.237.76.86 |[navy.idf.il Mil tipl e Unauthorized URL Access from 82. 166. 247. 200 B ock 9
46.19. 86. 204 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock 6
109. 66. 83. 218 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
46.19. 85. 24 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response CQode B ock 4
109. 253. 227. 103|I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
. . . Unaut hori zed URL Access to
2.53.171.132 I srael 147.237.77. 243 |nobi l e. i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 2
23.250.3.10 Lsh'mt:: 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df.il/mai n/ hone/ defaul t. aspx |B ock 2
. . . Unaut hori zed URL Access to
109. 253.131.5 |Israel 147.237.77. 243 |nobi l e. i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 2
. . Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nane i n
46.19. 85. 111 I srael 147.237.76.42 |refuah.idf.il voww ref Ua. atal i df .|/ 1518- hel ref uah. aspx B ock 2
82.166. 247. 200 |l srael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to v navy. i df.il/tenpl at es/ f ag/ nobi | e B ock 2
66. 249. 78. 146 I sragl 147.237.72. 166 |aka. i df . i | léhaut horized URL Access to ww aka.idf.il/sip_storage/files/ 0/ noipy B ock 1
. . . Unaut hori zed URL Access to
123.126.113.80 |China 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gi yus/ gener al . aspx B ock 1
85. 250. 25. 183  |Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Code B ock 1
. . Unaut hori zed URL Access to
66.249.78. 254 I srael 147.237.72. 166 [aka. i df . i | wa aka. i df . i |/ mai n/ gi yus/ | ogi n. aspx?nodul et ogot 0=0 Bl ock !
Lhited . . Unhaut hori zed URL Access to
163.172. 13. 244 Ki ngdom 147.237.77. 234 [hal ag. i df . i | v | ogi stics.atal.idf.il/tenpl ates/shared usercontrol s/ header upper/ Bl ock !
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
80.178. 1. 215 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
. . Unknown Par aneter anp; docld in
66.249.78.146 [l srael 147.237.72.166 |aka. i df . i | vowv aka. i o i 1/ chanat 2/ ki al | /def aul t. asp None 1
. . . Unaut hori zed URL Access to
143. 160. 252. 27 |South Africa |147. 237. 77. 176 [nat pash. i df . i | vow cogat . df i1 /si p storagel i1 es/ 6/ 4616, ] pg Bl ock 1
46.116. 109. 6 I srael 147.237.77. 74 |lawidf.il Unaut hori zed URL Access to ww mag. i df.il/tenpl ates/general /nobile  |Bl ock 1
85.250. 25. 183  [Israel 147.237.77.243|nobi [ e.i df . i | Suspi ci ous Response Code B ock 1
68. 180. 229. 89 g;g: 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wun aka.idf.il/val tam B ock 1
Lhited . . Unaut hori zed URL Access to
199.59.148.210 |g o 147.237.77. 216 |dover . i df . i | vowei i1/ p storagelfi1 es/ 8/ si ze220x0/ 16838 | pg B ock 1
66. 249. 66. 156 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
109. 253.131.5 |[lIsrael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response CQode B ock 1
80. 246. 139. 7 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock 1
. . Unknown Par anet er anp; docld in
66.249. 78. 146 |Israel 147.237.72. 166 |aka. i df . i | voww aka, i df i |/ kanhar/ ki shur / def aul t . asp None 1
. . Unaut hori zed Met hod HEAD for
148. 251. 176. 212|Ger many 147.237.72. 166 [aka. i df . i | vwv aka i o i |/ brot her s/ ski ra def aul t . asp B ock 1
Unaut hori zed URL Access to
. . waw aka. i df .i1/sip_storagelfil es/6/57056. pdf &ed=0ahukew 88npni 6f
46.121.209. 57 Israel 147.237.72.166 |aka. i df . i mahuc_i wkhwnt ar 4qf ggdrai &usg=af gj cnf 1yol ugsboi j i bl zxi yeOgpl abcgé&si Bl ock 1
g2=sl j t 3vnb9hu32r wugzyes5w
87.71. 84. 165 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
68. 180. 231. 43 LSthlatt:sd 147.237.77. 216 |dover . i df .i | Paraneter Type Miol ation PageNumin waw i df . il/1115-ar/ dover. aspx Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
213. 8. 204. 50 I 'srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp; docid in vww aka. i df . i |/ giyus/ yahash/ | ogi n/ None 1
157. 55. 39. 119 g‘;tt:: 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
m ny- kosher - kr avi .
61.161. 130. 241 |Chi na 147.237.0. 17 i d]rryi | Unaut hori zed URL Access to 147.237.0. 17/ manager/ ht m B ock 1
109. 64. 131. 147 |Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/https:/nobile.idf.il/ B ock 1
71.6.146. 185 g“;:s 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
213. 113. 202. 189|Sweden 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
66.249.78. 254 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 78. 254 B ock 1
163. 172. 13. 244 z‘;;gom 147.237.0.15 |kosher-kravi.idf.il [Miltiple Wauthorized URL Access from 163.172.13. 244 B ock 1
61.161. 130. 241 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ manager / ht m B ock 1
. . D stributed Lhaut hori zed URL Access on
2.53.9.71 I srael 147.237.77.233(atal .idf . il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
109. 65. 229. 212 |I srael 147.237.77. 216 |dover.idf . il D stributed Unauthorized LRL Access on waw idf.il/https:/wwidf.il/  [B ock
80.178. 1. 215 I srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to v idf.il/https:/wanidf.il/ B ock
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