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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8692
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3651
81.218. 65. 210 | srael 147.237.72. 156 anan. i df.il B ock Wp Al Nets drop 18

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 10

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
61.182. 170. 38 Chi na 147.237. 76. 147 chinuch. aka.idf.il |[JLMPurple Gon_Linit_Tcp drop 1
94.102. 49. 116 Net her | ands 147.237.76. 176 test.ncore.idf.il ock Wdp Al _Nets drop 1

45. 63. 20. 231 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Block Np Al Net drop 1
94.102. 52. 10 Net her | ands 147.237. 76. 31 nakchal .idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
41.109.166.175 [Ageria 147.237.77.176 |nat pash.idf.il [18160: HTTP. Qitroni Likely Milicious Tor Proxy Qookie B ock 3
84.228.147.169 |l srael 147.237.72.156 |anman.idf.il 13840: TLS. (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.93.241  |147.237.77. 176 |Eur ope nat pash. i df .i | ET SCAN NVAP -sA (2) 2
61.182.170.38 [147.237.0.19 |[China madi matal .idf.il ET SCAN Potential SSH Scan 1
58.218.204.211 [147.237.76.199|Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
58.218.204. 211 |147.237.76.30 |China hi mush. i df .i | ET SCAN Potential SSH Scan 1
52.90.202.117 |147.237.76.196|Wited Sates e.sviva idf.il ET SCAN NMAP -sS wi ndow 2048 1
212.150.25. 79  |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
13. 82. 25. 17 147.237.77. 216 |Uhited Sates  |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
179. 229 45. 130|147 237, 0.34  |mragil Cikshov. i ] ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113.177.44.5 147.237.76.30 |V etnam hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
109. 253, 198. 180|147, 237 77. 233 |1 57 el sl idhil ET DO5 Large anount of TCP ZeroVWndow - Possible Nkiller2 1
DDos attack
61.182.170.38 [147.237.76. 196 |Chi na e.sviva idf.il ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.0.16 [China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
58.218. 204. 211 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
58.218.204.211 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
52.90.202.117 |147.237.76.196 |Wited Sates e svivaidf.il ET SCAN NVAP -f -sS 1
1 34.136. 198 147 237 0.34  |Tai ven Cikshov. i ] ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
158.255.5. 147  |147.237.72. 156 ?;Z:;:I”ion anan.i df il ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 213. 114|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature Action ‘Count
24.114.74.76 Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 963
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 112
Sreaning Engine: TGP Invalid i i sSi
46.19.85.127  |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. | 63
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146  |Uited Qates 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 48
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
82.166.69.222 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. | 48
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i
92.124.41.33  |Russian Federation  |147.237.72. 166 |aka.idf . il 9 =59 I nval i d checksum Packet dr op 34
Checksum dr opped.
91.198. 143. 123 |lkrai ne 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 24
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
o SYNretransnmit wth different .
212. 150. 244. 228l srael 147.237.77.234|ndl ag.idf.il |Bad TCP sequence v ndow scal noni t or 17
198. 204. 249. 34 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 15
78.40.183.202 |Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 14
185. 4. 255. 170  |Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
168. 235.196. 93 |Lhited Sates 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
188. 161. 98. 179 g";'cisgi'géa” Tertitory, 1147, 237. 77. 176 |mat pash. i df i1 |SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 11
Sreaning BEngine: TCP Invalid i i ssi
198. 204, 249. 34 |Wnited Sates 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 10
Ret r ansni ssi on Packet dropped.
162.243. 118. 199|lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
157.55.39.148 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
Pal estinian Territory, s SYNtACXK retransmt wth .
188. 161. 98. 179 Cecup ed 147.237.77. 176 [matpash.idf .i | [Bad TCP sequence different v ndow scal e roni t or 9
109. 253. 198. 180! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACGK nunber aert 8
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
109. 253. 198. 180l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
85. 75.79. 141 QG eece 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
46. 19. 85. 252 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
185.99.32.7 Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
37.26.146.219 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 7
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
Sreaning Engine: TGP Invalid i i sSi
89. 139. 245. 109 |Israel 147.237.77. 243 |nobil e. i df il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46.19. 85. 52 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
87. 70. 83. 20 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
24.114.74.76 Canada 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 6
46.19. 85. 52 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TP Invalid i i ssi
79.181.5. 23 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dropped.
81.218.126. 226 |lsrael 147.237.0.35 |akaws.idf.il |drop drop 6
Sreaning Engine: TCP Invalid i i ssi
37.26.148.154 | srael 147. 237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 252 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 6
24.114.74.76 Canada 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
81.218.126.226 |Israel 147.237.0.200 |[rdu.idf.il drop drop 6
Sreaning BEngine: TGP Invalid i i ssi
37.26.148.178 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
87.71.1.236 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
69. 248.129. 181 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
89. 139. 185. 247 |israel 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
2.53. 62. 150 I srael 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.70.52.243  |israel 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
66.249.78.83  |lnited Sates 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.180. 126. 121 i srael 147. 237. 77. 243 |obi l e. i . i 9 =9 Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.154.52 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 49
46. 19. 85. 166 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 6
82.81.160.227 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 4
89. 139. 245. 109 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
2.53.133.130 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
. . Dstributed Paraneter Type Mol ation on
79.178.56.88  [Israel 147.237.77. 176 [mat pash. i df . i | vaw cogat i df . i |/ 938- en/ cogat . aspx_par anet er Sear chText B ock 3
: ; ] . Unaut hori zed URL Access to
149.78.13.157 |lnited Sates [147.237.0.34 [ti kshuv.idf.il vawy ti kshuv. i o . i 1/t enpl at es/ opr ol escat egor y/ nobi | e B ock 2
2.53.163.3 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
2.53.61.15 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
134.240.154. 90 |lhited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to v i df.i1/tenpl ates/ general / mobi | e B ock 2
79.180.126. 121 [Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
. . Unknown Par anet er anp; docld in
66. 249. 78. 83 I srael 147.237.72. 166 [aka. i df . i | v aka i o i |/ brot her s/ ski ra/ def aul t . asp None 1
. . Unknown Par aneter nodul eToG in
212.76.111.172 [Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ nai 1V gi yus/ | ogi n. aspx None 1
213.55.105.82 |Bhiopia 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 213.55. 105. 82 Bl ock 1
: . . Unaut hori zed URL Access to
74. 6. 254. 127 Lhited Sates [147.237.77.216|dover.idf.il v i i1/ p storagelfi1 es/ 3/ si ze220x0/ 15603, | pg B ock 1
66.249. 64. 225 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
: ] ] Unaut hori zed URL Access to
198.204. 249. 34 |United Sates 147.237.72. 166 aka. i df . i ww aka. i df . i |/ ei tan/ shar ed/ user cont r ol s/ header upper/ B ock !
114. 143. 204. 190|I ndi a 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
79.181. 65. 98 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to ww aman.idf.il/https:/ww anan.idf.il/ [B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robots. t xt Bl ock 1
. . Unknown Par anet er nodul eToGo in
212.76.111. 172 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ nai 1V gi yus/ | ogi n. aspx None 1
. . D stributed Uhaut hori zed URL Access on
149.202.74. 134 |France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
46. 19. 85. 236 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
. . Paraneter Read Qhly Molation in
89. 139. 245. 109 |l srael 147.237.72. 166 [aka. i df . i | v aka i of i |/ nai 1V sachar / egi strati onwi zar di regj st er . aspx None 1
nobi | e. nei tav. i df. i i
217 132. 148. 1691 srael 147. 237. 76. 39 Par_anet er Typ(_e \ QI ation ctl 00$O_)nt ent P acetbl der 1$t xt Password in B ock 1
| nobi | e.nei tav.idf.il/tenpl ates/| ogin. aspx
. . . Unaut hori zed URL Access to
78. 46. 50. 246 Ger many 147.237.76.200(ei tan. aka. i df . i | v el tan. aka. i df i 1/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 66. 249. 64. 233 B ock 1
207. 46. 13. 27 Uhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ Bl ock 1
31.168.170. 190 |Israel 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 31.168. 170. 190 B ock 1
114. 143. 204. 190|I ndi a 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df . il/wp-1ogin. php B ock 1
80. 95. 38. 249 RJSS::t”ion 147.237.0.19 |madimatal .idf.i| |Perameter Type Violation ReturnU in nadimatal.idf.il/login. aspx B ock 1
. . Unknown Par anet er nmodul eTo&T in
212.76.111. 172 [Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ nai 1V gi yus/ | ogi n. aspx None 1
66.249.78.254 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/redirects/ssl-redirect. htnm |B ock 1
- . Doubl e URL Encoding - paraneter: search in
176.13.22. 246 | sr ael 147.237.72. 166 aka. i df . i wwy aka. i df . i |/ mai n/ gi yus/ pni ot handl er 1. asnx/ sear ch B ock !
46.19. 86. 226 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None
89. 139. 245. 109 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock
. . Unaut hori zed URL Access to
78.46.50. 246 Ger many 147.287.77. 176 |nat paSh' idf. il WA cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to vww i df.il/atal 1/izkor/ vi ew text.asp Bl ock
207. 46. 13. 51 LUhited Sates [147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock
31.168.170. 190 |l srael 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod B ock 1
. . . Unaut hori zed URL Access to
123.126. 113. 80 |Chi na 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ i i gi yus/ i yus/ gener al . aspx B ock 1
80.246.130.77 |[Israel 147.237.77. 216 |dover.idf .i | D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
Unknown Par arret er nodul eToGoTo in
212.76.111. 172 |lsrael 147.237.72. 166 |aka. i df . i | v aka. i df . i1/ mai n/ gi yus/ mai i/ gi yus/ resour ces/ i mages/ master/ favic |None 1
on.gif
68.180.231.43 |[wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/newsitelfrench/0113-3.stm [B ock 1
178. 141. 49. 146 RJSIS;;ni o 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wmw aka.idf.il/1044-he/ishurimaspx  |B ock 1
. . Unaut hori zed URL Access to
62. 90. 99. 63 | srael 147.237.72. 166 |aka. i df . i | vow aka i df i 1/ 1043-he/ di spl aycerti fi cat s, aspx B ock 1
2.53.133. 130 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed UR. Access to nobile.idf.il/nekudot/i ndex B ock 1
. . D stributed Unaut hori zed LRL Access on
109. 253. 213. 114/l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66.249.78.83  |israel 147.237.72. 166 |aka. i df . i | ﬂalﬁ hori zed URL Access to waw aka.idf.il/sip storagel/files/0/om g o\ 1
. . Unknown Par arret er nodul eTo in
212.76.111.172 [Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ nai 1Y gi yus/ | ogi n. aspx None 1
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