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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4170
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1686
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 60

109. 65. 208. 210 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6

81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 5
41.234.170. 173 Egypt 147.237.77. 216 dover.idf.il HTTP- M SC- Havi j - User - Agent dest - r eset 2
94.102. 52. 10 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1
94.102. 52. 10 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |[Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sl gnat ure Devi ce Action |Count

167. 114. 156. 16 Canada 147. 237.77. 216 dover.idf.il 8262: HITP. Soworis DoS Tool B ock 1
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|Top Attackers In ID|

Attacker Address
195. 34. 150. 18
78.185. 229. 218

|1%uget Addr ess
147.237.77. 216

147.237.77. 216

Attacker Qountry
Austria
Tur key

dover.idf.il

Signature

Tehila - Perl LW with fake user agent

dover.idf.il

SERVER WEBAPP adm n. php access




04-25-2016-16:04:03 to 04-25-2016-17:04:03

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature /?ca\t”i (;i
141.0. 14. 145 Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 88
S ream ng Engi ne: TCP i issi
66.249.78.146 |lnited Sates 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 60
Inval id Retransm ssion Packet dropped.
reamng Engi ne: T i i ssi
109.66.20.28  |israel 147. 237. 76. 200 |ei tan. aka.i of . i Streamng Engine: TCP Invalid segnent retransmssion. | ., 24
Inval id Retransm ssion Packet dr opped.
reamn ine: T i issi
176.13.1. 97 I sr ael 147.237.77. 243 |robi l e, i of .1 Streamng Engi ne: TCP Invalid segnent retransmssion. | . 24
Inval id Retransm ssion Packet dr opped.
176. 67. 101. 213 g";'cisgi'géa” Tertito 147 237.77. 216 |dover. i . i1 drop First packet isn't SWN dr op 24
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21
136. 243.5.203  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
66.249.81.215 |Russian Federation |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 17
84.185. 140. 194 |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
188. 161. 67. 142 ga:lcis;i':éa” Territony s 47 237.77. 216 |dover. i df .1 drop First packet isn't SN dr op 12
198.58.102. 155 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
41.234.170.173 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreamng Engi ne: TCP ' i ssi
212. 116. 184. 161|I srael 147. 237.76. 200 |ei tan. aka. i f . i mng tngine. 1 Invalid segnent retransmssion. |, 10
Inval i d Retransm ssion Packet dr opped.
5.43.199.135 | estinan Termitoyl, ;537 77 176 |nat pash. i df il drop First packet isn't SWN drop 10
Cceupi ed
Sreamng Engi ne: TCP Inval i d segnent retransnission
66.249.93.182 |Europe 147.237.72. 166 |aka. i df . i | ) - " |dro 9
P Inval id Retransm ssion Packet dr opped. P
5.43.199. 135 ga:lcis;i':éa” Territony s 47 237.77. 176 |mat pash. i of . i 1 SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject |9
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
204. 169. 24. 110 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
157.55. 39. 74 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
84.110. 48. 247 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 7
46.19. 85. 74 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46.19. 85. 74 I srael 147. 237. 77. 216 |dover .i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
reamng Engi ne: T i i ssi
192. 146. 6. 2 lited Sates 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid segnent retransmssion. | ., 6
Inval id Retransm ssion Packet dr opped.
reamn ine: T i issi
79.181.5. 23 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP Invalid segnent retransmssion. | . 6
Inval i d Retransm ssion Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46.19. 85. 74 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
37.26.147.157 [Israel 147. 237, 77. 226 | VW chamatz.aka. 1df 1oy Top sequence SINWACK retransmt with monitor |6
il di fferent w ndow scal e
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
88. 254. 109. 108 |[Tur key 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
5.102. 254.110 |[Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber monitor |6
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
46. 19. 85. 255 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
156. 196. 57. 254 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Pal estinian Territory . . .
46. 18. 18. 166 Qccupi ed 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.19. 85. 74 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber alert 6
41.176.211.95 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 85. 255 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19.85. 41 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
37.46.39. 225 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber nonitor |5
189. 84. 218. 237 |Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
128.242.249.10 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
5. 43, 199. 135 gcf;i'géa” Territo 147 237. 77. 216 |dover. i . i1 drop First packet isn't SN drop 4
109. 253. 224. 143|l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
5. 43.199. 135 (F;ajcis;i';'ja” Territony 1 47, 237. 77. 176 |nat pash. i o . Bad TCP sequence Inval i d ACK nunber al ert 4
37.9.122. 203 Russi an Federation |147.237.77.216|dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 255 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert
5.43.100.135  |TASStnan Territony 1o 537 77, 176 |nat pash.i of .| Bad TOP sequence Inval i d ACK nunber moni tor |4

Qccupi ed
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
109. 253. 221. 148|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 105
46. 19. 85. 223 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 84
46.19. 86. 74 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 61
176.13.1.97 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
37.26.149.187 |[Israel 147.237.77. 74 |lawidf.il Mil tipl e Unhaut hori zed URL Access from 37.26. 149. 187 B ock 10
66.249.81.212 |Israel 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm  |B ock 7
66.249.81.218 |lsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error.htm  [Bl ock 6
78.185. 229. 218 |[Turkey 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 5
2.55. 35. 56 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
78.185. 229. 218 |Turkey 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 78. 185. 229. 218 B ock 5
78.185. 229. 218 |[Turkey 147.237.77. 216 |dover . i df . i | Ml tiple Admin Bl ocking from 78. 185. 229. 218 B ock 4
46.19. 85. 246 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
151. 31. 8. 223 Italy 147.237.77.216|dover . i df .i | Mil tipl e Unaut horized URL Access from 151. 31. 8. 223 Bl ock 3
46.18. 18. 166 (F;ajcis;iigjja” Territory, 1947 237.77. 176 |nat pash. i df . i | ﬁgﬁf ﬁddfl‘.hi"’:‘jtggcz_i azred UL Access on B ock 3
2.53.176. 135 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
176.13.13. 92 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 194. 222|I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 2
84.108.18.212 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock 2
66.249.81.215 |[lIsrael 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm  |B ock 2
87.70. 49. 164 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
66.249.78.147 I srael 147.237.76.86 |navy.idf.il nma\?;t ihgfr 'i iﬁe/dgibi_s/ﬁcoii?; ;S‘;/ shout or um asp Bl ock 1
130. 185. 155. 10 |Sweden 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
46.19. 85. 141 I srael 147.237.77.216|dover.idf .i | SSL Untraceabl e Connection - Qpen Mde None 1
81.218.66.107 |l srael 147.237. 7. 176 [mat pash. i dff .| |-hauthorized LR Access to B ock 1

wwv cogat . i df.il/sip storagel/fil es/ 9/ 4629. ) pg
- . D stributed Lhaut hori zed URL Access on
194. 153. 113. 13 |Ger many 147.237.72. 156 [anan. i df . i | list.ips. gov.il/robots. txt Bl ock 1

Paranet er Type M ol ati on PageNumin

68.180. 229. 241 |lhited Sates 147.237.77. 176 |mat pash. idf i1 | cogat . i df . i1/ 1956- he/ cogat . aspx Bl ock 1
. . Unaut hori zed URL Access to
46.121.109. 212 |Israel 147.237.72. 166 [aka. i df . i | i aka, i df i1/ nai n/ sachar / undef i ned Bl ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to wan i df.il/newsitelenglish Bl ock 1
78.185. 229, 218 [Turkey 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LR Access on B ock 1
wan i df . i1/ wp-1 ogi n. php
. . Uhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
130. 185. 155. 10 |Sweden 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock 1
82.221. 105. 6 I cel and 147.237.77.243|nobi l e. i df . i | Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
68. 180. 229. 241 Lhited Qates 147.237.77. 176 [mat pash. i df .| |- ameter Tye Violation Pagellmin B ock 1

wan cogat . i df . i |/ 2113- he/ cogat . aspx
: . . Unaut hori zed URL Access to
208.115.111. 73 [lLhited Sates 147.237.77.216|dover.i df .i | W i df i |/ tenpl at es/ t enpl at econt rol s/ generi o/ Bl ock 1

Uhaut hori zed URL Access to

46.121.122. 189 [l srael 147.237.77.233(atal .i df .il 147. 237.77. 233/ 1136- hel at al . aspx Bl ock 1
151.80.31.171 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/rights/asp/fag.asp, [B ock 1
. . . SS. Uhtraceabl e Gonnection - Protocol violation
177. 159. 120. 162 |Brazi 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO None 1
131.253.25. 203 |Uhited Sates 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wanidf.il/error.htm  |B ock 1
] . . Paraneter Type M ol ati on PageNumin

68.180.231.43 [Uited Sates 147.237.77. 216 [dover. i df . i | v i df i 1/ 1397- en/ dover . aspx Bl ock 1
_ . . Unaut hori zed URL Access to

213.55.105.82 |Rhiopia 147.237.77.216|dover . i df .i | v i df i 1/t enpl at es/ honepage/ mobi | e Bl ock 1

66.249.64.230 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1

157.55.39. 167 |lhited Sates 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to 147.237.77.176/ B ock 1
. . . URL is Above Root Drectory

185. 100. 85. 236 |Ronani a 147.237.77. 216 |dover.i df .i | Wi df i 1/ /shared/cl i ent scri pts/j queryl auery-1.4.2.nin | s B ock 1

141. 8. 132. 78 Russi an Feder ation 147.237.77.216|dover . i df . i | Lhaut hori zed LRL Access to v idf.il/daily Bl ock 1
. ] Unaut hori zed URL Access to

2.53.143.72 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1

. . Paraneter Read Qnly Molation in
84.228.213.40 |Israel 147.237.72. 166 |aka. i df . i | v aka i df . i 1/ mai n/ sachar /£ or got passvor d. aspx None 1
78.185.229.218 |Turkey 147.237.77.216|dover.i df .i | Adnin Bl ocki ng Bl ock 1
. . D stributed Uhaut hori zed LRL Access on

66.249. 66. 160 |l srael 147.237.77.233atal .i df . il 147, 237.77. 233/ 1136- he/ at al . aspx Bl ock 1

169. 229. 3. 91 Lhited Sates 147.237.76.30 |hi nush.idf.il Ill1egal Byte Gode Character in Mthod B ock 1

123.126. 113.80 |Chi na 147.237.72. 166 |aka. i df . i | Wnaut hori zed UL Access to Bl ock 1

147. 237. 72. 166/ nai n/ gi yus/ gi yus/ gener al . aspx
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