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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6706
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2243
66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 801
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
5.102. 196. 168 | srael 147.237.72. 166 aka.idf.il L4 Source or Dest Port Zero drop 3
5.102. 196. 168 | srael 147. 237.76. 86 navy.idf.il L4 Source or Dest Port Zero drop 3

81. 218. 65. 210 | srael 147.237. 72. 156 aman.idf.il ock Wdp Al _Nets drop 3
37.157. 249. 183 Ger many 147.237.76. 38 e.eneitav.idf.i|B ock Wp Al Nets drop 1

45. 63. 20. 231 Lhited Sates 147.237.76. 38 eengitav.idfi.ilBock Np Al Net drop 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
37.157.249. 183 Cer many 147.237.76. 34 yohalan.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




04-25-2016-15:04:00 to 04-25-2016-16:04:00

|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 3
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |[Target Address |Jte Signature Acti on ‘Count
Sreaning BEngine: TQP Invalid i i SSi
66.249. 78. 146 |lhited Sates 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y 138
Ret r ansmi ssi on Packet dr opped.
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
51.39.91. 35 United Kingdom |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 34
Sreamng Engine: TCP Invalid ' i ssi
176.13.3. 92 I srael 147. 237.72. 167 |i shuri maka. i of . 9 =g Invalid segnent retransmssion. | 24
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109.66.20.28  |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segment retransmssion. |, 24
Ret ransmi ssi on Packet dropped.
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
Sreaming Engine: TCP Invalid i i ssi
79.179. 240. 174 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 12
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
192. 115.189. 20 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
198.58.103. 102 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
80.179.92.156 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wih different monitor |11
w ndow scal e
95.117.10. 175  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 208. 155|1 srael 147.237.0.19 |nedimatal .idf.il 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
o SWNretransmit wth different :
95.35.153. 183 [l srael 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence wi ndow scal & monitor |8
85. 65. 5. 240 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
82. 166. 236. 166 |l srael 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i SSi
93.158. 152. 201 |Russi an Federation |147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
109. 253. 224. 21 |Israel 147.237.77. 176 |natpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
Sreaning Engine: TCP Invalid i i SSi
141.8.132.112  [Russian Federation [147. 237. 72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |y 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
176.13.15.159  |Israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
85. 65. 5. 240 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber aert 6
Sreamng Engine: TCP Invalid ' i ssi
66.249. 64.190 |Uited Sates 147. 237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
31.154.41.17  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =9 Invalid segrent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
188. 120. 148. 199|I srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Invalid ACK nunber nonitor |6
79.177.57.141 |lsrael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 5
209.133.111. 211 |thited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
. . SWNretransmit wth different .
80.179.92.156 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 5
157.55.39.148 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreaning Engine: TQP Invalid i i SSi
149.50.25.66 |l srael 147. 237.76. 200 [ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
5.29.178.115  |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion. |, 4
Ret ransmi ssi on Packet dr opped.
196. 253. 172. 28 |South Arica 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
37.26.148.230 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
46.185.219.56 [Jordan 147.237.77. 176 |natpash.idf.il  [SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
5.29.8.170 I srael 147. 237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
54. 88. 45. 145 Lhited Sates 147.237.77. 216 |dover.idf .il drop SAMrule drop 4
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46.185.219.56  |Jordan 147.237.77.176 |natpash.icf.il  [Bad TCP sequence SINFACK retransmit W th moni tor |4
different w ndow scal e
: R . . header rejection pattern found i )
64.246.161.42 |Uhited Sates 147.237.76.86 |navy.idf.il Header Rejection r equest nonitor |4
Sreaning BEngine: TQP Invalid i i SSi
212. 150. 214. 113|I srael 147. 237.76. 200 |ei tan. aka.i df . i1 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
176.13.3.92 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TQP Invalid i i SSi
37.26.149.177 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |y 3
Ret ransmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 160. 252. 75 |Israel 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Iran, Islanic . . .
46. 209. 148. 226 Republ i ¢ of 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber aert 3
Sreamng Engine: TP Invalid i i ssi
79.179.232.87 |israel 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
132.66.27. 146 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |y 3
Ret ransmi ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
46.19.85.229  |israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
194. 165. 158. 41 |Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
178.154.189.8  |Russi an Federation |147. 237. 72. 166 |aka. i df .| g =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.




04-25-2016-15:04:00 to 04-25-2016-16:04:00

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
109. 253. 208. 155|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 124
80. 246. 136. 209 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 123
80. 246. 137. 247 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 36
46. 19. 85. 135 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 34
46. 19. 85. 223 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 32
46.19. 85. 246 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 14
213. 8.204.33 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 9
. . Uhaut hori zed URL Access to
85.64.1.6 | sr ael 147.237.76.42 [refuah.idf.il ww refua atal .idf.il/tenpl ates/ general / nobil e B ock 4
134.191. 232.70 [Israel 147. 237.77. 216 |dover. i df . i | Distributed thaut horized URL Access on B ock 3
wwyidf.il/error.htm
. . . Lhaut hori zed URL Access to
87.71.62.43 I srael 147.237.77.243|nobi l e.idf . il nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 3
109. 253. 221. 148|| sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock
46.19. 85. 101 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
132.76.50. 5 I'srael 147. 237.77. 216 |dover . i df . i | Distributed haut horized LR Access on B ock 3
wwn i df.il/error. htm
82.81.18.52 | srael 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Code B ock
87.70.91.5 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
. . D stributed Unaut hori zed URL Access on
82.81.18. 52 I srael 147.237.77. 176 |nat pash. i df . i | vown cogat . i df i 1/894-ar Bl ock 2
134.191.232. 71 |Israel 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LR Access on B ock 2
wan i df.il/error. htm
. . Uhaut hori zed URL Access to
37.142.252.109 |Israel 147.237.72. 166 |aka. i df . i | e aka i o i1/ v ti kshov. i df i | B ock 2
Pal estinian Territory, . . Distributed Lhaut hori zed URL Access on
212.14.243.14 |5 e 147.237.77. 176 [mat pash. i df . i | vown cogat . i df i 1/894- ar Bl ock 2
134.191.232. 72 |Israel 147. 237.77. 216 |dover . i df . i | Distributed Whaut horized LR Access on B ock 2
wwnidf.il/error. htm
216.218.206. 67 [Lited Sates 147.237.76.39 |nobile.neitav.idf.il |Wauthorized URL Access to 147.237.76. 39/ B ock 1
wwwv, chanat z. aka. i d i i
169.229.3.91  |wited Sates 147.237.77. 226, . Mitiplelllegal Byte Qode Character in Method from B ock 1
£l 169. 229. 3. 91
68. 180. 229. 226 |lnited Sates 147.237.77.74 |lawidf.il Wnaut hor zed URL Access to B ock 1
wn | aw i df . i | /228- he/ f ag. aspx
134.191. 232. 69 |Israel 147. 237.77. 216 |dover . i df . i | Distributed haut horized LR Access on Bl ock 1
wwn i df.il/error. htm
5.29.213.220  |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI EVETATEENCRYPTED i n None 1
wwy aka. i df . i |/ nai n/ sachar/ nai | box. aspx
. . D stributed Uhaut hori zed URL Access on
80.179.92.156 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed! reset . css Bl ock 1
194. 90. 128. 185 | srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to . B ock 1
vwwy i df . i | /i nages/ 1. he/ scrol | panet op. gi f
169. 229. 3. 91 Lhited Sates 147.237.77.74 [lawidf.il Illegal Byte Gode Character in URL B ock 1
66. 249. 64. 233 [Israel 147.237.77. 216 |dover. i df . il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
38.111.147.83 |tnited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LR Access on B ock 1
wan i df.il/error. htm
] - . Paraneter Type M ol ati on PageNumin
68.180.229. 241 [Uited Sates 147.237.77. 176 (@t pash. i df . i | vaw cogat i df . i |/ 1038- ar/ cogat . aspx B ock 1
169.229. 3. 91 Lhited Sates 147.237.77.235|sviva. i df . il Abnormal |y Long Request net hod B ock 1
37.26.149.187 |Israel 147.237.77.74 |lawidf.il Unauit hor | zed LR Access to . B ock 1
wan | aw i df.il/tenpl at es/ news/ nobi | e
. . Uhaut hori zed URL Access to
80.179.92.156 |Israel 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1135- he/ at al . aspx Bl ock 1
. . D stributed Uhaut hori zed URL Access on
203. 127.96. 199 |9 ngapore 147.237.77.216|dover. i df . il wwdidf il/error htm B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.74 |lawidf.il Mil tiple Abnormal |y Long Request from 169.229. 3. 91 Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 233 [lIsrael 147.237.77.216|dover.i df.il v df i 1/ at al 1/ zkor/ vi ew i ngt op. asp Bl ock 1
38.111.147.83 [lhited Sates 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to www i df.il/894-he B ock 1
84.228.19. 43 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
68.180.231.43 |Uhited Sates 147. 237.77. 216 |dover . i df . i | Distributed haut horized LR Access on Bl ock 1
wwn i df.il/error. htm
169.229.3.91  [United Sates 147.237.77.235|sviva. i df . i | Mitipie1llegal Byte (e Character in hethod from B ock 1
169. 229. 3. 91
61.91.49. 74 Thai | and 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
94.199.151.22 |wnited K ngdom 147.237.72. 156 |aman. i df . i | Distributed haut horized URL Access on B ock 1
list.ips.gov.il/robots. txt
169.229.3.91  |thited Sates 147.237.77.74 |lawidf.il Mitipie1llegal Byte (e Character in hethod from Bl ock 1
169. 229. 3. 91
ny- kosher - kravi . i df. [unauthorized URL Access to
66. 249.78.20 | srael 147.237.0.16 il waw ny- kosher-kravi . i df.il/shared/clientscripts/nobile.js Bl ock !
. . . Lhaut hori zed URL Access to
123.126. 113. 80 |Chi na 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gi yus/ gener al . aspx Bl ock 1
69.30.198.186 |Lnited Sates 147.237.77. 216 |dover . i df . i | Wnauit hor zed LR Access to B ock 1
wn i df.i | /nedia/lic/refael trophy. wiveor
176.13.15.159 |lIsrael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 1
. . Uhaut hori zed URL Access to
62.210.152.87 |France 147.237.77. 216 |dover . i df . i | 147, 237. 77, 216/ modul es/ hel pf hel p. css B ock 1
95.35.153.183 |Israel 147.237.72. 166 |aka. i df . i | D stributed Whauthorized LR Access on B ock 1

147.237. 72. 166/ mai n/ gi yus/ gener al . aspx
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