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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
107.77. 70. 46 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 467
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3
81.218. 65. 210 I srael 147. 237.72. 156 anan.idf.il Bl ock Udp All Nets drop 3
45, 63. 20. 231 Lhited Sates 147. 237.76. 197 e. hi nush. i df .i | Block Np Al Net drop 1
94.102. 52. 10 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il|B ock Np Al_Net drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 1
71.6.146. 185 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Wp Al _Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 198 e.yohal an.idf.il Bock Np Al Net drop 1
185.94.111.1 Russi an Federation 147.237.76. 38 eeneitav.idf.il B ock Up Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
115.182.17. 13 147.237.77. 61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186. 34. 204 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
222.186. 34. 204 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
222.186. 34. 204 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
222.186. 34. 204 147.237.0. 17 Chi na mny- kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
213.57.234. 252 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
S reaning Engi ne: TCP i i ssi

66.249.78.146 |United Qates 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. | . 87
Inval i d Retransmission Packet dr opped.

213.55.105.82 |Bhiopia 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SN drop 50

37.77.49.71 Iraq 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 47

66. 249. 93. 87 Eur ope 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 31

. . SWNretransmit wth different .

149.78.112.28 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 31

66. 249. 93. 74 Eur ope 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 24

188. 32. 242. 200 |Russian Federation |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 22

66. 249. 93. 79 Eur ope 147.237.77. 233 |ata .idf.il drop Frst packet isn't SYN drop 19
Sreaning Engi ne: TCP i i ssi

66.249. 64.190 |United Sates 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. |, 18
Inval i d Retransnission Packet dropped.

107.77.70. 46 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 18

. . SWNretransmit wth different .

89.138.14.200 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 16

37.77.49.71 Iraq 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Tineout [reject 13

38.111.147.83 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 13

37.77.49.71 Iraq 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |12

162.243.99. 146 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
S reaning Engi ne: TCP i i ssi

31.168.121.22 |Israel 147.237.76. 200 |6i tan. aka. i df .i mng ngine. Invalid segnent retransmssion. | 12
Inval i d Retransmission Packet dr opped.

139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 12

213.55.105.82 |Bhiopia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12

84.111.122.5 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence nonitor |10

52.16.5.197 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10

207. 46.13. 11 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreamng Engi ne: TCP i i ssi

87.70.79.196  |Israel 147. 237. 72. 166 |aka. i of . i | mng Engine: 1 Invalid segnent retransmssion. | 9
Inval i d Ret ransmissi on Packet dr opped.

79.177.43.199 [Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout [alert 9
Sreaning Engi ne: TCP i i ssi

46.19. 85. 91 I'srael 147.237.77. 243 |nobi l e i df . i1 mng tngine. Invalid segnent retransmssion. |, 9
Inval i d Retransnission Packet dropped.

207. 46. 13. 34 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8

141.8.132.78 Russi an Federation |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 8

216.218. 147. 195|lLhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8

46.19.86.207  |israel 147.237.77. 226 | "} chanatz. aka. 1df ga4 TCP sequence Inval i d ACK number moni tor |7

68.180. 231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop

207.46.13.173 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
S reaning Engi ne: TCP i i ssi

84.94.208.75  |Israel 147.237.72. 166 |aka. i df . mng thgl he. Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.
S rean ng Engi ne: TCP i i ssi

185.3.147.190 |l srael 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
S reaning Engi ne: TCP i i ssi

89.139.188.30 |Israel 147. 237.77. 243 |nobile. i of . | mng tngine. Invalid segnent retransmssion. | 6
Inval i d Retransmission Packet dropped.

185. 37. 12. 200 glcisgi'géa” Territony 1 47 237.77. 176 |nat pash. i of . i1 drop First packet isn't SN drop 6
S reaning Engi ne: TCP i i ssi

79.180. 176. 118 I srael 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dr opped.

37.77.49.71 Iraq 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 6
Sreaning Engi ne: TCP i i ssi

66.249.65.20  |Uited Sates 147.237.0.19 |nadimatal .idf.il mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi

81.218.201.79 |Israel 147.237.72. 166 |aka. i df . mng gl he. Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.

45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

84.111.122.5 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 5

84.111.122.5 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 5

84.111.122.5 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber monitor |5

46.19.86.207  |[israel 147.237.77. 226 [} chanatz. aka. 1df |gay TOP sequence Inval i d ACK nunber aert 5

84.110. 35. 154 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop

157.55.39.148 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 127 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 135
37.26.146.216 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 63
93.172.155.110 [Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 46
213.55.105.82 |Ehiopia 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 213.55. 105. 82 B ock 7
waw. chamat z. aka. i |uhauthorized URL Access to
212.179.21.194 Israel 147.237.77. 226 df.il v chanat z. aka. i df . i | /sip_storage/ fil es/9/2479. ) pg Bl ock 5
46. 19. 85. 198 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
46.19. 85. 91 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
213.57.54.21 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
www. chamrat z. aka. i ) i
212.179.21.194 |lsrael 147.237.77. 226 df il Mil tipl e Unauthorized URL Access from 212.179. 21. 194 B ock 2
82.102. 169. 113 |[lIsrael 147.237.77. 216 |dover.i df . i | Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm Bl ock 2
192. 198. 151. 45 |Eur ope 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i/ main/ B ock 2
109. 253. 133. 28 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
131.253.25. 241 |lhited Sates 147.237.77. 216 |dover.i df . i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 2
213.55.105.82 |Rhiopia 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 213. 55. 105. 82 B ock 2
207.46.13.34 Lhited Sates 147.237.77.216|dover. i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
Pal esti ni an . - Distributed Uhaut hori zed URL Access on
217.66.251. 153 Lr o vy, Quoupi ed | 247 237 77- 176 nat pash. i df . i | voww cogat . df i 1/ 894- ar Bl ock 1
117.78.13.18 Chi na 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
. . Unaut hori zed URL Access to
212.68.153.94 |Israel 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
84.197. 247. 146 |Bel gi um 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ edi r yonan/ enl ar ge. asp B ock 1
Illegal Byte Gode Character in Mthod
169. 229. 3. 91 Lited Sates 147.237.77.233|atal .idf.il AQUES>EE’ ZTE: 8J[ [ #22] ] < LE([ [ #15] ] hEY) ¢sS| #$0+ k& 8/ | « BY [ #2 B ock 1
5] ] *#012=>R$XZs+133 ™0120
141.8.132.78 Russi an Federation [147.237.77.216|dover.idf.il Ml tiple Unaut horized URL Access from 141. 8. 132. 78 B ock 1
. . O stributed Uhaut hori zed URL Access on
2.53.17.106 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
- . Unaut hori zed URL Access to
80. 246.133. 177 I srael 147.237.77. 216 [dover . i df . i | wan i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock !
207.46.13.121 [lited Sates 147.237.77.216|dover.i df .i | Distributed Unauthorized URL Access on 147.237.77.216/ B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.31 |nakchal .idf.il D stributed Wknown HTTP Request Met hod B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 235  |Israel 147.237.77. 216 (dover. i df . i | 147, 237. 77. 216/ 1133- 20624- he/ dover . aspx B ock 1
119. 156.54.17  |Paki stan 147.237.77.216|dover. i df .i | Mil tipl e Uhauthorized LR Access from 119. 156. 54. 17 B ock 1
84.197. 247. 146 |Bel gi um 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw rag. i df . i|/wp- 1 ogi n. php B ock 1
. . Unhaut hori zed URL Access to
66.249.78.246 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf.il AQUES>EE" ZTE: 8J[ [ #22] | < LE([ [ #15] ] hEY) ¢sS| #$0e kOx 8/ 1 « BY [ #2 Bl ock 1
5] ] *#012=>R$XZs++38™0120 i n URL
] . . Unaut hori zed URL Access to
66.102.9.101  |tited Sates 147.237.77. 216 |dover . i df . i | ww i o i1/ 1294 en/ v f i1/ engl i sh B ock 1
141.8.132.78 Russi an Federation [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/daily B ock 1
. . . Distributed Uhaut hori zed URL Access on
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il 147 237 77 233/ r obot s. £ xt B ock 1
5.102.173.71 United Kingdom [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/894-en/idf gdover.aspx [B ock 1
213.57.54.21  |israel 147.237.72. 166 |aka. i df . i | llegal Byte ode Craracter in WR. /maikapat 2/ /resfol2 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
208.115.111.73 [lhited Sates 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
169. 229. 3. 91 Lhited Sates 147.237.76.31 |nakchal .idf.il Illegal Byte Code Character in Method 6Chff 95" * a6UB*[ [#31] ] Bl ock
. . . Unaut hori zed URL Access to
66. 249. 66. 50 | srael 147.237.0.34 |tikshuv.idf.il tikshuv. i df . i | / mai v hone/ def aul t . aspx B ock 1
46. 19. 85. 198 I srael 147.237.77. 216 |dover.i df . il Mal formed LRL B ock
119. 156.54. 17  |Paki stan 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v i df.il/newsite/english/ B ock
85.65.116.235 [Israel 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 103 cooki es B ock 1
68.180. 231. 43 |Lnited Sates 147.237.77. 216 |dover. i df . i | Paraneter Type Mol ation PageNimin Bock |1
waw i df . i | /1380- he/ dover . aspx
. . Distributed Uhaut hori zed URL Access on
149.78.112.28 |lsrael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed/ reset . css B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 181 |l srael 147.237.77.74 |lawidf.il wwe | aw i of i |/ it enpl at es/ get il ef getfil e, aspx B ock 1
. . Distributed Uhaut hori zed URL Access on
109. 160. 190. 206 | srael 147.237.77.234|hal ag. i df . il 147, 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f B ock 1
213.57.54.21 I srael 147.237.72. 166 [aka. i df . i | Mitiple Il1legal Byte Qode Character in URL from213.57.54.21  |B ock
208.115.113.82 [lhited Sates 147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in tikshuv.idf.il/site/story.aspx |H ock
. . Unaut hori zed URL Access to
84.108.149.78 |[Israel 147.237.72. 156 [anan. i df . i | - Jidf.i1/modi i/ defaul t . aspx: 80 B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.31 |nakchal .idf.il Illegal Byte Gode Character in LRL Bl ock 1
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