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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 12882
0.0.0.0 147.237.77.216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 4900
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 139
81.218. 65. 210 I srael 147. 237.72. 156 anan.idf.il [Block Wp Al Nets drop 9

81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack forward 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 2

31. 168. 233. 62 | srael 147.237.76. 31 nakchal .idf.il|B ock Udp All _Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 86 navy.idf.il Block Np All Net drop 1

45. 63. 20. 231 Lhited Sates 147.237.76. 196 e.sviva.idf.il|Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

‘Signature

209.66.70.253 |147.237.77.176|Wited Sates |matpash.idf.il [Tehila - Perl LWP with fake user agent 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
106. 184. 2. 29 147. 237. 76. 177 |Japan ncore.idf.il |ET SCAN Potential SSH Scan 1
98.119. 105. 221 |[147.237.77.227 |Wiited Sates [e hanaz.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
84. 95. 83. 134 147.237.77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1
58.218.204. 211 [147.237.76. 197 |thi na e hinush.idf.il[ET SCAN Potential SSH Scan 1
187. 241. 168. 143(147. 237. 77. 235 |Mexi co svivaidf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
179 26.48.223  |147.237.0.35 | uguay akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
173.193.130. 54 |147.237.77.121|Uhited Sates |e.navy.idf.il |ET SCAN NVAP -sS w ndow 1024 1
08.119. 105. 221 |147.237.77.227 |lhited Sates |e. hanaz.idf.il [ET SCAN NVAP -sS w ndow 3072 1
84.200.15.174 |147.237.77. 212 |Ger many e.dover.idf.il [ET SCAN NVAP -sS w ndow 3072 1
80.178.157.53  |147.237.77. 216 |Israel dover.idf.il |portscan: TCP D stributed Portscan 1
46. 19. 85. 240 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
213. 8. 204. 24 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
187 241, 168. 1431147 237 77. 176 Ivexi co nat pash i o 1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
173.193. 130. 54 |147.237.77.121|Wnited Sates |e.navy.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i SSi
66.249.78.146 |lhited Sates |147.237.72.166 |aka idf.il 9 =g nvalid segnent retransmssi on. drop 63
Ret ransm ssi on Packet dropped.
153. 26. 2. 60 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 54
77.126.72.105 |lsrael 147.237. 72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 52
208.115.111. 73 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 33
Sreaming Engine: TCP Invalid i i ssi
176.13.21.159  |israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dropped.
37.238.232. 44 Irag 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
R SYNretransmit wth different .
80. 74. 103. 94 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence wi ndow scal e noni t or 21
213.55.105.82 |Bhiopia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
188. 209. 52. 109 |Net herl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
Sreaming Engine: TCP Invalid i i ssi
5.22.129. 64 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dropped.
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 18
213.162.68.60 |Austria 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 18
Sreanming Engine: TGP Invalid i i ssi
79.178.187. 185 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 16
Ret ransm ssi on Packet dropped.
139. 162. 216. 112|hited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
Sreaming Engine: TCP Invalid i i ssi
46.19.86.202  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 253. 208. 141 srael 147.237. 77, 243 |t Lo i1 | €M g Engine P Invalid  invalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
5.22.135.206  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
46. 19. 85. 41 | srael 147.237.77. 176 |nat pash. i df . i Bad TCP sequence Invalid ACK nunber noni t or 11
46.19. 85. 41 I srael 147.237.77. 176 |natpash.idf.i|  [Bad TCP sequence Inval i d AGK nunber aert 11
o SYNretransmt wth different .
37.238.232.44 |iraq 147.237.77. 216 |dover.idf.il Bad TCP sequence Wi ndow scal e noni t or 10
23.27.244.239 |Whited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 10
Sreaming Engine: TCP Invalid i i ssi
109. 253. 142. 159|i srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
R SYNVACK retransmt wth different .
79.177.43.199 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal & noni t or 8
reamng BEngine: TCP Invali i i ssi
212.143.122.8 |Israel 147, 237.76. 200 [ei tan aka i of. i1 [ SAM NG Engine: TP Invalid invalid segnent retransnissi on. drop 8
Ret ransnm ssi on Packet dropped.
213.55.105.82 |Bhiopia 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 8
109. 159. 60. 134 LK*i"rfgegom 147.237.77. 216 |dover. i df . i | drop First packet isnt SWN drop 8
197. 45, 132. 217 |Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 7
2.55.55. 90 I srael 147. 237. 72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 41 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
109. 253. 140. 1631 sr el 147. 237.77. 243 |mobi l e. i . i 9 =g nvalid segnent retransmssi on. dr op 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
212.235.22.191 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
70.39.186.218 |lLnited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 6
157.55.39. 148 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
87. 68. 2. 254 I'sr ael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
66.249.93. 184  |Eur ope 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.180. 210. 218 |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
46.19. 85. 41 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreanming Engine: TGP Invalid i i ssi
188. 120. 148. 137|l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.153  |Israel 147. 237.72. 166 |aka. i of .11 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249. 64.190 |lnited Sates [147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19. 85. 43 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACGK nunber aert 6
46. 19. 85. 22 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 6
Sreaning Engine: TCP Invalid i i Ssi
176.13.23.14 [ srael 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
o SN retransmt wth different
37.238.232.44 |iraq 147.237.77. 216 |dover.idf.il Bad TCP sequence Wi ndow scal e aert 6
46.19. 85. 43 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
s SYNVACK retransmt wth different .
213.57.36. 22 I srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence i ndow scal noni t or 6
46.19. 85. 22 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d ACK nunber noni t or
8.37.227.70 Wited Sates |[147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site dgnature Action ‘Count
89.138.191.96 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 20
2.53.35.119 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
188. 120. 154. 88 |l srael 147.237.77.243|nobi [ e.i df . i | Ml ti pl e Unhaut horized LRL Access from 188.120. 154. 88 B ock 10
81.218.162. 192 |israel 147.237.77. 216 |dover . i df . i | Distributed thauthorized UL Access on B ock 5
v i df i | /tenpl ates/arti cl e/ nobil e
46.116. 24. 31 I srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 5
81.218.162.192 |[Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unhaut hori zed URL Access from 81.218. 162. 192 Bl ock 4
213.55.105.82 |Rhiopia 147.237.77. 216 |dover.i df . il Mil ti pl e Unaut hori zed URL Access from 213. 55. 105. 82 B ock 3
46.19. 86. 35 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
213.57.251.27 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
) . . Unaut hori zed URL Access to
77.121.65.228 |lkraine 147.237.72. 166 [aka. i df . i | v aka. i o i 1/ rai v/ home/ pni of . aspx B ock 2
109. 253. 208. 141 ]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
85. 64.117. 166 |l srael 147.237.77.74 |lawidf.il Unhaut hori zed HTTP Met hod B ock
176.13.23. 14 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock
- . . Unaut hori zed URL Access to
213.55.105.82 |Bhiopia 147.237.77.216|dover.i df . i | v i df i |/t enpl at es/ honepage/ mobi | e Bl ock 2
131.253. 25. 204 |Uited Sates 147.237.77. 216 |dover.idf . il Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
84.94.191.139 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
207.46.13.173 |lnited Sates 147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 2
46.19. 85. 46 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
85.64.117.166 |[Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 85.64. 117. 166 B ock 1
213.8.204.28  |Israel 147.237.72. 156 |anan. i df . i | Wnauthori zed UL Access to B ock 1
wan anan. i df i |/ https: /ww anan.idf.il/
. . Unaut hori zed URL Access to
46.19.85.252  |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Illegal Byte Gde Character in Method B ock 1
. . D stributed Unhauthorized URL Access on
2.53.34.174 | sr ael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ st yl e/ shar ed/ r eset . css B ock !
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct 113 in
89.138.68.219 |[lIsrael 147.237.72.166|aka. i df . i | v aka. i df . i | / mai n/ sachar / paysl i ps. aspx None 1
: ] . Unaut hori zed URL Access to
68.180.229. 24 Wited Sates 147.237.77.233(atal . i df.il viwy at al . i df . i | / shar ed/ user cont r ol s/ header upper/ B ock !
46.19. 85. 178 I srael 147.237.76.86 |navy.idf.il Abnornal |y Long Request net hod B ock 1
Uhknown Par anet er
79.177.43.199 |[Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl acekbl der $ct | 13%ct | 01%ct | 03%chbl Q |None 1
uestion$38 in aka.idf.il/nain/gi yus/ questi onnaire. aspx
Pal esti ni an
188. 215. 123. 176|Territory, 147.237.77. 216 |dover.idf .l SSL Untraceabl e Connection - Qpen Mde None 1
Qccupi ed
. m ny- kosher - kravi . i .
74.82.47.2 Lhited Sates 147.237.0. 17 o il Unaut hori zed URL Access to 147.237.0.17/ B ock 1
109. 253. 208. 141l sr ael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 1
I11egal HITP \ersion
46.19. 85. 178 I srael 147.237.76.86 |navy.idf.il _pk_id. 27. 434e=74099cf 88af c7c3d. 1461579752. 1. 1461579752 |B ock 1
. 1461579752.; pk_ses. 27. 434e=*
85.64.117.166 [Israel 147.237.77.74 |lawidf .il Lhaut hori zed URL Access to wwn | awidf.il/sip storage/files/5  |B ock
79.179.62.155 |[Israel 147.237.77.233|atal .idf.il Unaut hor i zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx |B ock
. . . Uhaut hori zed URL Access to
176.120. 63. 141 |Ukrai ne 147.237.72. 166 |aka. i df . i | v aka, i dff . i 1/ 1044- hel i shuri m aspx B ock 1
105.104.22.62 |Ageria 147.237.77. 216 |dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock
37.238.232.44 |iraqg 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock
. . Unaut hori zed URL Access to
81.218.162. 192 I srael 147.237.77. 216 [dover . i df . i1 vy i df . i | /tenpl at es/ depar t nent sl obby/ nobi | e B ock !
199. 47.81. 11 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwwidf.il/1503- B ock
74.82.47.3 Lhited Sates 147.237.72.167i shurimaka. i df . i | Unaut hori zed URL Access to 147.237.72. 167/ B ock
Mal formed URL
46.19. 85. 178 I srael 147.237.76.86 |navy.idf.il _pk_ref.27.434e=["","", 1461579752, "ht t ps: // wan googl e. co.il/"] |B ock 1
88.198.230.79 |Ger many 147.237.77. 216 |dover.idf .l Ml tipl e Unaut hori zed URL Access from 88.198. 230. 79 B ock 1
. . D stributed Unaut hori zed URL Access on
79.182.18.143 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 145 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8802- he/ r ef uah. aspx Bl ock 1
184.105.139. 70 |lhited Sates 147.237.0.19 |nadimatal .idf.il Uhaut hori zed URL Access to 147.237.0. 19/ B ock 1
Unhknown Par anet er
109. 67. 113. 220 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMvai n$TochenPl acetbl der $ct | 13%ct | 01%ct | 03$chl Q |None 1
uestion$22 in aka.idf.il/nain/ gi yus/ questi onnaire. aspx
40.77.167. 96 Lited Sates 147.237.77.233|atal .i df . il Uhaut hori zed URL Access to 147.237.77.233/ robot s. t xt B ock 1
: . . Unaut hori zed URL Access to
74.208.180.106 |Uhited Sates 147.237.72. 166 |aka. i df . i | o aka. i df . i 1/ 1i ght s/ asp/ c149292f aedbbc35e337409e93583101 |2 K |1
46.10.85.178  |[Israel 147.237.76.86 |navy.idf.il Lpnoun FITTR Request Nethod vs=57ldef e4f 709493€000; 10 Hgoek [
Unknown Par anet er
149. 88. 69. 147  |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03$chl Q [None 1
uesti on$60 in aka.idf.il/nai n/ gi yus/ questionnai re. aspx
2.53.26.132 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ favi con.ico Bl ock 1

04-25-2016-13:04:08 to 04-25-2016-14:04:08




