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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 11948
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3855
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3188
81.218. 65. 210 I 'srael 147.237.72. 156 anan. i df il Bl ock Udp All Nets drop 9

84. 108. 75. 232 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 6
79.179. 234. 185 | srael 147.237.72. 156 anan.idf.il Bl ock_Up Al _Nets drop 3

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 3

115. 28. 19. 26 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 dr op 1
185.94.111.1 Russi an Federation 147.237. 76. 30 hi nush. i df .i | B ock Wdp Al Nets drop 1

120. 132. 50. 135 Chi na 147.237.77. 235 sviva.idf.il bl ock-sp-trafl drop 1

185. 103. 252. 98 Russi an Federation 147.237.76. 148 gacenter.aka. idf.il|Bl ock Wdp Al _Nets drop 1

212. 60. 246. 66 Ger nany 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

of service attenpt

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
92.27.197.216 |(147.237.77.216 LKJ?irf;gom dover.idf il Xenu Link Seuth User Agent 2
66.249. 64. 197 [147.237.72. 166 |lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
119. 156. 54. 17 |147.237. 77. 216 |Paki stan dover.idf.il Xenu Link Seuth Wser Agent 2
92.27.197.216 |147.237.72.166 lk?irf;gom aka.idf.il Xenu Link Seuth Wser Agent 2
149. 88. 143. 140 |147. 237. 77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1
62.219.112.50 |(147.237.72. 166 [l srael aka.idf.il portscan: TCQP D stributed Portscan 1
124.105. 93. 102 |147. 237.76.30 |Fri i ppi nes Hrush i il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 67.112.29 |[147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
91. 201. 236. 158 |147. 237. 77. 176 |kr ai ne matpash.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
84.108. 75.232 [147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
80,82 64. 146|147 237 0.19  |net herl ands vadimatal i df ET SCAN Behavi pral Lhusual |y fast Ternminal Server Traffic, Potential 1
Scan or Infection
79.179. 191. 211 (147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
182, 191, 74. 151 1147 237 0.35  |paki stan akavs. i df il ET SGAN Behavi oral Wwusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
149. 78.154. 69 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.151.52. 139 |147.237. 77. 235 [krai ne sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
100. 2. 255. 191 [147.237.77.216|Wited Sates |dover.idf.il portscan: TGP D stributed Portscan 1
91. 201. 236. 158 |147. 237. 77. 176 |kr ai ne matpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237. 77. 216 |Net her | ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
79. 183. 198. 185 [147. 237. 72. 166 || srael aka.idf.il portscan: TGP D stributed Portscan 1
183 87 83. 118 |147 237 0.19 lindia v matal idf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66.249. 64. 253 [147.237.72. 166 [Lhited Sates |aka idf.il SERVER APACHE Apache med_ssl non-SSL connection to SS. port deni al 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature
176.13.21.233 |Israel 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 146
176.13.21.233  |Israel 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence I'nval i d AGK nunber alert 73
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |lnited Sates 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 51
Ret r ansmi ssi on Packet dropped.
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
Sreaming Engine: TCP Invalid i i ssi
46.117.16.216 |Israel 147. 237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. |y, 36
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
46.19. 85. 93 I'srael 147, 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 36
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
87.70.105.14  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 30
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i
92.124.41.33  |Russian Federation  |147.237.72. 166 |aka.idf.il 9 =g I nval id checksum Packet drop 30
Checksum dr opped.
5.22.131.15 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d AGK nunber monitor |20
109. 65. 180. 199 |I srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SNretramsmt wih different —oonvor |20
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
79.178.187. 185 |Israel 147. 237. 76. 200 |ei tan. aka i of . i1 9 =9 Invalid segnent retransmssion. |y, 16
Ret r ansni ssi on Packet dropped.
54.72.0.55 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 14
144.76.30.236  |Ger many 147.237.77. 216 |dover.idf.i | drop First packet isn't SN drop 13
198.58.103. 160 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
176. 13.10. 2 I srael 147.237.0.19 |nadimata.idf.i|Bad TCP sequence I'nval i d ACK nunber monitor |12
197. 135. 127. 119|Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
reaming BEngine: TCP Invali i i ssi
176.13. 3. 61 I srael 147.237.72. 166 |aka i df . i1 Streamng Engi ne: TGP alid |invalid segment retransnission. | op 12
Ret r ansm ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
95. 25. 251. 78 Russi an Federation 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 12
162.243.126.57 |Uhited Sates 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 12
198.58.103.91 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
188. 120. 153. 117 I srael 147.237.76.42 |refuah.idf.il  [Bad TCP sequence S retransmt with different oo |10
w ndow scal e
37.26.146.196 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
207.46.13.173 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
108. 171. 128. 165|Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
213. 6. 153. 10 g";'cis;i'géa” Territory. 1147, 237. 77. 216 |dover.idf. il |drop First packet isn't SN drop 7
Sreaning Engine: TGP Invalid i i ssi
66.249.64.190 |United Sates 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
109. 64. 12. 226 I srael 147.237. 72. 166 |aka. i df . Streanng Engi ne: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
176.13.10. 2 I srael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence I'nvalid AGK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi
79.183.57.174 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
92.241.32.185 |Jordan 147.237.77. 176 |natpash.idf.il |dr op Frst packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
87.70.52.243  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
2.55. 38. 218 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid |invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
80.179.13.39  |[Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.183.10.33  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
157.55.39. 224 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i SSi
109.65.25.87  |israel 147. 237. 76. 200 |ei tan. aka. i df . i1 g =g Invalid segnent retransmssion. g ., 6
Ret r ansm ssi on Packet dropped.
31.168.28.219 |Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid sequence nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
2.55.148.103  |Israel 147.237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 209. 1731 sr ael 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.135.194  |Israel 147.237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
37.26.148.202 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212. 60. 246. 66  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
109. 64. 148. 238 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
37.26.148.197 |[Israel 147.237.77. 216 |dover.idf.i | drop First packet isn't SN drop 4
2.55. 40. 142 | srael 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 4
2.55. 40. 142 I srael 147.237.0.34 |tikshuv.idf.il |SYN A tack SYN -> SYN-ACK -> Ti neout rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.21.233 |Israel 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 312
5. 28. 169. 197 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 80
176. 228. 9. 10 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 72
176.13.10.2 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 40
109. 66. 62. 205 | srael 147.237.77. 176 [mat pash. i df .i| |Miltiple Wauthorized LRL Access from 109. 66. 62. 205 B ock 18
46.117.16.216 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 9
79.180. 145. 160 |l srael 147.237.76.31 |nakchal .idf.il |Dstributed Unauthorized HITP Met hod B ock 5
79.177.167.172 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 79.177.167. 172 B ock 5
46.116.24.31 I srael 147.237.76.31 |nakchal .idf.il [Dstributed Wnauthorized HITP Mt hod B ock 4
80.246.133.49 |[Israel 147.237.77.216|dover . i df . i Distributed Uhauthorized URL Access on waw idf.il/error.htm B ock 3
93.173.29.150 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
79. 183. 48. 60 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
31.154.19.5 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 31.154.19.5 Bl ock 2
149. 88.54. 145 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.180. 145. 160 |[Israel 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 79.180. 145. 160 B ock 2
Unknown Par anet er
84.228. 249. 165 |l srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i on$61 [None 2
inaka idf.il/nain/ giyus/questionnaire. aspx
62.0.111. 77 | srael 147.237.77.216|dover. i df . il Uhaut hori zed LRL Access to waw i df.il/tenpl ates/article/ nobile B ock 1
144.76.30.236 |Ger nany 147.237.77. 176 |mat pash. i df . i|  [Whauthorized URL Access to ww cogat.idf.il/1392-en/ cogat. asp B ock
109. 66. 62. 205 |l srael 147.237.77. 176 |nat pash. i df . i | muzgg;t' iy gf iy tA;:r;;els;t - dynan ¢ rap/ rmobi | ¢ Bock |1
80.246.133.32 |[Israel 147.237.77.216|dover . i df . i Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
120. 132.50. 135 |Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to wwv maf engwo. cn/ 894- he/ at al . aspx Bl ock 1
89.138.187.50 |[Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
66.249. 64. 151 |l srael 147.237.76.42 |refuah.idf.il Whaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
109. 253. 209. 173|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
80.246.133.32 |[Israel 147.237.77.216|dover . i df . il Paraneter Type Mol ation SearchText in waw idf.il/1065-he/ dover. aspx B ock 1
188. 120. 153. 117|I srael 147.237.76.42 |refuah.idf.il 1D4§t ;;?_”;g%;;“;lhgsiﬁ;deﬁe :ectcissi on Bl ock 1
66.249.78.240 | srael 147.237.72. 166 |aka. i df . i | ?4?. r2i3t7“_'t7ez‘_j 1%2"’/‘”;;"[:; ;e;ué“lng‘e':gfzf.sazgx Bl ock 1
123.126.113.80 |China 147. 237. 72. 166 [aka. i df . i | ﬂ‘;”tzg‘;”éefegq‘naﬁfgf;ugfgl yus/ general . asp Bock |1
92.27.197.216 zi;gegom 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for waw aka.idf.il/eitan/ main/ B ock 1
66.249. 64.157 I srael 147.237.76.42 |refuah.idf.il ﬂ?”tzggr'?gegzﬁpfgfgfjg;ﬂl | es/ 4/ si 26100X0/ 3364, | pg Bock |1
109. 253. 225. 77 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 1
207. 46. 13. 34 Lhited Sates |147.237.77. 216 |dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
66.249.78.246 I srael 147.237.72. 166 |aka. i df . i | 1D4§t rz';;”t;;d 1%2”;;0;} ;e;uﬁeﬁgf:lffa‘s’gx Bl ock 1
46.116. 24. 31 I srael 147.237.76.31 |nakchal .idf.il |Mitiple Unauthorized LRL Access from46. 116.24. 31 B ock 1
144.76.30.236 |Ger many 147.237.76.200(ei tan. aka. i df . il [Mil tipl e Unauthorized URL Access from 144. 76. 30. 236 B ock 1
79. 180. 145. 160 |l srael 147.237.76.31 [nakchal .idf.il [Uauthorized LR Access to wun nakhal .idf.il/sip_storage/files/2/ B ock 1
66.249.64.230 |Israel 147.237.77. 216 [dover. i df .i | Unaut hori zed URL Access to 147.237. 77. 216/ B ock 1
109. 253. 225. 80 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
5.22.131.15  [Israel 147.237.76.42 |refuah.idf.il  |J5 0o e hori zed éﬁj‘aﬁcgi‘; on Hock |1
81.218.162.192 [Israel 147.237.77.216|dover.idf.il D stributed Wnaut hori zed URL Access on waw i df.il/tenpl ates/articl e/ nobil e |B ock
72.9.148. 10 Lhited States |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to waw navy. i df . i|/994-8613- he/ navy. aspx. aspx |B ock
208.115.111. 73 |lhited Sates |147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df . i |/ newsit e/ novi es/ yassi n7. B ock
144.76.30.236 |Germany  |147.237.76.200|ei tan. aka. i df . il afs:.t;:ori zed LR Access to wiw eitan. aka.idf.11/1093-7963-he/ W YN0 gy () 1
176.13.21.233 [l srael 147.237.0.19 |nadimatal .idf.i E:rdfrr:;te;] .Tiﬁe.i\lﬁl‘:mﬁ:zlnl g;il mm ent P acetbl der 15t xt Gaptcha in Bl ock 1
66. 249. 64. 253 |l srael 147.237.72.166|aka. i df . i | SSL Untraceabl e Connection - Protocol violation (SSL_GONN QLI ENT_ HALLO |None 1
109. 253. 225. 82 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 1
212.174.76.22  |Turkey 147.237.77.216|dover.idf .l Unaut hori zed URL Access to wwwidf.il/arr/ B ock 1
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