04-25-2016-11:04:05 to 04-25-2016-12:04:05

oV

www.gov.il

1"PT SwNn

9

[Top Targets |

IDF Under Attack

Daily Report

700§

600+"

500+"

400+

3004"

Nunber

a 200:'

Att aCkS 100_."

Top Tar get

[Top Attackers |

M dover.idf.il

M aka. idf.il

M nadi matal .idf.il

Bl nobile.idf.il

B ishurimaka.idf.i

W refuah.idf.il

Mlawidf.il

M tikshuv.idf.il
nakchal .idf.il

M nat pash. i df . i |

Nunber
(6]
At acks

M 167. 114. 156. 16
46. 120. 128. 228

I 66. 249. 78. 146
197. 248. 120. 246

M 2.53.179. 29

W 208. 115. 113. 89

[ 82.80. 134. 76

W 192. 118. 30. 102
109. 65. 208. 210

M 46. 19. 86. 102

Top Attackers




04-25-2016-11:04:05 to 04-25-2016-12:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 14846
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6598
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il |Anomal y-TLS renegoti ati on-Q i dest - reset 457
46.19. 85. 240 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 27
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 6

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 3

5.196. 72. 168 France 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
70.33.157.130 [147.237.0.17 |lnited Sates |mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 2
70.33.157.130 [147.237.0.34 |lnited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
70.33.157.130 |147.237.0.15 |[lhited Sates |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
13.82.55.149  [147.237.8.27 |Wited Sates [e.nadimatal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
122. 54, 134, 237 [147.237.76.39 |Philippines  [nobile. neitav.idf.il ET SDAN Behavi oral Lnusual ly fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
95.224.38.18 |147.237.76.39 |[Itay nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 4096 1
95.224.38.18 |147.237.76.39 |italy nobi | . nei tav.idf.il ET SCAN NVAP -f -sS 1
70.33.157.130 [147.237.8.28 |lhited Sates |e. mobile-ks.idf.il ET SCAN Potential SSH Scan 1
70.33.157.130 [147.237.0.35 |Uhited Sates [akaws.idf.il ET SCAN Potential SSH Scan 1
70.33.157.130 [147.237.0.33 |lnited Sates [idf.il ET SCAN Potential SSH Scan 1
70.33.157.130 |147.237.0.16 [lhited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
52.90.202.117 [147.237.77.227|lWnited Sates |e hanaz.idf.il ET SCAN NMAP -sS wi ndow 4096 1
185.3.144.51  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
13.82.55.149 |147.237.8.27 |Wited Sates |e.nadimatal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
109. 64. 110. 170 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP Distributed Portscan 1
95.224.38.18 |147.237.76.39 |[ltay nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 2048 1
70.33.157.130 [147.237.8.45 |lhited Sates |e.eitan.idf.il ET SCAN Potential SSH Scan 1
70.33.157.130 |147.237.8.14 |Whited Sates [e orchot.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreaming Engine: TCP Invalid i i SSi
66.249.78.146 |lited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. |, 102
Ret r ansni ssi on Packet dropped.
197. 248. 120. 246|Kenya 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 53
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 49
Sreamng Engine: TCP Invalid i i ssi
46.19.86.102  |israel 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 21
Ret r ansni ssi on Packet dropped.
176. 126. 85. 176 |Net herl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
46. 116. 220. 206 || srael 147.237.76.42 |refuah.idf. il Bad TCP sequence SN retransmt with different monitor |20
w ndow scal e
o SWNretransnmit wth different .
79.180. 61. 213 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |18
52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
176.13.21.159  |Israel 147.237.72. 166 |aka i f . i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
176.13.19. 146 |l srael 147.237.77. 243 |nobi l e. i df . Streaning Engi ne: TCP Invalid |invalid segment retransmission. | 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka i f . i 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
37.26.148.171 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
94.230.86.172 |lsrael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
207.46.13.173 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 7
109. 201. 152. 226|Netherl ands ~ [147. 237. 77. 216 |dover.i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
Sreamng Engine: TCP Invalid i i ssi
109. 64. 154. 212 |Israel 147.237.72. 166 |aka i f . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.10.57  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
147. 236. 238. 36 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
23.81.90.154  |Uhited Sates |147.237.72.167|ishwrimakaidf.il  |Bad TOP sequence SWretransmt wth different o o
wi ndow scal e
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.190 |United Sates |147.237. 72. 166 |aka i df i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149.201 |israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148.145 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
2.53.160.172 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
reamn ine: TCP Invali i i ssi
149.78.31.149 |lnited Sates |147.237.77.243 |nobile.idf. il Streaning Engi ne: TCP Invalid |invalid segnent retransmission. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.125.6.56 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
103. 4.123. 34 Australia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
79.183.12.119 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
139.162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop
212.143.142.56 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
176.13.4.94 I srael 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
31.154. 152. 223 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
197. 248. 120. 246 |Kenya 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
141. 0. 13. 203 Nor way 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
. ) SYNtAXK retransmt with .
197. 248. 120. 246 |Kenya 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 5
84.111.28.73 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber monitor  [5
207. 46. 13. 34 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 5
197. 248. 120. 246 |Kenya 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 86. 93 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber monitor  [5
197. 248. 120. 246 |Kenya 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
128.242.249.13 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 5
79.177.178. 170 |l srael 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 86. 93 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
. . SYNWAXK retransmit with .
79.177.178.170 |l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence different vindow scal e nonitor |5
46. 19. 86. 93 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
188. 120. 148. 1351 srael 147.237.77. 226 " chanatz. aka. 1df 1paq TOP sequence Inval i d ACK nunber monitor 4
79.183. 201. 143 |Israel 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 86. 93 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber aert 4
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 4
141.0. 14. 172 Eur ope 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.120. 128. 228 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 169
2.53.179. 29 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 52
82.80. 134. 76 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 48
109. 65. 208. 210 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 31
176. 13. 4. 94 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 15
46.116.54. 167 |Israel 147.237.77.74 [lawidf.il Mil tipl e Uhaut hori zed URL Access from 46. 116. 54. 167 B ock 12
79.177.167.172 |lIsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 79.177.167. 172 |B ock 6
176.13. 10. 2 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 6
79.180. 63. 180 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 4
193. 43. 246. 250 |Israel 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on wwidf.il/error. htm Bl ock 4
46. 19. 85. 157 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
79.180.63.180 [Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to wwwy nakhal .idf.il/sip storage/files/8  |B ock 3
109. 253. 220. 42 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
2.53.59. 226 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
2.53.141. 35 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
109. 64. 138. 164 |l srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Qde Character in WRL B ock 2
109. 253. 146. 161l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
193. 43. 245. 250 |l srael 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 2
46.19.86.102 | srael 147.237.77. 243 |nobi l e. i df . i | ﬁ;“lt:?gf.zfﬂ ég‘egﬁf;ezﬁplta‘:es/“st i | dsuboat egor | s/ 1423 B ock 2
68.180.231.43 |lnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to vww i df. i |/1133- 19857- he/ dover . aspx B ock 1
176.13.19. 146 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 1
130. 185. 155. 74 [Sweden 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt B ock 1
66.249. 64. 233  [Israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
207.46.13.171 |Wited Sates [147.237.0.16 nlyl kosher-kravi . idf |\ i hori zed (R Access to wn ny-kosher - kravi . i df .il/ B ock 1
149.78.31.149 |lnited Sates |147.237.77.243|nobile.idf.il Distributed Suspici ous Response Qode B ock 1
66.249.78.254  |Israel 147.237.72. 166 [aka. i df . i | o e Lt st o . aspPodu ot 0got 00 Bock |1
46. 116. 220. 206 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css |B ock 1
109. 253. 144. 219]I srael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter ca.intld in aka.idf.il/main/giyus/ general . aspx None 1
82.102. 169. 113 |l srael 147.237.77.216|dover . i df . i | Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock 1
2.53.163.56 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to waw atal .idf.il/tenplates/general /nobil e |B ock 1
192.115.252.2 |Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww idf.il/wp-1ogin. php B ock 1
66.249.78. 20 | srael 147.237.0.16 rT|y|_ Kosher-kravi. Tdf \Aux:\x?uu:r;-olici)szria(:-ﬁvf.cfzfs.si It/Ot enpl at es/ | ogi n/ | ogi n. aspx Bl ock 1
109. 65. 180. 109 I srael 147.237.76.42 |refuah.idf.il o ;'Sguggdélzh;“;hgérf:rdedb‘}e:e‘;ciiss on B ock 1
46.19. 86. 52 I srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Bite Qode Character in LR Bl ock 1
208.54.86.154 |lnited Sates [147.237.72.166|aka.idf.il Distributed I11egal Byte Gode Character in URL B ock 1
66.249.79.142 |Israel 147.237.76.86 |navy.idf.il ﬁfj;‘t ihgfr'i izle/dgitﬁ‘s fooess ;S‘;/ show or um asp Bl ock 1
157.55.39.191 |wnited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to wwwv aka.idf.il/... B ock

106. 184. 3. 122  |Japan 147.237.77. 170 [maar achot . i df . i | Lhaut hori zed URL Access to | ocal host/ B ock
79.177.167. 172 |israel 147.237.72. 166 |aka. i df . i | m”;;:ri' d?‘.??l /'\'::;jhn%i (;jg gfh;::: cati onservi ce. asm getaut huser | %K 1
134.191. 232. 69 |l srael 147.237.77. 216 |dover . i df . i | Distributed Whaut horized URL Access on wwvidf.il/error. htm B ock 1
66. 249. 78. 27 | srael 147.237.0. 16 nlyl- kosher -kravi . i df Uhaut hori zed URL Access to wwu ny-kosher-kravi.idf.il/robots.txt |B ock 1
213.8.71.26 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unauthori zed URL Access from213.8.71.26 B ock 1
79.181.101.39 [Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
68. 180. 231. 43 Lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin ww i df.il/1361-he/ dover. aspx |B ock 1
46.120. 164. 175 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka. i df . i|/main/sachar/ B ock 1
109. 49. 64. 245  |Fortugal 147.237.77. 176 |mat pash. i df . i | PHP At t enpt B ock 1
5.29.127.131  [Israel 147.237.77. 216 |dover . i df . i | V':\jm;f irci‘fk??tl‘jf]ttggu}miifﬁéi ILf‘ Access on B ock 1
79.180. 61.213 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |Bl ock
134.191.232. 71 |l srael 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 1
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