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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 9481
77.247.181. 165 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6175
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6170
212.117.136. 8 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3264
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 1984
81. 218. 65. 210 | srael 147.237.72. 156 anan.idf.il Bl ock_Up Al _Nets drop 3

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 3
5.196.72. 168 France 147.237.76. 44 e.refuah.idf.il |Block Np Al Net drop 1
185.94.111.1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il|B ock Wdp All Nets drop 1

70. 39. 187. 97 Lhited Sates 147.237.77. 216 dover.idf.il Frk Under Attack Con Htp drop 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 1
178. 135. 82. 163 Lebanon 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - reset 1
185.94.111.1 Russi an Federation 147.237.76. 30 hi nush. i df . i | B ock_Udp Al _Nets drop 1




04-25-2016-10:04:02 to 04-25-2016-11:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

185. 99. 32. 4 147.237. 77. 233 |Lebanon atal.idf.il ET SCAN NVAP -sA (2) 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
185. 99. 32. 4 147.237. 77. 226 |Lebanon wiw chanat z. aka. idf .l [ET SCAN NVAP -sA (2) 2
192. 116. 160. 30 [147.237. 77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
77.125.113. 239 |[147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
187.188.72.11 |147.237.8.14 |Mexico e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
37.26.147.245 |147.237.72.166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
149. 78. 168. 201 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
112. 74. 95. 64 147, 237. 72. 217 |Chi na eidf.il ET SCAN NVAP -sS w ndow 1024 1
104.232.98. 3 147.237.72. 14 |Uhited Sates |dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096 1
87.71.19. 226 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
85. 64. 4. 103 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
80.82.78.38 147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
187.188.72.11 [147.237.8.14 |Mexico e.orchot.idf.il ET SCAN NVAP -sS wi ndow 4096 1
37.202. 105. 134 |147.237. 77. 216 |Jordan dover.idf.il portscan: TCP D stributed Portscan 1
2.53.29.134 147.237.72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
173.65.154. 27 |147.237.77.176|thited Sates  |natpash.idf.il ET SCAN NMVAP -sS w ndow 1024 1
112. 254. 102. 184(147. 237. 77. 216 |Chi na dover.idf.il (5 WNOOV/E M crosoft Forefront UAG javascript handler in 1
LR XSS attenpt
109. 65. 75. 14 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
104.232.98. 3 147.237.72.14 |thited Sates |dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
85. 64.79. 176 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
217.132.63. 166 |[147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
84.111. 110. 211 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
70. 39.187. 97 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 93
208.115.111. 73 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 72
77.247.181. 165 |[Netherlands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 67
178. 135. 82. 163 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 65
46.19.85.127  |israel 147.237.76. 200 [ei tan aka i o 1 || SAM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 57
Ret r ansm ssi on Packet dr opped.
176.13.20.135 [Israel 147 237.72. 167 |i shurimaka i i[> | SAM NG Engine: TCP Invalid invalid segnent retransnissi on. drop 48
Ret ransm ssi on Packet dr opped.
109. 67.131. 120 |Israel 147.237.76. 200 [ei tan aka i o 1 || SAM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 48
Ret r ansm ssi on Packet dr opped.
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
99. 225.145.79 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
212.117.136.8 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
46. 233.0.70 Bul garia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
2.55.186.162 |l srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence S e Lansm wthdifferent | onitor |20
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 19
178.135.82. 163 |Lebanon 147. 237. 77. 216 |dover i df .i Bad TCP sequence mﬁsg reansmt wehdifferent | onitor |17
141. 143. 212. 231|Bel gi um 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
77.126.211. 227 |lsrael 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 16
109. 67.131. 120 |lsrael 147.237.76.200|eitan. aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 16
109. 253. 132. 81 [ srael 147,237, 77. 243 |mobi e i 11 | S NG Engine: TCP Invalid - finvalid segnent retransnissi on. drop 15
Ret r ansni ssi on Packet dr opped.
37.26.147.129 |israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 15
Ret r ansm ssi on Packet dr opped.
79.177.168. 105 |lsrael 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 14
178. 135. 82. 163 |Lebanon 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 13
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
165. 225. 72. 64  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
198.58.103.91 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
198.58.103. 158 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
37.202. 105. 134 |Jordan 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
139.162. 216. 112|lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 12
77.126.211. 227 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
157. 55. 39. 38 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 11
162. 243. 125. 185|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 10
46. 19. 85. 177 | srael 147.237. 77. 176 |nat pash. i df .i | Bad TCP sequence Inval id ACK nunber alert 9
46.19. 85. 177 | srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 9
185.99.32.4 Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
2.55.186. 162 | srael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 9
109. 67.131. 120 |lsrael 147.237.76.200|eitan. aka.idf.il |Bad TCP sequence Inval id ACK nunber aert 8
193.5.216.100 |Swtzerland 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
23.81.90.154  [nited Sates |147.237.72.167|ishurimaka idf.i|Bad TCP sequence Vﬂdﬁr::;”lt wth different monitor |8
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
68.180.231.43 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 8
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
52.16.5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
185. 99. 32. 4 Lebanon 147.237.77. 233 |atal .i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46. 32.122. 26 Jor dan 147.237.77. 176 [nat pash. i df .i | drop First packet isn't SN drop 7
149. 88. 58. 84 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
62.219. 226. 228 | srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
82.80.177.6 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
109. 160. 169. 252|1 srael 147.237.72. 166 |aka.i df . i1 Streaning Engine: TCP Invalid  imvalid segnent retransnissi on drop 6

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 65. 208. 210 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode Bl ock 140
2.53.146. 18 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 18
80. 246. 138. 233 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 14
176. 13. 18. 96 | srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex Bl ock 7
89.139. 142. 112 |lIsrael 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized URL Access from 89.139. 142, 112 B ock 5
. . . Unaut hori zed URL Access to
84.108. 16. 255 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 4
5.199.142.195 |Ger many 147.237.77.216|dover.idf .i | D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 4
109. 253. 132. 81 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
176.10.99. 201 |Swtzerland |[147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
112. 254. 102. 184|Chi na 147.237.77.216|dover.idf .i | Mil ti pl e Uaut hori zed UR. Access from 112. 254. 102. 184 Bl ock 3
2.53.138. 212 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.160. 122 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
185. 120. 126. 19 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 185. 120. 126. 19 B ock 2
80. 246. 137. 155 |[lIsrael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
185. 120. 126. 19 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wawv aka. i df.il/main/ gi yus/ Bl ock 2
46.19. 85. 15 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/i mages/ shared/ bul | et 1. gi f [B ock 1
. . . Unaut hori zed URL Access to
123.126.113. 80 [China 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
. . D stributed Uhauthorized URL Access on
109. 65. 133. 156 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
] . . . Paraneter Type Mol ati on PageNumin
68.180.230. 187 |Uhited States[147.237.0.34 |tikshuv.idf.il ww ti kshuv. i df i 17901 he/ ti kshuv. aspx Bock |1
194. 90. 128. 185 |l srael 147.237.77.216|dover.idf .i | Mil ti pl e Whaut horized LRL Access from 194. 90. 128. 185 B ock 1
. . . D stributed Unauthorized Method for Known URL on
112. 254. 102. 184|Chi na 147.237.72. 166 |aka. i df . i | v aka i f i 1/ mai v il Ui v about . aspx B ock 1
84.108. 16. 255 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
46.19. 86. 113 I srael 147.237.77. 216 |dover. i df . il Uhaut hori zed URL Access to wwwyidf.il/https:/wanidf.il/ B ock 1
77.237.138. 202 g‘;‘;ﬂ . 147. 237.77. 170 |m@ar achot . i df . i | Unaut hor i zed URL Access to / Bock |1
194.177.16.3 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df.il/main/ B ock 1
. . DO stributed Whaut hori zed URL Access on
5.29.212. 105 I srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1135- hel at al . aspx B ock 1
Unaut hori zed URL Access to
. . waw aka. i df . il /sip_storagel/files/6/57056. pdf &ed=0ahukew 88npnt 6f
46.121.92.46 | srael 147.237.72. 166 [aka. i df . i | nmahuc_i wkhwnt ar 4gf ggdmai &uisg=af gj cnf 1yol ugsboi j i bl zxi yeOgpl abcg&s Bl ock !
i g2=sl j t 3vnb9hu32r wugqzyeb5w
. - . Unknown Paraneter r in
109.67.131. 120 |l st ael 147.237.76. 200 [ei tan. aka. i df . i wwy ei tan. aka. i df.il/tenpl at es/ opcont act us/ govcapt chai nage. axd None !
79.177.168. 105 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
208.115.111. 73 |Wnited Sates|147. 237. 77. 216 |dover.i df . i | Unaut hori zed LRL Access to ww i df.il/894-he B ock 1
112. 254. 102. 184|chi na 147.237.77. 216 [dover . i df . i | thaut Bor 2ed LRL Access to Bock |1
wan i df . i |/ shar ed/ user cont r ol s/ header upper /
m ny- kosher - kravi . j i
66.249. 64,149 I srael 147.237.0.17 |V 'llegal Paraneter Encoding rnd in . None |1
idf.il mny- kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
109. 160. 169. 252 sr ael 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in URL /nai i kapat 2/ /resf012 Bock |1
our ces/ i nages/ i nner page/ goback. gi f
23. 81. 90. 154 Wited Sates|147.237.72. 167 i shurimaka. i df .i| |Uhauthorized URL Access to 147.237.72. 167/ B ock
213.57.129.54 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock
_ m ny- kosher - kravi . _ _
120. 132. 50. 135 |Chi na 147.237.0. 17 df il Unaut hori zed URL Access to www maf engwo. cn/ 1149-he/ | i f estyl e. aspx |B ock 1
94.188. 146. 138 |[Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
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