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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 13275
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2984
84.95. 199. 215 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2530
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2505
113.17.175. 195 Chi na 147.237.76. 202 e halag.idf.il Bl ock_Up Al _Nets drop 197
193. 43. 245. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCG- Tool - Swi t chbl adG dest - r eset 3
81.218. 65. 210 | srael 147.237.72. 156 anan.idf.il Bl ock Wp Al Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

80. 82. 78. 38 Net her | ands 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1

80. 82. 78. 38 Net her | ands 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
5.196. 72. 168 France 147.237.76. 199 e.nakchal .idf.il |B ock Np Al _Net drop 1

80. 82. 78. 38 Net her | ands 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 dr op 1

91. 135. 102. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

80. 82. 78. 38 Net her | ands 147.237.77.170 naar achot . i df.il |bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
99. 17. 210. 136 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
80. 82. 78. 38 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.181. 177. 20 147, 237.72. 166 I srael aka. idf il portscan: TCP O stributed Portscan 1
46. 19. 86. 196 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 74 147. 237. 76. 42 Lhited Sates refuah.idf.il ET CROP Dshiel d B ock Listed Source 1
115. 29. 138. 97 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.117.208. 243 147.237. 72. 166 aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
64. 46. 23. 242 147.237.77. 216 Canada dover.idf.il portscan: TCP O stri buted Portscan 1
46. 19. 85. 228 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TCP Invalid i i sSi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka idf.il 9 =g nval i d segnent retransmssi on. drop 54
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
188.120. 132. 49 | srael 147. 237. 72. 167 |ii shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 36
Ret r ansmi ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia  |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 13
Sreaming Engine: TGP Invalid i i ssi
213.8.92.165  |Israel 147.237. 72. 167 |i shuri maka. i of . | 9 =g nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
37.26.149.208 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.43. 60 | srael 147.237.72. 167 |i shuri maka. i df . i g _g nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
109.253.142.8  |Israel 147.237.77. 243 |moti e ior i1 | SAMNG Engine: TP Invalid  Jinvalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dropped.
84.108.11.105 |[lIsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 9
108. 171. 128. 173 LK*i"rfgegom 147.237.77. 216 |dover. i df .i | drop First packet isnt SWN drop 9
46.19. 85. 110 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nval i d AGK nunier noni t or 8
46.19. 85. 110 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 8
99.17.210.136 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 8
81.218.139.82 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d ACK nunber noni t or 8
5. 29. 205. 229 | srael 147.237.72. 167 |ishurimaka.i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 8
149.78.113. 182 |l srael 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 8
46. 19. 85. 110 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 8
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
195. 250. 229. 130|italy 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber noni t or 7
Sreanming Engine: TCP Invalid i i ssi
176. 106. 230. 62 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
46.19.86.216  |israel 147.237.77. 243 |moti e i or i1 | SAMNG Engine: TCP Invalid  Jinvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dropped.
85.65.164. 172 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or
212.199.75.87 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
158. 116. 225. 43 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
109. 253. 196. 108|i srael 147. 237. 72. 167 |ii shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
176.13.11.79  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  invalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.64.190 |lhited Sates |147.237.72. 166 |aka idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.180. 127. 123 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84.228.52.232 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
84.229.39.223 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
5.22.131.0 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
81.218.11.68 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 110 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber aert 5
81.218.11.73 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
85.65.164.172 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACGK nunber alert 5
212.199.75.87 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 5
46. 19. 85. 96 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber alert 5
46.120.75.253 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber noni t or 5
46. 19. 85. 110 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 5
45. 35, 64. 142 Uited Sates |[147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
81.218.11.74 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 96 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 5
81.218.11.70 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
85.65.164.172  |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid sequence nunber noni t or 5
81.218.11.66 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46. 19. 85. 96 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert 5
207.46.13.173 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 5
81.218.11.76 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
176.13. 14. 182  |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 96 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 6 I srael 147.237.77.216|dover. i df.i |l Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 3
82. 80. 139. 53 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
207.46. 13. 34 Uhited Sates|147.237.77. 216 |dover.idf.il Ostributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
66.102. 6. 188 Lhited Sates|147.237.77. 216 |dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
194. 90. 25. 90 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
2.55.51. 145 I srael 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to wwwu law idf.il/inages/ 1. he/infocenteritent B ock 2
80.230. 219. 219 [l srael 147.237.77. 216 |dover . i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 1
66. 249. 78. 97 | sr ael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
Unknown Par anet er
46.121.148. 133 |[Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$12 [None 1
0 in aka idf.il/nain/giyus/questionnaire. aspx
31.168.3.26  |Israel 147.237.76. 200 [ei t an. aka. i df . i | m”;hto;'lzii?jf‘ffff;p - opni i ngper son/ nubi | ¢ Bock |1
85. 64.190.120 |[Israel 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/tenpl ates/articl e/ nobile B ock 1
80. 230. 218. 173 |l srael 147.237.77.216|dover . i df . i Ostributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
124. 236. 185. 213|Chi na 147.237.77.216|dover. i df . il LR is Above Root Directory wawidf.il/../shared/ usercontrol s/ header upper/ |B ock 1
81.218.11.75 I srael 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ edi mi yoran/ enl ar ge. asp B ock 1
59.50. 137. 247 |China 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waww aka. i df.il/main/ m ui nd about . aspx B ock 1
207.46.13.173 |Lhited Sates [147. 237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on waw idf.il/error.htm B ock 1
46.19. 85. 110 I srael 147.237.76.31 |nakchal .idf.il |lllegal HITP \ersion B ock 1
89. 247. 68. 29 Ger many 147.237.77.216|dover. i df . il Unaut hori zed URL Access to v i df.il/894-en/i df gdover. aspx B ock 1
80. 230. 218. 187 |lIsrael 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed URL Access on waw idf.il/error.htm B ock 1
66. 102. 6. 191 Uhited Sates|147.237.77. 216 |dover.idf.il Ostributed Wnhaut horized URL Access on waw i df.il/error. htm B ock 1
184. 105. 247. 196|lhited Sates |147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
46. 19. 86. 216 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 1
68.180.220.24 |United States [147. 237. 77. 233|atal . i df .i | m”;h;'_'iffiH}er;'sca‘isess/ts?‘are d user cont ol / header upper Bock |1
59.50. 137. 247 |China 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 59. 50. 137. 247 Bl ock 1
212.179.21.194 |Israel 147.237.77.216|dover . i df . i Unaut hori zed LRL Access to waw i df.il/anan B ock 1
109. 253.142.8 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
46.19. 85. 110 I srael 147.237.76.31 |nakchal .idf.il [Miformed URL he-il, he; g=0. 8, en-us; g=0. 6, en; g=0. 4 B ock 1
80. 230. 219. 214 |l srael 147.237.77.216|dover . i df . i O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
66. 249. 69. 7 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
46. 19. 86. 249 I srael 147.237.77.216|dover. i df .l Unaut hori zed URL Access to www i df. i/ hi nush/site/ he/ hi nush. asp B ock 1
82.102.169. 113 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
80.179.89.103 |[Israel 147.237.77.216|dover.idf .|l Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
59.50.137. 247 |China 147.237.77.216|dover. i df .i |l Uhaut hori zed LRL Access to waw i df . il/shared/ usercontrol s/ header upper/  |B ock 1
212.179.21.194 [israel 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 199. 252 |1 sr ael 147.237.77.216|dover.idf .|l Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
46. 19. 85. 110 | srael 147.237.76.31 |nakchal .idf.il Unknown HTTP Request Method age: in URL he-il, he Bl ock 1
80. 230. 219. 218 |l srael 147.237.77.216|dover . i df . i O stributed Wnaut horized URL Access on waw idf.il/error. htm B ock 1
66.249.69.23  |Israel 147.237.72. 156 |[anan. i df . i | m”;:g;' fﬁ?. Hj‘cgﬁggf; e doc._mur/ undef i ned Bl ock 1
Unknown Par anet er
46.116.182.71 |Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13$ct | 02%ct 1 03t xtField in None 1
aka.idf.il/nai n/giyus/ questionnaire. aspx
199. 203. 147. 97 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css B ock 1
84.95.199.215 |[Israel 147.237.77.216|dover . i df . il SSL Wntraceabl e Gonnection - Qpen Mde None 1
80.230.19.131 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed Ill1egal Byte xde Character in URL B ock 1
66. 102. 6. 131 Uhited Sates|147.237.77. 216 |dover.idf.il O stributed Wnaut horized URL Access on waw idf.il/error. htm B ock 1
123.126.113.80 |China 147. 237. 72. 166 |aka. i df . i | ﬂ?”tzg‘;r%ege?‘mﬁfgfiutjgl yus/ gener al . asp Bock |1
46. 19. 85. 232 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1517- he/ at al . aspx B ock 1
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