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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 938
113.17.175. 195 Chi na 147.237. 76. 202 e halag.idf.il B ock_Udp All _Nets dr op 213
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4

81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2

95. 154. 98. 49 Russi an Federation 147.237.76. 30 hi nush. i df .i | ock Wdp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237.76. 198 e.yohal an.idf .il ock Wdp Al _Nets drop 1
61.182.170. 38 Chi na 147.237.76. 197 e. hinush.idf.il JLM Purpl e Con Limt_Tcp dr op 1
71.6.146. 185 Lhited Sates 147.237.76. 39 nobile.neitav.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
174.37.194. 144 |147.237.77.170|Wnited Sates |maarachot.idf.il ET SCAN NVAP -sA (2) 2
174.37.194. 144 |147.237.77.170|United Sates |[naarachot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
131.124.77.80 |147.237.77.216|nited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
81.17.17.135 147.237.0.35 [Sitzerland akavs. i df .il ET SCAN Potential SSH Scan 1
81.17.17.135 147.237.0.16 |Satzerland ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
23.96. 109. 87 147.237.76.199 |Whited Sates |e nakchal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
124.105. 107. 183|147.237.8.50  |Phili ppi nes e tikshuv.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
81.17.17.135 147.237.0.33 |Switzerland idf.il ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.76.39 |China nobi le.nei tav.idf.il [ET SCAN Potential SSH Scan 1
23. 96. 109. 87 147.237.76. 199 |Whited Sates |e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
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Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Ret r ansm ssi on

Packet dropped.

Sreamng Engine: TCP Invalid i i ssi
31.168.3.26 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g ., 92
Ret r ansn ssi on Packet dropped.
31.25.79. 168 gcf;i'géa” Territory.l 47, 237. 77. 216 |dover. i o . i1 dr op First packet isn't SN drop 68
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |lited Sates 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | . 57
Ret r ansn ssi on Packet dropped.
38.111.147.88 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
reaming BEngine: TCP Invali i i ssi
5.22.129. 64 I'sr ael 147.237.72. 166 |aka.i df .1 Streamng Engine: TCP Invalid|invalid segnent retransmission. |, op 18
Ret ransm ssi on Packet dropped.
46. 19. 85. 211 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
Sreanming Engine: TGP Invalid i i ssi
37.26.147.183 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
Sreaming Engine: TGP Invalid i i sSi
37.26.147.255 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 12
Ret r ansnm ssi on Packet dropped.
198.58.103. 114 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
Sreamng Engine: TCP Invalid i i ssi
46.19.85.101  |israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. |, ., 9
Ret r ansn ssi on Packet dropped.
40.143.1. 4 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
207.46.13.173 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
213.204.127.19 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19.85.211  |israel 147.237.76.42 |refuahidf.il  [Bad TCP sequence SYNFACK retransmt with monitor (6
di fferent w ndow scal e
98.227.65.144 |lLited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 6
Sreanming Engine: TGP Invalid i i ssi
87.71. 48. 65 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
66.249.93.119 |Europe 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
reaming BEngine: TCP Invali i i ssi
2. 55. 45. 250 I srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission. |, op 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
130.193.37.16 |Russi an Federation 147.237.0.34 |tikshuv.idf.il g _g Invalid segnent retransmssion drop 6
Ret r ansn ssi on Packet dropped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
212.143.142.56 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop
188. 120. 148. 144|| srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
reaming BEngine: TCP Invali i i ssi
149. 88. 177. 137 |Israel 147.237. 72. 167 |i shurimaka i ar i || €2 NG Engine: TCP Inval i dinvalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dropped.
. ) o . Geo- | ocati on i nbound
42.96.170.226 |China 147.237.8.28 |e.nobile-ks.idf.il|Geo-| ocati on enf or cenent enf or cenent drop 4
37.123.130. 176 |Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
54.72.73.168 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
79.177.204. 196 |lsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 4
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
50.87.144. 145 |Uhited Sates 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 4
e SYN+tACXK retransmt wth .
79.177.204. 196 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal e nonitor |4
52.16.5. 197 I'rel and 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 4
199. 207. 253. 101 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
157. 55. 39. 38 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
37.26.147.247 |lIsrael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
80.179. 122. 185 |Israel 147.237.76. 200 |ei tan. aka i df .i 9 =g Invalid segnent retransmssion. |, ., 4
Ret r ansn ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
87.70. 54. 14 I'srael 147.237.77. 243 |t e ior i |27 €M NG Engine: TCP Invalidimvalid segnent retransmission. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
103.17.42.129  |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.93.182  |Europe 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183.12.119 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.210. 142. 125 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.71.90.48  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dropped.
66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
141.8.132.112 |Russian Federation  |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. | 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 193. 152|1 srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 93.184  |Eur ope 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.71.3. 74 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
193.186.163.3 |G eece 147, 237.72. 166 |aka.i df .1 9 =g Invalid segment retransmssion. |, 3
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79.183. 196. 247 |l srael 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
183.82.113.191 |[India 147.237.77. 216 |dover. i df . i | Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 4
192. 116. 232. 69 |l srael 147.237.76.86 |[navy.idf.il Mil tiple Unhauthorized URL Access from 192. 116. 232. 69 B ock 4
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.idf .il Mil ti pl e Unaut horized LRL Access from 192. 116. 232. 69 Bl ock 3
31.154.19.5 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from31.154.19.5 Bl ock 3
46. 19. 86. 48 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 3
207. 46. 13. 34 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
31.168. 3. 26 I srael 147.237.76.200(ei tan. aka. i df . i | thaut hori zed LR Access to . ' Bl ock 3
v ei tan. aka. i df.il/tenpl at es/ opm ssi ngper son/ nobi | e
66.249. 64. 233  [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 233 Bl ock 2
80.230.19.131 [Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 2
115.119. 113. 194|Indi a 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on waw idf.il/error. htm B ock 2
182.73.13.118 |India 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
84.94.191.139 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 2
46.210. 142. 125 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 2
- . DO stributed Whaut horized URL Access on
2.53.58. 39 I'sr el 147.237.77.233|atal . i df . il 147. 237, 77. 233/ 1134 hel atal . aspx B ock 1
. . . Unaut hori zed URL Access to
123.126.113. 80 [Chi na 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.231.43 |Wited States [147.237.77. 216 [dover. i df.i| v i i 1/ 1380- hel dover . aspx B ock 1
194. 90. 25. 90 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qode Character in LR Bl ock 1
38.111.147.88 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df .il/894-he B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
149. 78. 163. 150 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i dff i |/ rai v/ sachar/ pi r suneymof et . aspx None 1
84.94. 208. 42 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx |B ock 1
- . Unaut hori zed URL Access to
66.249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ 1 | es/ 2/ 69042, plf B ock 1
17.142.156.109 |wnited Sates |[147.237.77.216 |dover.idf . il Wnauthori zed LRL Access to B ock 1
viwy i df . i | / appl e- app- si t e-associ at i on
125.24.241. 98 |Thai l and 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw i df . il/navy/ Bl ock 1
79.179.0.167  [israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter __VI EVETATEENCRYPTED i n None 1
wan aka. i df . i | / mai n/ sachar/ nas. aspx
40.77.167.54  |Wited Sates |[147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to 147.237. 76. 86/ robot s. txt B ock 1
. . Unaut hori zed URL Access to
194, 114. 146. 227 |l srael 147.237.76.42 |refuah.idf.il ww refua. atal i df i1/ tenpl ates/ general /nobi | e B ock 1
157. 55. 39. 146 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. - S Lhtraceabl e Gonnection - Protocol violation
109. 253. 225. 238|l srael 147.237.77.216|dover.idf .i | (SSL OONN LI ENT HELLO) None 1
m ny- kosher - kravi . i d
141.212.122. 129|lhited Sates [147.237.0.17 f Inly Unaut hori zed URL Access to /X B ock 1
176.228.128. 32 |l srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 1
194.28.115. 231 [Netherlands  |147.237.77.234|hal ag. i df .i | Unaut hori zed URL Access to 147.237.77.234/ B ock 1
31.154.19.5 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/inages/ 1. heltopcap. gi f Bl ock 1
141.212.122. 129|nited Sates |[147.237.77.176 |mat pash. i df . i | Unaut hori zed URL Access to /x B ock 1
81.218.37.2 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unauthori zed URL Access from 81.218.37.2 Bl ock 1
. . . Paraneter Type M ol ation ctl00$Qont ent Pl acetbl der 1$t xt Gapt cha i n
46.116. 247.188 |Israel 147.237.0.19 |nadimatal .idf.il nadi matal i dfi1/1ogin. aspx B ock 1
207.46.13.173 |Lhited Sates |147.237.77.216|dover.idf.il O stributed Lhaut hori zed URL Access on ww i df.il/error. htm B ock
115. 119. 113. 194|Indi a 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wwwi i df.il/894-en/i df gdover. aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.246 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
194.28.115. 231 |Netherlands  [147.237.77.235|sviva.idf.i | Lhaut hori zed URL Access to ww hagnas. atal .idf.il/hnapl/ Bl ock 1
141.212. 122. 129|Wnited Sates [147.237.77.235|sviva.idf.i | Uhaut hori zed URL Access to /x B ock 1
212.199. 154. 194|i srael 147. 237.77. 216 |dover . i df . i | thauthori zed LR Access to B ock 1
wwn i df . i | /i mages/ 1. he/ sear chback. png
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