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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target .

Signature
Address Country Address
113.17.175. 195 Chi na 147.237.76. 202 e halag.idf.il Bl ock_Ulp Al _Nets drop 414
167. 114. 156. 16 Canada 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet mot g 15
81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Wdp Al Nets drop 9
81. 218. 65. 210 I srael 147. 237.72. 156 anan. i df.il Bl ock_Wdp Al _Nets drop 3
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
192. 249. 66. 247 Wited Sates 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet mot g 1
5.196. 72. 168 Fr ance 147. 237. 76. 201 e.atal.idf.il Block Np Al Net drop 1
120. 132. 50. 135 hi na 147.237.0.17 Im"”' kosher-kravi.idf.i |\ i sptraf1 drop 1
198. 20. 69. 74 Lhited Sates 147.237.76. 197 e. hinush.idf.il Bl ock_Udp All _Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Infection

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 102. 8. 222 147.237.76.42 |Whited Sates  [refuah.idf.il ET SCAN NVAP -sA (2) 2
110. 159. 147. 221(147. 237. 77. 216 |\l aysi a dover.idf.il Xenu Link Seuth User Agent 2
61 6. 950, 16 147 237 76,30 |EUMe himsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Dar ussal am Potential Scan or Brute Force
23.96. 109. 87 147.237.76.86 |lLnited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
223.4.174.30 147.237.76.42 |China refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
124.105.93. 102 |147. 237.76.30 |Fhi i ppines Hrush i il ET SDAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
106. 184. 2. 29 147.237.8.46  [Japan e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
91.201. 236. 155 |147.237.76.39 |lkraine nobi | e. nei tav.idf.i|[ET SCAN NVAP -sS wi ndow 3072 1
23.96. 109. 87 147.237.76.86 [lLhited Sates navy. i df.il ET SCAN NVAP -sS w ndow 4096 1
223.4.174.30 147. 237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
223.4.174.30 147.237.76.31 |China nakchal . i df il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237. 76. 176 [Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
179 298.8.178 147 237 0.35 |mrazi| akavs.i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91. 201. 236. 155 |[147.237.76.39 |lkraine nobi | e. nei tav. i df.i |[ET SCAN NVAP -sS wi ndow 4096 1
L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
87.229.116. 42 |147.237.77. 216 |Hungary dover.idf.il 1
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|Top Attackers In FW |

Attacker Address

Signature

Attacker CQountry ‘Target Address |Ste

SYWNretransmt wth different

Ret r ansm ssi on

Packet dropped.

109. 65. 188. 84 |l srael 147.237.77. 234 |hal ag.idf . i Bad TCP sequence . noni t or 124
w ndow scal e
106. 120. 160. 119|Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 73
183.171.169. 62 |Mil aysi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
Sreaning Engine: TGP Invalid i i ssi
78.134.122. 140 |italy 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. |, 34
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.168. 3. 26 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. 28
Ret r ansni ssi on Packet dropped.
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
Sreamng Engine: TCP Invalid i i ssi
66.249. 78. 146 |Lhited Sates 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf .il drop First packet isn't SWN drop 12
198. 58.102. 155 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
87.69.255.212 |[Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 10
157. 55. 39. 38 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreaming Engine: TGP Invalid i i ssi
82.102. 169. 113 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
149. 202. 48. 207 |France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
207.46. 13. 34 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
157.55.39. 224 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
217.115.10. 132 |CGer many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TQP Invalid i i ssi
66.249.93.182  |Europe 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
94.159. 180. 147 |l srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
106. 120. 165. 96 |Chi na 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
67.44.208.172 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
66. 249. 64. 233 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
105. 93. 165. 224 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
37.218. 217. 197 ga:lcis;i':éa” Territory. 1y 47. 237. 77. 216 |dover. i df . i1 drop First packet isn't SN drop 4
141.8.132. 78 Russi an Federation 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
106. 120. 164. 250|Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
reaming BEngine: TCP Invali i i ssi
87.70.77.185  |israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id linvalid segrent retransmission. |, op 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
77.125.108. 214 | srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
109.65.55.37  |israel 147.237.72. 166 |aka. i f .11 Streaming Engi ne: TCP Inval id limvalid segnent retransmission. |y 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.183.251.60 |l srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
87.71.70.180 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid linvalid segrent retransmission. |, op 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
37.26.147.225 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.53.156.128 | srael 147.237.72. 166 |aka. i f .11 Streaming Engi ne: TCP Inval id linvalid segnent retransmission. |y 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TQP Invalid ' i ssi
80.179.9.115  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
65. 55.210. 133  |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi
2.53.164.105 | srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.70.7.9 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
80.179.13.8 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i SSi
84.110. 208. 173 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
87.70.23. 88 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 155. 229 | srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
46.19. 85. 27 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 129. 1071 srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock
185. 3. 144. 127  |Israel 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock
141.8.132.78 RJSIS::I”i o 147. 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . il/1283- 17082-en/ B ock 1
82.102. 169. 113 |l srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to wwwidf.il/error.htm B ock
66.249. 64. 239 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock
213. 57, 185. 135 |1 srael 147.237. 72. 166 |aka. i df . i | Unknown .Pargnet er ctIOO$ctIOO$9phh/a| n$cphSachar $ct | 67 in None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
109. 72.215.18 |United Ki ngdom|147.237.72. 156 |anan. i df .| Unaut hori zed URL Access to 147.237.72. 156/ i ndex. php B ock
68.180.231.43 |lhited Sates 147.237.77.216|dover . i df .i | Paraneter Type M ol ation PageNumin vww idf.il/1398-en/dover.aspx  [B ock
. . Unaut hori zed URL Access to
31.154.41.17 | sr ael 147.237.77. 176 |mat pash. i df . i | W cogat i df i 1/si p. storagel i1 es/ 9/ 4629, pg Bl ock 1
149. 202. 48. 207 |France 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df . il/1050- he/ pat zar. aspxqma  |B ock
85.64.213.204 |[Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wwy i df.il/he-1133/ dover. aspx Bl ock
. . . D stributed Unaut hori zed LRL Access on
66. 249. 66. 47 I srael 147.237.0.34 |tikshuv.idf.il ti kshuv. i of i |/ nai 1V gi yus/ general . aspx B ock 1
216.51.232.61 |Wited Sates 147.237.72.166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 216. 51. 232. 61 B ock 1
109.72.215.18 [nited Kingdom|147.237.72. 167 i shuri maka. i df . iJunaut horized URL Access to 147.237.72.167/i ndex. php B ock 1
74.82.47.2 Lhited Sates 147.237.77.243|nobi | e. i df . i | Unhaut hori zed URL Access to 147.237. 77. 243/ B ock 1
46.117.19.199 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from46. 117. 19. 199 B ock 1
149. 202. 48. 207 |France 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.il/1153-230 B ock 1
. . Mil tiple Whtraceabl e SSL Sessi ons from 106. 186. 113. 132 ( Prot ocol
106. 186. 113. 132|Japan 147.237.76. 42 |refuah.idf.il viol ation (SSL COAN LI ENT HELLO)) None 1
. . D stributed Unauthori zed URL Access on
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ ei tan/ | i st page/ B ock 1
80.179.9.7 I srael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
66.249.64. 181 | srael 147.237.77.74 |lawidf.il llegal Peraneter Encoding searchext in None 1
ww | aw i df . i |/ 275- hel pat zar . aspx
. . S Uhtraceabl e Gonnection - Protocol violation
106. 186. 113. 132|Japan 147.237.76. 42 |refuah.idf.il (SSL CONN QLI ENT FELLO) None 1
66.249.78.246 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to 147.237.72. 166/ ei t an/ | i st page/ B ock 1
. . . Unaut hori zed URL Access to
123.126.113.80 |Chi na 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai r/ gi yus/ gi yus/ gener al . aspx B ock 1
82.102. 169. 113 [l srael 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
: . . Unaut hori zed URL Access to
207.46.13.108 |thited Sates  [147.237.77.176|nat pash. i df . i | W cogat i i 1/t enpl at es/ si t enapl si t enap. aspx B ock 1
. . Unaut hori zed URL Access to
109. 65. 188.84  |Israel 147.237.77.234hal ag. i df . il 147. 237. 77. 2341 i nages! shar ed/ bul | et 1. gi f Bl ock 1
66.249.79.130 I srael 147.237.76.86 |navy.idf.il thaut hori zed URL Access to Bl ock 1

navy. i df.il/giyus/foruniasp/ showf or um asp
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