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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
113.17.175. 195 Chi na 147.237. 76. 202 e halag.idf.il B ock_Wp Al _Nets drop 221

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets dr op 3

81.218. 65. 210 | srael 147.237. 72. 156 anan.idf.il B ock Wp Al Nets drop 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - reset 2
185.94.111.1 Russi an Federation 147.237.76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1

185.94. 111. 1 Russi an Federation 147.237.76. 39 nobi | e.nei tav.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249.78.146  [147.237.72.166|Wited Sates |aka idf.il ET SCAN NVAP -sA (2) 92
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64. 190 [147.237.72.166 |Whited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
91.201. 236. 155 |[147.237. 77. 170 |krai ne maarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147.237.76.30 |Netherl ands hi mush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
174.127.121.73 |147.237.77.19 |Uited Sates |lavforumidf.il |ET SCAN NVAP -sS w ndow 1024 1
106. 38. 241. 106 |147. 237. 72. 166 |Chi na akaidf.il SER\/ER APAO_E_ Apache nod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
91. 201. 236. 155 |147.237. 77. 170 |krai ne naarachot.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
91. 201. 236. 155 [147.237.77.170|krai ne naarachot.idf.il |ET SCAN NVAP -f -sS 1
5.39.222. 159 147.237.76.30 |[Netherl ands hi mush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244|147.237. 8. 27 |Latvia e.nadimatal .idf.i [ET SCAN NVAP -sS wi ndow 1024 1
187 244,48 64 |147 237 8,14 |vexi co e orchot i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
192 117,135, 1231147 237 0. 34 |Tai van Cikshuvidh il ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102.49.164 [147.237.0.15 [Netherlands kosher-kravi .idf.i |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Devi ce

Attacker CQountry ‘Target Addr ess ‘S‘te

‘Signature

Sreanming Engine: TGP Invalid

Inval id segnent retransnission.

Action

‘Count

66. 249. 78. 146 Lhited Sates 147.237.72.166 |aka.idf .il Ret r ansni ssi on Packet dr opped. drop 183
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 35
66.249.64.190 |Wnited Sates 147.237.72. 166 |aka icf. i1 | €M NG Engine: TCP Invalid invalid segnent retransmissi on drop 18
Ret ransm ssi on Packet dr opped.
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
198.58.103. 158 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
31.154.190. 221 | srael 147.237.72. 166 |aka it i1 | €AM NG Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
178. 255. 215. 87 |France 147.237.72. 166 |aka icr. i1 | SAM NG Engine: TCP Invalid invalid segnent retramsnission |y 6
Ret ransm ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
79.183.12. 119 | srael 147.237.72. 166 |aka it i1 | €AM NG Engine: TCP Invalid invalid segnent retransissi on drop 6
Ret ransm ssi on Packet dr opped.
157.55.39.209 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
207. 46.13. 34 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
188. 162. 237. 79 |Russi an Federation |147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 4
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
91.200.12.136 |kraine 147.237.0.34 |tikshuv.idf.il |dr op SAMrul e drop 4
141.8.132. 112 |Russian Federation |147. 237. 72, 166 |aka icr i1 | S NG Engine: TP Invalid invalid segnent retransnssion drop 3
Ret r ansn ssi on Packet dr opped.
95. 35. 92. 70 I sr ael 147, 237.77. 243 |rvi e i o1 | €AM NG Engine: TCP Inval id - invalid segnent retransissi on drop 3
Ret ransm ssi on Packet dr opped.
31.171. 222. 238 'F;;‘EBI :i' ?‘C 147.237.77. 216 |dover.idf.il |drop First packet isnt SN drop 3
87.71.70.180  |israel 147.237.72. 166 |aka it i1 | €AM NG Engine: TCP Invalid invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
66.249. 64. 167 |Uhited Sates 147, 237 76. 200 e tan. aka i of || @M NG Engine: TCP Invalid —invalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
37.26. 146. 216 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
208.115.113.89 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
149. 78. 15. 39 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
149.88.55.207 | srael 147, 237.77. 243 |rvi e i o1 | €AM NG Engine: TCP Inval id invalid segnent retransissi on drop 2
Ret ransm ssi on Packet dr opped.
118.173.136.89 |Thail and 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
66. 220. 156. 104 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
46.117. 169. 121 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
94. 230. 86. 192 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
71.90.213.163 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
37.9.122. 203 Russi an Federation [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 2
108. 36. 255. 201 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 2
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
157.565.39. 118 |Wiited Sates 147. 237, 76. 200 [ei tan aka. i of .| | €2M NG Engine: TCP Inval id finvalid segnent retransnissi on drop 2
Ret ransm ssi on Packet dr opped.
46.120.54.18 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 1
180. 76. 15. 148  |Chi na 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1
149. 78. 15. 39 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
74.82.47. 26 Lhited Sates 147.237.77.243|mobile.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 138|lLhited Sates 147.237.0.200 |rdu.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
222.73.18.162 [China 147.237.77. 121 |e.navy.idf.il |Geo-| ocati on enf or cenent Geo-l ocation i nbound enf or cenent |drop 1
109. 67. 54. 86 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 1
5.39.222. 159 Net her | ands 147.237.76.31 |nakchal .idf.il |[dr op SAMrul e drop 1
87.68. 28. 113 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 171|Wnited Sates 147.237.76.202|e.hal ag.idf.il |[Geo- | ocat i on enf or cenent Geo-1 ocati on inbound enf or cenent |drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 4
216.51.232.61 |Lhited Sates [147.237.72.166|aka.idf.il Ml tiple Uhauthorized URL Access from 216. 51, 232. 61 B ock 3
178. 137. 90. 202 |krai ne 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df . il/1556-en/ B ock 3
178. 137. 87. 242 |krai ne 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 178. 137. 87. 242 Bl ock 3
. . . S Lhtraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | (SSL CONN LI ENT FELLO) None 1
m ny- kosher - kr avi . i i | a - i
66. 249, 64. 137 |1 srael 147. 237.0. 17 ny osnhe al I1legal Paranet e_r _Enco_dl ng )[R (& FO_Pd)fKI LO-[xhXIVtKgl in None 1
af.il mny- kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
130. 185. 155. 74 |Sweden 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
. . Dstributed Lhauthori zed URL Access on
66. 249. 78. 240 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
178. 137. 87. 242 |krai ne 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wwy mag. i df.il/xmrpc. php B ock 1
109. 67. 176. 219 [l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/tenplates/articlel nobile B ock 1
m ny- kosher - kr avi . i , .
66. 249. 64. 137 |l srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from 66.249. 64. 137 None 1
216.51.232.61 |lLhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/wp-adnin/ B ock
144.76. 90. 247 |Ger many 147.237.77. 216 |dover.idf.il Uhaut hori zed LRL Access to waw idf.il./ B ock
Uhaut hori zed URL Access to
68. 180. 229. 241 [Lhited Sates [147.237.77. 176 |nat pash. i df . i | wiaw cogat . i df . i |/ tenpl at es/ shar ed/ user cont rol s/ nor ei nf of ti chnun. yos |Bl ock 1
h@nai | . com
i m ny- kosher - kr avi . i
109, 72. 215,18 | ted 147.237.0. 17 "y Uhaut hori zed URL Access to 147.237.0. 17/ i ndex. php B ock 1
Ki ngdom df.il
. . Uhaut hori zed URL Access to
66. 249. 64. 137 |[lIsrael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ edi m yonan/ enl ar ge. asp B ock 1
164. 132. 161. 19 [Italy 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/giyus/ asp/ giyus. asp Bl ock 1
82.221.22.223 |icel and 147.237.77. 216 |dover.idf.il Distributed PHP Attenpt B ock
207.46.13.171 |Uhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock
109. 72. 215. 18 Ei"'rf;gom 147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ i ndex. php B ock 1
82.221.22.223 |icel and 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to waw i df . il /i mages/ xxu. php B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 131 [l srael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ ai 1/ gi yus/ gener al . aspx Bl ock 1
208.115.113.82 |Lhited Sates [147.237.0.34 |ti kshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/general .aspx |B ock 1
130. 185. 155. 74 |Sweden 147.237.77.216|dover . i df . il PHP Att enpt B ock 1
. . D stributed Lhauthorized URL Access on
66. 249. 78. 234 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ edi i yonan/ enl ar ge. asp Bl ock 1
178. 137. 87. 242 |Wkrai ne 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
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