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Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

113.17.175. 195 Chi na 147.237. 76. 202 e halag.idf.il B ock_UWp Al _Nets drop 228
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 6
81.218. 65. 210 | srael 147.237. 72. 156 anan.idf.il B ock Wp Al Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2
188. 138. 17. 205 France 147.237. 76. 196 e.sviva.idf.il B ock Np Al Net drop 1
205. 251. 197. 151 Lhited Sates 147.237.76. 148 ggcenter. aka i df.il B ock_UWp Al _Nets drop 1
5.196.72. 168 France 147.237.76. 42 refuah.idf.il B ock Np Al Net dr op 1
5.196. 72. 168 France 147.237.76. 198 e.yohal an.idf.il Bock Np Al Net drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
5. 196. 199. 232 147. 237.76. 30 France hi nush. i of . i | ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 99 147. 237.77. 176 Li t huani a nmat pash. i df . i | ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147. 237.76. 201 Li t huani a eatal .idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.76. 31 Li t huani a nakchal . i df.il ET SCAN Potential SSH Scan 1
179. 43. 144. 43 147. 237.77. 205 S t zerl and prisha.idf.il ET SCAN Potential SSH Scan 1
98. 126. 212. 154 147.237.77. 243 Lhited Sates nobi |l e.idf il ET SCAN Potential VNC Scan 5900- 5920 1
98. 126. 212. 154 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMVAP -sS w ndow 1024 1
195. 216. 176. 244 147.237.8.28 Latvi a e nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 204. 211 147.237.76. 34 Chi na yohal an. i df .i | ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.77.121 Li t huani a e navy.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147. 237. 76. 198 Li t huani a e yohal an.idf.il ET SCAN Potential SSH Scan 1
179. 43. 144. 43 147.237.77. 226 Shitzerl and wan charat z. aka. i df . i | ET SCAN Potential SSH Scan 1
101.99. 28. 51 147. 237.77. 176 M et nam nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
98. 126. 212. 154 147. 237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
98.126. 212. 154 147.237.76. 39 Lhited Sates nobi | e. nei tav. i df il ET SCAN Potential VNC Scan 5900- 5920 1
58. 218. 204. 211 147. 237.76. 147 Chi na chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
195. 154. 54. 169 147.237.8. 24 France elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature
94.228.34.203 |United Ki ngdom 147.237.77. 216 |dover.i df .i | dr op First packet isn't SN drop 134
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |United Sates 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. |, 69
Ret r ansni ssi on Packet dropped.
84.95. 48. 133 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 30
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
188. 161. 64. 27 glcisgi'géa” Territory.l147. 237. 77. 176 |natpash. i f.il  |dr op First packet isnt SWN drop 21
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
38.111.147.83 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
27.81.207.229 |Japan 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
198.58.103. 114 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
52.16.5. 197 Irel and 147.237.77. 216 |dover.i df i dr op First packet isn't SN drop 12
188.161. 64. 27 |FAEstinian Termitory.ly 1o 537 77 216 |dover. i df il drop Frst packet isn't SN drop 11
Qccupi ed
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
Sreanming Engine: TCP Invalid ' i ssi
66.249. 64.190 |United Sates 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
207. 46. 13. 34 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
157.55.39.209 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
66.249.64.233 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
124. 154. 227. 229|3apan 147. 237. 76. 200 |ei tan. aka i of . i1 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
67.239.39.238 |Wnited Sates 147.237.77. 216 |dover. i df . g =g Invalid segnent retransmssion. | o 4
Ret ransm ssi on Packet dropped.
124. 154. 227. 229|Japan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TCP Invalid i i SSi
157.55.2.186  |United Sates 147.237.76. 200 |6 tan. aka. i of . i g =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
141.8.132.78 Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
207.46.13.173 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreanming Engine: TCP Invalid ' i ssi
87.71.70.180  |israel 147. 237.72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
108. 242. 228. 180|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
2.53.29.85 I'srael 147.237.72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
73.200. 66.222 |Wited Sates 147.237.8.50 |e.tikshw.idf.il |Geo-location enf or cenent Geo-1 ocati on i nbound drop 3
enf or cenent
Sreamng Engine: TCP Invalid i i ssi
66.249.66.184 |United Sates 147.237.0.34  |tikshuv.idf.il 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreanming Engine: TCP Invalid ' i ssi
37.26.148.151 | srael 147. 237.72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.78.199 |lnited Sates 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
66.249. 93. 245  |Eur ope 147. 237.72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
124. 154. 227. 229|Japan 147.237.76.200|eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
93.158.152.52  |Russi an Federation 147.237.77. 216 |dover.idf . il drop First packet isn't SN drop 2
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
Sreaning Engine: TCP Invalid i i SSi
68.180.231.43 |ULhited Sates 147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
73.36.242.164 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
5.39.222.159  |Nether| ands 147.237.76.201|e.atal .icf.il  |Geo-l ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
73.101. 67. 81 Lited Sates 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 167 |wnited Sates 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 128|Wnited Sates 147.237.8.14 |e.orchot.idf.il |Geo-location enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
) . |Scanner Enf or cenent )
5.39. 222. 159 Net her | ands 147. 237. 76. 147 |chi nuch. aka.i df .i | . Masscan Port Scanner rej ect 1
Mol ation
74.125.182.164 |Lhited Sates 147.237.77. 216 |dover.i df .i dr op First packet isn't SN drop 1
141.212.122. 137|Uhited Sates 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
66.249. 64. 233 |l srael 147.237.77.216|dover.idf .i| |Miltiple Unauthorized URL Access from 66.249. 64. 233 B ock 7
38.111.147.83 |hited Sates 147.237.77.233|atal .idf.il Mil tipl e Unhaut hori zed URL Access from 38.111. 147. 83 B ock 4
31.204.128.94  |Netherl ands 147.237.77. 176 [mat pash. i df . i [|Mil tipl e Unaut hori zed URL Access from 31.204. 128. 94 B ock 3
73.22.155. 10 Lhited Sates 147.237.77.216|dover.idf .i| |Unhauthorized URL Access to wan i df.il/newsite/english/ B ock 2
157.55.30.118 |lhited Sates  |147.237.72.166|aka. i df . i igﬁt;?zilizﬂrﬁmﬁcjﬁfe;; t o5/ o behazdas or g Bl ock 1
79. 180. 20. 57 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for aka.idf.il/nai n/ sachar/ def aul t. aspx Bl ock 1
66.249. 64. 153 | srael 147.237.77.74 |lawidf.il muhgg.r:f;ﬂ ﬁoﬁ‘;zfsefctofe/ doc. e/ doc. gt asp B ock 1
125. 26.37.108  |Thai l and 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wawu aka. i df.i|/xmrpc. php B ock
66.249.78.240 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Unhaut hori zed URL Access on 147.237.72.166/eitan/listpage/ |B ock
38.111.147.83 |Wited Sates  |147.237.77.234|hal ag. i df .i|l |Mitiple Unhauthorized UR Access from 38.111.147.83 B ock 1
180.76.15.142  |China 147.237.76.42 [refuah.idf.il ?Eu;g?o r7'62_ i‘;;ﬂt,ﬁﬁfﬁsfeét‘lc” pts/jquery/jquery-1.4.2.mn.js Bl ock 1
81.171.81.118 |lhited Sates 147.237.0.34 |ti kshuv.idf.il|Paraneter Type Molation catld in ww tikshuv.idf.il/site/general .aspx B ock 1
66.249. 64.229 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
31.204.128.94 |Netherlands  |147.237.77.176 |nat pash. i df .i | muégggt' iy tpecn;fztset;nev\s/ e i 1. 5P Bl ock 1
141.8.132.78 gz::;”i on 147.237.77.216|dover.idf .i| |Uhauthorized URL Access to wawidf.il/daily B ock 1
66.249.79.130 |[lIsrael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/yohal an/ nai n/ nai n. asp Bl ock 1
58.7.246. 183 Australia 147.237.77.216|dover.idf .il |Miltiple Unauthorized URL Access from 58.7.246. 183 B ock 1
208.115.111.71 [thited Sates 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list2 htm B ock 1
81.171.81.118 |lhited Sates 147.237.0.34 |tikshuv.idf.i||Paraneter Type Mol ation docld in wwytikshuv.idf.il/site/ general . aspx B ock 1
38.111.147.83  |United Sates 147.237.76.42 [refuah.idf.il murt:f(ﬁall.za?il Lfa(;f .Aiclclisesrlrptlgtes/ gener al / shar ed/ user cont r ol s/ header upper / B ock !
141. 212. 122. 129|Wnited Sates 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to /x B ock
66.249.89.119 |Israel 147.237.77.216|dover. i df .i| [Unhauthorized URL Access to wanidf.il/arr/ B ock 1
58.7.246. 183 Australia 147.237.77.216|dover.i df .i| |Wauthorized URL Access to wwuidf.il/ reserver B ock
123.126.113.80 |China 147.237.72. 166 |aka. i df . i | ﬂ?“tzggr;;e%gln;ﬁfgf;utjgl yus/ general . asp Bl ock 1
66. 249. 78. 97 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
38.111.147.83 |wnited Sates 147.237.77.216|dover. i df.i| [Wauthorized UR. Access to www idf.il/894-he B ock 1
141. 212. 122. 129|Wnited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to /x B ock 1
64.9.58.217 Lhited Sates 147.237.77.216|dover.idf .i| |Unauthorized URL Access to wwn idf.il/894-en/idf gdover. aspx Bl ock 1
125. 26.37.108  |Thai | and 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
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