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M dover.idf.il
M eitan aka.idf.il
M aka. idf.il
Me halag.idf.il
M atal.idf.il
B anan.idf.il
I tikshuv.idf.il
M refuah.idf.il
chi nuch. aka. i df . i

M e. yohal an.idf .il

Il 84. 95. 208. 20
113.17. 175. 195
I 66. 249. 78. 146
195. 34. 150. 18
Il 66. 249. 64. 190
M 82. 150. 169. 36
[ 31.168. 14. 82
W 139. 162. 216. 112
136. 243. 5. 203
M 46. 19. 86. 248
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|Top Attackers | n DDoS- Def ence |

Attacker Address

Site

Device Action

Count

|Attacker Country

Target Address

Signature

113.17.175. 195 Chi na 147.237. 76. 202 e halag.idf.il B ock_Wp Al _Nets drop 165
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3
69. 197. 185. 21 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 2
74.91.20. 197 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-traf 1 forward 2
74.91. 23. 108 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forvward 2
185.94. 111. 1 Russi an Federation 147.237.76. 39 nobi | e.nei tav.idf.il B ock Np Al _Net drop 1
107. 150. 32. 62 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
14, 151. 190. 126 Chi na 147.237.76. 42 refuah.idf.il B ock_UWp Al _Nets dr op 1
14, 213.157. 174 Chi na 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1
69. 30. 198. 148 Lhited Sates 147.237.77.233 atal .idf.il bl ock-sp-traf 1 drop 1
81. 218. 65. 210 | srael 147.237.72. 156 anan.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Count

105. 158. 191. 141 Mbr occo 147.237.77. 216 dover.idf.il 0854: HTTP. upl oad* Access B ock 4
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
84.95.208.20  |Israel 147, 237.76. 200 |ei tan aka idr i1 || SAMNg Engine: TGP alid  finvalid segnent retransnission drop 222
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78. 146 |lhited Sates  |147.237.72. 166 |aka idf. il 9 =9 Invalid segnent retransmssion. | 114
Ret r ansni ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 36
Sreaning Engine: TCP Invalid i i ssi
66.249.64.190 |lnited Sates  |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
139. 162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
Sreaning Engine: TGP Invalid i i ssi
31.168.14.82  |israel 147. 237.76. 200 |ei tan. aka. i f . i 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.
82.150. 169. 36  |Czech Republic |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 21
136. 243.5.203 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
184. 227.67.149 |lhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 12
reanmn ine: TCP Invali i i ssi
82.81.81.138  |Israel 147, 237.76. 200 |ei tan aka idr i1 || SAMNg Engine: TGP alid  finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
198.58.102.49 |lWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
46. 19. 86. 248 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
212.179.71.70 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
216.53.158. 123 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreamng Engine: TCP Invalid i i ssi
82.81.81.142  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dropped.
76.3.79. 38 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
67.169.213. 105 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
46.19.86.248  |[israel 147.237.72. 166 |aka i df i Bad TCP sequence SINAK retransmt with different 1oy o s
w ndow scal e
157. 55. 39. 26 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
40. 77. 167. 59 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi
82.81.81.146  |Israel 147. 237.76. 200 |ei tan. aka. i f . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreaning Engine: TCP Invalid i i ssi
82.81.55.167  |Israel 147. 237.76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi
199.30.25.169 |Uited Sates  |147.237.76. 200 |ei tan. aka i df i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
174.37.194. 144 |uhited Sates  [147.237.76.198|e.yohal an.idf.il |Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 4
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i ssi
66.249.78.206 |lhited Sates  |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.53.8.51 I'sr ael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.126.82.2  |israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.66.184 |Wnited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
Russi an D Streaming BEngine: TCP Invalid |invalid segnent retransnission.
178.154. 189. 8 ration 147.237.72. 166 |aka.idf.i | Ret 1 ansni ssi on Packet dr opped. drop 3
Russi an . o Streaning Engine: TCP Invalid |invalid segnent retransmission.
130.193. 37. 16 eration 147.237.0.34 |[tikshuv.idf.il Ret r ansm ssi on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi
66.249.64. 177 |United Sates  |147. 237. 76. 147 |chi nuch. aka i of i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
79.177.146.36 | srael 147.237.77. 243 |robi L e. i of . i1 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.78.199 |[lnited Sates  |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
207.46.13.173 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi
37.26.147.237 |israel 147. 237.72. 166 |aka. i df .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 2
66. 102. 6. 131 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
66.249.64.233 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
174.37.194. 144 |wited Sates |147.237.76.200(eitan. aka idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover . i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 102
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df .i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 84
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 8
66.249. 64. 233 |l srael 147.237.77.216|dover . i df . i | Mil tiple Unhaut horized URL Access from 66. 249. 64. 233 B ock 8
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 6
66. 102. 7. 240 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 3
66.102. 6. 131 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waw i df.il/error.htm B ock 2
66.102. 6. 191 Lhited Sates [147.237.77.216|dover.idf.il D stributed Whaut hori zed UR. Access on waw i df.il/error.htm Bl ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il PHP At t enpt Bl ock 2
ny- kosher - kravi . i df .
200. 74. 240. 180 |Panana 147.237.0. 16 O Uhaut hori zed URL Access to 147.237.0. 16/ B ock 1
66. 102. 7. 233 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock
69.197.185.21 [lhited Sates [147.237.76.147|chinuch. aka.idf.il [Dstributed Unauthorized URL Access on wa f c376. con B ock
66.249.64.172 [Israel 147.237.76.200(ei tan. aka. i df . i | Uhknown Paraneter tab in v ei tan. aka. idf.il/938-he/eitan. aspx None 1
. . Uhaut hori zed URL Access to
212.235.65. 236 |[lIsrael 147.237.77.233|atal .idf.il atal i i1/ shar ed user cont rol s/ header upper/ B ock 1
] . . Uhaut horized URL Access to aka.idf.il/mluinitenpl ates/
157.55.39. 191 [lhited Sates |147.237.72.166|aka. i df .i | http: /ww aka. i df i1/ p storagelfi| es/ 6/ 66556, pef B ock 1
65. 51. 58. 33 Uhited Sates |147.237.72. 156 |anan. i df . il Uhaut hori zed URL Access to list.ips.gov.il/list20050529. htm Bl ock 1
84.95.208.20 | srael 147.237.76. 200 |ei tan. aka. i df . i | tnknown Fer anet er Sear chext in None 1
Wi ei tan. aka. i df . i | /938-he/ ei t an. aspx
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl in vww aka.idf.il/chinuch/fag/default.asp  |None 1
204.79.180.10 |lnited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 1
72.9.148.10 Lhited Sates |147.237.72.166|aka. i df .l Mil tipl e Uhaut hori zed Method for Known URL from 72.9.148. 10 B ock 1
. . Uhaut hori zed URL Access to waw atal . idf.il/1464- he/ NAabmLN MAN
66.249.64.176 |l srael 147.237.77.233atal .idf.il aspx. NpODALT Bl ock 1
. . Uhaut hori zed URL Access to
164.132.161. 4 |ltdly 147.237.77.74 [lawidf. il vy | aw i df . i |/t enpl at es/ t enpl at econt r ol s/ news/ NXoNN NANDY Bl ock !
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on waw i df.il/894-en Bl ock 1
. . O stributed Unaut hori zed URL Access on
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ ei tan/ | st page B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 145 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ j query. pl ugi ns/slider.js Bl ock !
204.79.180.100 |lnited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 1
123.126.113.80 |China 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
72.9.148.10 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ kapat z/ B ock 1
66.249.64.230 |Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 1
174.37.194. 144 |Uited Sates |147.237.76.200(ei tan. aka.idf.i | Lhaut hori zed URL Access to / Bl ock 1
66. 102. 6. 188 Lhited Sates |147.237.77.216|dover.idf.il D stributed Whaut hori zed UR. Access on waw i df.il/error.htm Bl ock 1
. . O stributed Uhaut hori zed URL Access on
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ ei tan/ | st page B ock 1
. . Uhaut hori zed URL Access to
66.249.64. 151 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pts/j query/j query-ui.js Bl ock !
204.79.180.171 |lLnited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 1
141.212.122. 129|thited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to /x B ock 1
74.91. 20. 197 Lhited Sates |147.237.76.200|eitan. aka.idf.il Unaut hori zed URL Access to www 178t x. cond Bl ock 1
198. 20. 69. 74 Uhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
68. 180. 229. 241 Lnited Sates [147.237.77. 176 [nat pash. i df . i | Faraneter Type M ol ation Pageimin Bl ock 1
W cogat . i df . i1 /1043-ar/ cogat . aspx
66.249. 64. 157  [Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css Bl ock
204.79.180.197 |lLnited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock
157. 55. 39. 26 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/1679- 18967/ dover . aspx B ock
. . . Uhaut hori zed URL Access to
66.249. 66. 184 [l srael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i o . i 1/ i 1/ gi yus/ general . aspx B ock 1
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