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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count |
113.17.175. 195 Chi na 147.237.76. 202 e halag.idf.il Bl ock_UWp Al _Nets drop 136
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 6
81.218. 65. 210 | srael 147.237.72. 156 anan.idf.il B ock Udp Al Nets drop 3
173. 208. 197. 254 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forvard 2
69. 30. 198. 146 Lhited Sates 147.237.76. 30 hi nush. i df.il bl ock-sp-traf 1 f orward 2
69. 30. 198. 148 Lhited Sates 147.237. 76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
123.151. 42. 61 Chi na 147.237. 76. 39 nobi | e. nei tav.idf.il B ock_Udp All _Nets_Con_Limt drop 1
74.91.18. 45 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-trafl drop 1
107. 150. 32. 58 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df .i | bl ock-sp-traf 1 drop 1
125. 202. 88. 129 Japan 147.237. 76. 86 navy.idf.il Bl ock Wp Al Nets drop 1
74.91. 20. 196 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
185. 103. 252. 98 Russi an Federation 147.237.76. 148 gocenter. aka.idf.il Bl ock_UWp Al _Nets drop 1
107. 150. 32. 59 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
69. 30. 198. 149 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-trafl drop 1
173. 208. 197. 252 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

At acker

Target Address ‘ Ste

‘Signature

Gountry

reamn ine: TCP Invali i i ssi
66.249. 78, 146 |Uited Sates  |147.237. 72, 166 |akaicr. it |2 AM NG Engine: TP aid Invalid segnent retransmssion. drop 72
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
84.95.208.20 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 63
Ret r ansmi ssi on Packet dr opped.
89. 92. 245. 15 France 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 56
205.203.135.1 |[Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 51
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 43
173. 236.241. 87 |Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 40
Sreaning BEngine: TCP Invalid i i ssi
82.81.81.142 |Israel 147. 237. 76. 200 |ei tan. aka i f . 9 =9 Inval i d segnent retransnission. drop 36
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
84.95.208.20 |Israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransnssion. drop 33
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
31.168.14.82 |Israel 147. 237. 76. 200 |ei tan. aka i f . 9 =9 Inval i d segnent retransnission. drop 26
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
66.249.66. 184 |United Sares  [147.237.0.34 |tikshv.icr. i |2 SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 24
Ret ransm ssi on Packet dr opped.
197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 21
82.165. 137. 121 |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 20
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
95.91. 210. 156 |Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 16
Sreaning Engine: TGP Invalid i i ssi
82.81.81.138 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segment retransmssion. drop 16
Ret ransm ssi on Packet dropped.
50. 116. 30. 23 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
Sreaning Engine: TQP Invalid i i Ssi
66.249.64.190 |hited Sates  |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
i Sreaning Engine: TGP Invalid i i ssi
93. 158. 152. 201 |SS an 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segment retransmssion. drop 6
Federati on Ret r ansn ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
84.95.208.20 |Israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
207.46.13.173 |Wited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
37.46.41.197 |[lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
Sreaning Bngine: TCP Invalid i i ssi
82.81.55.167 |l srael 147. 237. 76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. drop 4
Ret r ansm ssi on Packet dr opped.
68. 180. 231. 43 |[lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
174.69. 169. 216 |Lhited S ates 147.237.76.201e.atal .idf.il |Geo-| ocati on enfor cenent Geo-1 ocation i nbound enf orcenent |drop 4
157. 55. 39. 26 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
40. 77. 167. 59 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
Sreaning BEngine: TCP Invalid i i ssi
66.249.78.223 |Wited Sates  |147. 237. 77. 243 |nobile.i f i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
77.126.82.2  |israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Russi an . .. |Streaning Engine: TCP Invalid Invalid segnent retransnission.
37.9.122.203 Federati on 147.237.0.34 |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
66. 249. 93. 184 |Eur ope 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109. 65. 100. 202 |I srael 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 64. 167 |Lnited Sates  |147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
46.19.85.79  [Israel 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
5.102.195. 110 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Bngine: TQP Invalid i i ssi
66. 249. 93. 249 |Eur ope 147.237.72. 166 |aka. i df .i | 9 59 Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
i Sreanming Engine: TGP Invalid i i ssi
130.193.51. 91 |Fssian 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Federati on Ret r ansni ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i ssi
66.249.64.170 |hited Sates  |147.237.72. 166 |aka.i df . i | g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249. 64. 172 |Wited Sates  |147.237.76. 200 |ei tan. aka. i of .i 9 =g Inval i d segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
66.249.78.199 |[Wnited Sates  |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
8.37.70. 243 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
66. 249. 64. 233 [lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
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Streaning Engine: TGP Invalid Inval i d segnent retransnission.

82.81.81.146 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i .
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 122
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 72
84. 95. 208. 20 | srael 147.237.77. 226 V\:V\:W chamat z. aka. i df Mil tiple Unauthorized URL Access from 84. 95. 208. 20 B ock 25
84. 95. 208. 20 I srael 147.237.77.216|dover. i df .i | PHP Att enpt B ock 12
84. 95. 208. 20 I srael 147.237.77. 226 V\:V\rN chamat z. aka. i df PHP At t enpt B ock 10
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock

66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249, 64. 233 B ock

149. 202. 239. 134|France 147.237.77. 216 |dover . i df . i | ma?ztfe: Jylp;x::vaé;\?; _P:Sg)':“mi n B ock 6
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | mrii dﬁl{[ield/ E‘;gfiﬁ; d?\//ﬁ _\';s:)il ip‘;r; . er PagenLm Bl ock 6
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 5
194. 114. 146. 227|I srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 5
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 4
84. 95. 208. 20 | srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Ml tiple Unaut horized URL Access from 84. 95, 208. 20 Bl ock 3
40. 77. 167. 59 Lhited Sates 147.237.77.216|dover.i df .i | Distributed Whaut horized LRL Access on waw idf.il/error. htm B ock 2
207.46.13.173 [lnited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on waw i df.il/error. htm B ock 2
84. 95. 208. 20 | sr ael 147.237.77.234|hal ag. i df . il PHP Attenpt B ock 1
54,210.18.124 |wited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
207. 46.13. 63 Lhited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ robot s. t xt B ock 1
66. 249. 66. 184 |l srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut horized URL Access from 66. 249, 66. 184 B ock 1
141. 212. 122. 129|Wnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to /x B ock 1
84.95. 208. 20 | srael 147.237.77. 226 \A:V\:W chamatz.aka. il \Ammxel\lzmc:;)rrr;tz;daklf_i d‘}ccleislst etr?pl at es/ honepage/ di v.item Bl ock !
84. 95. 208. 20 I srael 147.237.76.86 [navy.idf.il PHP Attenpt Bl ock 1
164.132.161.91 [italy 147.237.72. 166 |aka. i df . i | m“;krg’f ;f‘ﬂ /'\i"’;tu??gﬁacfp/rsfe‘; chresul ts. asp Bl ock 1
68.180.231.43 [lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df.il/894-en Bl ock 1
66.249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei t an/ t muna/ B ock 1
117.78.13.18 Chi na 147.237.72.167|i shuri maka. i df . il Uhaut hori zed URL Access to 147.237.72. 167/ robots. t xt B ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
66.249. 66. 184 |l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to wwu tikshuv.idf.il/894-en B ock 1
52.29.5.56 Ger many 147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock 1
173.208. 197. 254|lhited Sates  |147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to ww xy966. coni Bl ock 1
72.9.148.10  |Wited Sates  [147.237.76.86 |navy.idf.il m“tnzs;' e e vy, aspx. asp B ock 1
66.249. 64. 191 | srael 147.237.77.74 |lawidf il w@uf;ﬁrifﬂ /ur;eﬁcplcgf;/tg;me/getme. asp Bl ock 1
141.8.132. 78 :3::;’} on 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/daily Bl ock 1
84.95.208.20 | srael 147.237.77. 216 |dover . i df . i | mult erl' ff{‘enﬁafgg/esjn;gage/ v k. pho Bl ock 1
149. 202. 239. 134|France 147.237.77. 216 |dover . i df . i | m“itg‘fo_ri'lzletdengfgﬁzr ;;’/ user cont ol o header Upper B ock 1
66.249.78.104 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
52.29. 5. 56 Ger many 147.237.77. 216 |dover. i df .i | O stributed Suspicious Response Code Bl ock 1
141. 212. 122. 129|Wnited Sates 147.237.76.30 |[hi nush.idf.il Unaut hori zed URL Access to /x B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . il PHP At t enpt B ock 1
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | l‘ﬂ?“tzg‘;r if;‘igg‘e (ﬁc:f;sn;g/ enl ar ge. asp Bl ock 1
54.210.18.124 |lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock

84. 95. 208. 20 | sr ael 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock 1
194. 114. 146. 227 I srael 147.237.76.42 |refuah.idf.il w;“rtefhiz ;e:l _Li’gf‘_fffgss_;t%ragemlesm B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi .idf.il PHP Att enpt B ock 1
141. 212. 122. 129|Wnited Sates 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to /x B ock 1
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