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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 15383
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 598
113.17.175. 195 Chi na 147.237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 192
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6

81. 218. 65. 210 I srael 147. 237.72. 156 anan. i df.il Block Udp All Nets drop 3
79.178.112. 168 | srael 147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 3

107. 150. 32. 60 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |bl ock-sp-trafl forward 2

107. 150. 46. 38 Lhited Sates 147.237. 76. 200 eitan aka.idf.il bl ock-sp-traf 1 forward 2
74.91.18. 44 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 forward 2

69. 30. 198. 147 Lhited Sates 147.237. 72. 156 anan. i df.il bl ock-sp-traf 1 drop 1
74.91.17.181 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
94.102. 52. 10 Net her | ands 147.237.76. 31 nakchal .idf.il ock Wdp Al _Nets drop 1

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
reamn ine: TCP Invali i i ssi
109.65.136.1  |Israel 147.237.72. 166 |aka. i f . Srea g Engi ne P Invalid invalid segnent retransnission drop 327
Ret r ansni ssi on Packet dropped.
77.126.72.105 |lsrael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 127
reanming BEngine: TCP Invali i i ssi
66.249.78.146 |Wnited Sates  |147.237.72. 166 |aka i df.il Streamng Engi ne: TCP Invalid  invalid segnent retransmission drop 120
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.70.42.255  |Israel 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. 87
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
79.181.229. 179 | srael 147. 237.76. 200 [ei tan aka i o1 | SAM NG Engine: TCP Invalid invalid segnent retransnissi on, drop 51
Ret ransmi ssi on Packet dropped.
o SN retransmit wth different .
81.218.179.41 |[lIsrael 147.237.77. 234 |hal ag.idf il Bad TCP sequence wi ndow scal e noni t or 50
reanming BEngine: TCP Invali i i ssi
79.183. 255. 165 || srael 147, 237.72. 167 | shuri maka. i o || S2M NG ENgine: TQP Invalid invalid segnent retransnissi on, drop 42
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.126.82.2  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 15
Ret r ansni ssi on Packet dropped.
46.63.143.28  |Ussian 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SN drop 9
Federati on
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
Sreaming Engine: TGP Invalid i i ssi
87.70.42.255  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i sSi
89.139.141.5  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.64.190 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
172.56.28.189 |Wited Sates  [147.237.72. 156 |anan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
5.102.254. 118 |l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 5
188. 138.9.41 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 206 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5
5.29.82.197 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
46.117. 128. 146 | srael 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 170 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber monitor |4
37.26.148.249 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 4
5.29. 82. 197 | srael 147.237.0.19 |nadi matal .idf.il|SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
37.26.148.249 |lIsrael 147.237.72. 166 |aka.i df.il Bad TCP sequence Invalid ACK nunber noni t or 4
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
5.29.82. 197 I srael 147.237.0.19 |madimatal.idf.il|Bad TOP sequence SIAK retransmt with different | oo |4
w ndow scal e
40.77.167.59 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
37.26.148.210 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
37.26.148.249 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d sequence nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
109. 64. 189. 250 |l srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
37.26.148.249 |[lIsrael 147.237. 72. 166 |aka. i df .i | SYN Att ack rej ect
109. 64. 235.60 |l srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
79.183.64.46  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. -y 3
Ret r ansni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
109. 253. 200. 225|i srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid invalid segnent retransmission drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.206 |lnited Sates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
37.26.148.249 | srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SAXK retransmt with different 1ooniior [
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
5.22.129.85  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66. 249. 93. 249  |Europe 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
188. 120. 148. 138/l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi
109. 160. 207. 109|1 srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 224. 61 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
87.70.12.145  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.138  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
2.53.4.150 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
87.70.12. 145 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
207. 46. 13. 41 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
5.29.82.197 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber alert 2
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
173.252.90. 233 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.29. 82. 197 | srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 145
185.32.179.32 |lIsrael 147.237.0.19 |nadimatal .idf.i|l [Dstributed Suspicious Response Code B ock 62
. . . Par aneter Type Mol ati on Qurrent Password in
46. 19. 85. 232 I srael 147.237.77. 243 |nobi l e. i df . i | mobi | e.i df i |/ sachar/ changepassvor d B ock 11
46.116.63. 207 [l srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 8
37.238.140.77 |iraqg 147.237.77. 216 |dover.idf .il O stributed Unauthori zed URL Access on wanidf.il/arr/ B ock 5
79.180.152. 74 |Israel 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 3
2.53. 40. 30 I srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
87.69.168. 165 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 2
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unauthori zed URL Access from 66. 249. 64. 233 Bl ock 2
178. 62. 4. 206 Uhi ted Ki ngdom |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/arr/ B ock 2
46.19. 86. 251 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response CQode B ock 2
46. 19. 85. 179 I srael 147.237.77.216|dover . i df . i | Il1egal HITP \ersion B ock 1
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 178. 255, 215. 87 B ock 1
107. 150. 46. 38 |Uited Sates 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to www fc376. cond B ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |l srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ edi d yoman/ yonan. asp B ock 1
nobi | e. nei tav. idf.i .
150. 70. 188. 165 |Japan 147.237.76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
87.69.168.165 |[Israel 147.237.77.216|dover.idf .i | Ml tipl e Unaut hori zed URL Access from 87.69. 168. 165 Bl ock 1
] ] ] Unknown Paraneter &SortDr in
66.249. 64. 167 |l srael 147.237.76.200 |ei tan. aka. idf. il | 0 i1/ 938 heleitan. aspx None 1
46.19. 85. 179 I srael 147.237.77. 216 |dover.idf .il Mal formed URL he-us, en-us; g=0. 8 B ock 1
130. 185. 155. 82 |Sweden 147. 237.76. 147 |chi nuch. aka. i df . i | |[PHP Attenpt B ock 1
66.249. 79. 254  |Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/eitan/t muna/ defaul t.asp B ock 1
46.116.200.15 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx |Bl ock 1
31.13.110.111 [ireland 147.237.77. 216 |dover. i df . i | O stributed Unauthorized URL Access on wanidf.il/arr/ B ock 1
. . D stributed Lhaut hori zed URL Access on
150. 70. 188. 171 |Japan 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
66.249. 64.219 I srael 147. 237.77. 176 |nat pash. i df . i | thauthorized URL Access to Bl ock 1
waw cogat . i df . i |/ usef ul i nf or mat i on/ news/ pages/ pascha. aspx
207.46.13.173 |thited Sates 147.237.77. 216 |dover . i df . i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
46.19. 85. 179 I srael 147.237.77. 216 |dover.idf . il Unknown HTTP Request Method -Language: in URL he-us,en-us [B ock 1
130. 185. 155. 82 |Sweden 147. 237.76. 147 |chi nuch. aka. i df . i | [Wauthorized URL Access to wwu chi nuch. aka.idf.il/wp-1ogin.php [B ock 1
51. 255. 65. 3 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwv aka.idf.il/mlitary-police B ock 1
Russi an . . Unaut hori zed URL Access to
176.52.56. 16 Fedor at i on 147.237.72. 156 |anan. i df . i | vown anan. i o i 1/ modi i 1/ cont rol s/ 1 ogi n. aspx B ock 1
87.69.168. 165 |[lIsrael 147.237.77.216|dover.idf .i | Uhaut hori zed UR. Access to v idf.il/sip storage/files/ 1/ B ock 1
] . . Paraneter Type M ol ati on PageNumin
208.115.111. 73 |hited Sates 147.237.77. 216 |dover. i df . i | v i df i 1/ 1129- he/ dover . aspx B ock 1
141.8.132.78 RJSIS:;”i o 147. 237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/daily B ock 1
. - Unaut hori zed URL Access to
81.218.179.41 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
58.250.93.83  |China 147.237.77. 216 |dover . i df . i | WL i's Above Root D rectory B ock 1
wwy i df.il/../shared/ usercontrol s/ header upper/
37.239.135.128 |[iraqg 147.237.77.216|dover.idf .il O stributed Unauthori zed URL Access on wanidf.il/arr/ B ock 1
. nobi | e.neitav.idf.i _
107.150.32.60 |lLhited Sates 147.237.76. 39 | Unaut hori zed URL Access to ww f c376. cond B ock 1
66.249. 73.206 |l srael 147.237.77. 170 [n@ar achot . i df . i | Lhaut hori zed URL Access to naarachot . i df . il/nobil e/ Bl ock 1
. . D stributed Lhaut hori zed URL Access on
2.53. 40. 30 I sr ael 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
141.212. 122. 129|lnited Sates 147.237.0.15 |kosher-kravi .idf.il|Wauthorized URL Access to /x B ock 1
87.69. 129. 22 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/ B ock 1
65.55.210.210 [lhited Sates 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
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