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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 13075
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6179
95. 185. 105. 238 Saudi Arabia 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- Pr oduct dest - r eset 231
113.17.175. 195 Chi na 147. 237. 76. 202 e halag.idf.il Bl ock Wdp All Nets drop 184
85. 65. 60. 227 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 101
81. 218. 65. 210 | srael 147.237.72. 156 anan.idf.il Bl ock_Ulp Al _Nets drop 12
95. 185. 105. 238 Saudi Arabi a 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- Ur | dest - r eset 7

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6
107. 150. 32. 61 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forward 2

80. 82. 78. 38 Net her | ands 147.237.76. 30 hi nush. i df.il bl ock-sp-traf 1 forward 2
74.91.17.179 Lhited Sates 147.237.76. 200 eitan. aka. idf.il bl ock-sp-traf 1 forward 2
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2
61.182. 170. 38 Chi na 147.237.76. 197 e hinush.idf.il JLMPurple Gon Limt_Tcp drop 1
37.97.185. 129 Net her | ands 147.237.76. 199 e. nakchal .idf.il Block Np Al _Net drop 1
46.174.52. 5 Russi an Federati on 147.237.76. 199 e. nakchal .idf.il L4 Source or Dest Port Zero drop 1
149. 78. 126. 217 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
46.174.52.5 Russi an Federation 147.237.0.35 akaws. i df .i | L4 Source or Dest Port Zero drop 1
107. 150. 32. 62 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 drop 1
46.174.52. 5 Russi an Federati on 147.237.77.178 e. nat pash. i df .i | L4 Source or Dest Port Zero drop 1
37.97.185. 129 Net her | ands 147.237.76. 86 navy.idf.il Block Np Al _Net drop 1
74.91.17.181 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
46.174.52. 5 Russi an Federation 147.237.72. 156 anan. i df .| L4 Source or Dest Port Zero drop 1
107. 150. 46. 38 Lhited Sates 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 drop 1
46.174.52. 5 Russi an Federati on 147.237.77. 243 nobi | e.idf.il L4 Source or Dest Port Zero drop 1
37.97.185. 129 Net her | ands 147.237.76. 176 test.ncore.idf.il Block Np Al _Net drop 1

80. 82. 78. 38 Net her | ands 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 drop 1
46.174.52. 5 Russi an Federation 147.237.72. 167 ishurimaka.idf.il |L4 Source or Dest Port Zero drop 1
84.111.42. 162 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature
95. 185. 105. 238 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 102
Pal esti ni an Do -
37.8.64. 44 Territory, Ceeup ed 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 34
76.109. 68.223 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
; . . SYNretransmt wth different .
149. 78. 97. 50 Lhited Sates 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal e monitor |15
40.77.167.59 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15
146. 148. 67. 248 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
151.24.159.54 |italy 147.237.72. 166 |aka. i df i drop First packet isn't SN drop 14
Sreaning Engi ne: TCP i i ssi
79.181.137. 213 | srael 147.237.0.34  |tikshuv.idf.il mng tngine: 1 Invalid segnent retransmssion. |, 12
Inval i d Retransmission Packet dropped.
105.112.32.48 |Ngeria 147. 237.77. 216 |dover.idf.i| drop First packet isn't SWN drop 11
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
177.92.51. 109 |Bazil 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
37.26.148.179 |[Israel 147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop
149.78.97.50  |United Sates 147.237.77. 234 |nal ag. i of . i Bad TCP sequence SWNretransmt wth different |00 fg
wi ndow scal e
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
e SYNtACXK retransnmt wth .
84.108.10.192 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence different vindow scal & monitor |7
54.72.73. 168 Irel and 147. 237.77. 216 |dover.idf il drop First packet isn't SWN drop
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
S reaning Engi ne: TCP i i ssi
109. 226. 45,130 |l srael 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransmnission Packet dropped.
157. 55. 39. 26 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
S reaning Engi ne: TCP Invali d segnent retransnhission
66.249.93.180 |Europe 147. 237.72. 166 |aka. i df .i | . - " |drop 6
Inval i d Retransmnission Packet dropped.
79.176.130. 218 |l srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
84.108.10.192 |[Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
31.210. 186. 140 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
41.44.58. 174 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
207.46.13.173 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
46.19.85.189  |[israel 147.237.77. 226 [} chamatz.aka.idf oy TOP sequence Invalid ACK nurber moni tor |4
37.26.148.179 |lsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 4
S reaning Engi ne: TCP i i ssi
93.172. 194. 189 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | mng tngine. Invalid segnent retransmssion. f 4
Inval i d Retransnission Packet dropped.
reamng Engi ne: T i i ssi
46.121. 116. 245 |Israel 147.237.76. 200 |ei tan. aka. i of . i Streamng Engine: TCP Invalid segnent retransmssion. | ., 4
Inval i d Retransnission Packet dropped.
37.26.148.179 |Israel 147.237.0.34 [tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
52.16.5. 197 Irel and 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 4
84.95. 57. 206 | srael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
31.210. 186. 118 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [alert 4
46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
Sreaning Engi ne: TCP i i ssi
65.55.210. 103 |tited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine: ! Invalid segnent retransmssion. |, 4
Inval i d Retransmnission Packet dropped.
37.26.148.179 |lsrael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 4
Pal esti ni an . -
188. 161. 91. 37 Territory, CGeeupi ed 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
s SYN+tACXK retransnmt wth .
46. 19. 85. 242 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence different vindow scal & monitor |4
37.26.148.179 |[Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber monitor |4
Pal esti ni an Do -
188. 225. 132. 124 Territory, Ceeupi ed 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreaning Engi ne: TCP i i ssi
176.13.3.37  |israel 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
79.183.136.13 |israel 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssi on Packet dr opped.
5.22.135. 168 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni tor |3
S reaning Engi ne: TCP Invalid segnent retransnission
66.249.93.245 |Europe 147. 237.72. 166 |aka. i df .i | . - " |drop 3
Inval i d Retransmnission Packet dropped.
S reaning Engi ne: TCP i i ssi
109.160.181.0 |Israel 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
77.127.84.192  |israel 147. 237.72. 166 |aka. i of .11 mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry Target Address |Site dgnature Action ‘Count
46. 19. 86. 21 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 84
46. 19. 86. 21 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock
5.29. 82. 197 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock
147. 75. 208. 226 |t zerl and 147.237.77. 216 |dover . i df . i | Distributed thaut horized LR Access on B ock 2
wwnidf.il/error.htm
37.26.149. 168 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19.85.232 |Israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Qurrent Password in B ock 2
nobi | e. i df . i|/sachar/changepasswor d
. . D stributed Unaut hori zed URL Access on
66. 249. 78. 246 |l srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ ei tan/ | i st page/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ edi m yonan/ enl ar ge. asp B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
176.13.3.37 I srael 147.237.72. 166 [aka. i df . i | v aka. | df . i |/ mai v sachar / mar ki veysachar . aspx None 1
. . D stributed Unaut hori zed URL Access on
109.64.22.76 |l srael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
2.53.16.61 I'srael 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
79.177. 116. 106 || srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css B ock 1
. . Uhaut hori zed URL Access to
213.57.129.54 |lsrael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1135- he/ at al . aspx B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 233 |l srael 147.237.77.216|dover . i df . il ww i df i 1/atal 1/ zkor/ print_bottomasp B ock 1
149.78.23.191 |Wited Sates 147.237.76.86 |navy.idf.il PHP At enpt B ock 1
. . Uhaut hori zed URL Access to
85.65.31. 90 I'srael 147.237.77. 216 dover . i df . i wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
. . Uhaut hori zed URL Access to
66.249.79. 142 |Israel 147.237.76.86 |navy.idf.il navy. i df .11/ edi i yoran/ yonan. asp B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 151 |l srael 147.237.76.42 (refuah.idf.il 147. 237. 76. 42/ 994- 8929- he/ r ef uah. aspx B ock 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.idf .l www. i df . il /1133-19108- he/ kkkkkkk=8af de7bSkkkkkkk_8 |Bl ock 1
af de7b5
109. 67. 177. 122 |I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Uhauthorized URL Access from109.67.177.122  |B ock 1
Uhknown Par anet er
5.29.20.21 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$cphSachar $cb14640971 in None 1
wn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
. . Uhaut hori zed URL Access to
79.177. 116. 106 || srael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl ef shar ed/ t ext . css B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 66. 50 | srael 147.237.0. 34 tikshuv.idf.il tikshuv. i df . i 1/ nai v gi yus/ gener al . aspx Bl ock 1
. . . Uhaut hori zed URL Access to
149.78.97.50 |Wnited Sates 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1134- he/ at al . aspx Bl ock 1
Macedoni a, the Forner . .
89. 205. 28. 238 Vugos! av Republ i ¢ of 147.237.77.216|dover. i df . il PHP Attenpt B ock 1
68.180.230. 45 |Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 64. 182 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | ot chi nuch. aka. i df i 17404, htm B ock 1
199.30.24.102 |Wited Sates 147.237.77. 216 |dover . i df . i | Distributed thaut horized UR. Access on B ock 1
wan i df.il/error. htm
. . Uhaut hori zed URL Access to
109. 67. 177. 122 |I srael 147.237.72. 166 [aka. i df . i | aka.i of.i1/si pstoragel il es/ 5 71725, poff B ock 1
. . . Uhaut hori zed URL Access to
80. 82.78. 38 Net her | ands 147.237.76.30 |hi nush.idf.il vaw bai du. cond cache/ gl obal /i n/ gs. g f B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ ei tan/ | i st page/ B ock 1
. . Unknown Par anet er ctl 00$ct | 00$cphMai nScphSachar $ct | 41
46.120.52.252 |lsrael 147.237.72. 166 |aka. i df . i | i n ww aka i o . i |/ nai v sachar/ paysl i ps. aspx None 1
-kosher-kravi .id
157. 55. 39. 27 Lhited Sates 147.237.0. 16 ;Tyi | Unaut hori zed URL Access to waww ny- kosher-kravi.idf.il/ B ock 1
Macedoni a, the Forner . . . . .
89. 205. 28. 238 Yugosl av Republ i ¢ of 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to ww idf.il/xmrpc. php B ock 1
) . . D stributed Unaut hori zed URL Access on
68. 180. 230. 184 |Lhited Sates 147.237.77.233|atal .idf .il 147. 237 77 233/ r obot 5. £ xt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 230 |l srael 147.237.77. 216 (dover. i df . il 147, 237. 77. 216/ 1133- 20624- he/ dover . aspx Bl ock 1
) . . Uhaut hori zed URL Access to
208.115. 111. 73 [Lhited Sates 147.237.77. 216 |dover . i df . i | v i df i |/ 1283- 17474- en/ dover . aspxht t p: / Bl ock 1
. . Uhaut hori zed URL Access to
84.95.57.206 |lsrael 147.237.77.74 |lawidf.il wiw | aw i df i1 /i nages/ L. he/ i nf ocent er i t end B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 78. 240 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp B ock 1
46.120.131.6 |Israel 147.237.77. 216 |dover. i df . i | Distributed thauthorized UR. Access on B ock 1
v i df i |/ https: /wwidf.il/
157.55.39.96 |lhited Sates 147.237.77.233|atal .idf.il Abnormal |y Long Request URL B ock 1
. . Uhaut hori zed URL Access to
95. 86. 66. 60 I srael 147.237.77.216|dover. i df . il ww i i1/t enpl at es/ art i cl ef nobi | e B ock 1
74.91.17.179 |Wited Sates 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to www Xy966. cond B ock 1
. . Uhaut hori zed URL Access to
213.57.129.54 |lsrael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
66. 249. 64. 233 |l srael 147.237.77. 216 |dover. i df.i Mil tipl e Unauthori zed URL Access from 66. 249. 64. 233 B ock 1
149.78.23.191 |lhited Sates 147.237.76.86 |navy.idf.il Mil tipl e Uhaut hori zed UR. Access from 149. 78. 23. 191 B ock 1
85. 64. 21. 70 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
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