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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 78. 97 | srael 147.237.77.170 naar achot . i df .il TCP handshake viol ation, first packet not syn drop 4125
77.126.72. 106 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1475
66. 249. 78. 96 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 473
66. 249. 78. 111 | srael 147.237.77.170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn drop 355
10.0.0.2 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 20
66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 9

66. 249. 67. 34 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 6
71.57.170. 180 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
77.126.123. 74 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1

66. 249. 67. 157 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 1
84.228. 193. 227 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te |NarTe |I:evi ce Action |Count |
79.176.111. 55 | srael 147.237.77.233 |atal.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 3
46.19.85.1 | srael 147.237.77.216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
63.115. 50. 73 Lhited Sates 147.237.0. 34 tikshuv.idf.il1]0932: HTTP. Shell Command Executi on (bash) B ock 1
77.127.206.198 |lsrael 147.237.0. 34 tikshuv.idf.il|CLO0O0004: HTTP:. options nethod (M crosoft) B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 74 lawidf.il DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country | Target Address |Ste [Name | count |
80. 246. 138. 108 | srael 147.237.72.166 |aka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 30
63. 115. 50. 73 Lhited Sates 147.237.0.34 tikshuv.idf.il ET WEB SERVER Possi bl e OVE-2014-6271 Attenpt in Headers 5
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 4
85. 65. 152. 105 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
79.177.8.216 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_ RULES DOS attack 01/2012 2
66.249.78. 111 Lhited Sates 147.237.77.170 |maarachot.idf.il ET SCAN NVAP -sA (2) 2
63. 115. 50. 73 Lhited Sates 147.237.0. 19 nadi matal .idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 2
63. 115. 50. 73 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 2
84.228.111. 33 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46.162. 116. 49 Sweden 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
157.7. 84. 80 Japan 147.237. 8. 24 elifestyle.idf.il ET SCAN NVAP -sS w ndow 2048 1
157.7.84. 80 Japan 147.237.8. 24 e lifestyle.idf.il ET SCAN NVAP -f -sS 1
104. 192. 0. 20 147.237.0. 17 m ny- kosher - kravi . i df. il ET SCAN NVAP -sS w ndow 1024 1
103. 24. 56. 218 | ndonesi a 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
103. 24. 56. 218 | ndonesi a 147.237.0. 16 ny- kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 30 hi nush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91.232.101. 24 Lebanon 147.237.77.216 |dover.idf.il portscan: TCP D stributed Portscan 1
46.162. 116. 49 Sweden 147.237.77.235 |sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
88. 249. 106. 23 Tur key 147.237.77.212 |e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
157.7.84.80 Japan 147.237.8. 24 e.lifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
72.69.217.117 Lhited Sates 147.237.77.216 |dover.idf.il portscan: TCP O stributed Portscan 1
104. 192. 0. 20 147.237. 0. 200 mdu. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
103. 24. 56. 218 | ndonesi a 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
63. 115. 50. 73 Lhited Sates 147.237.0. 17 m ny- kosher -kravi . i df . il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 1
103. 24. 56. 218 | ndonesi a 147.237.0. 17 m ny- kosher - kravi . i df.i | ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77.234 |halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
98. 143. 148. 107 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
61.183.128. 6 Chi na 147.237.77.179 |e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.224.132.118 Russi an Federation |147.237.72.14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Country

91.232.101.24 |Lebanon 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 17
46.116.52.126 |Israel 147.237.77. 243 |nobil e.i of . Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 10
Packet dropped. Ret r ansn ssi on
23.117.221.133 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 6
2.52.178. 61 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
37.26. 146. 228 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
207. 46. 13. 52 Lhited Sates |147.237.77.216|dover.idf.il FHrst packet isn't SN drop drop 3
149.78.186.96 |Lhited Sates |[147.237.77.216|dover.idf.il Frst packet isn't SWN dr op drop 3
212.76.127. 111 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 2
2.54.46. 160 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
84.228.22. 121 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
85. 250. 95. 140 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
79.176.111.55 |Israel 147.237.77. 233 atal i . i1 M retransmt wth different Wndowlgag 1cp sequence mnitor |2
176. 12. 147. 52 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
79.181. 57. 248 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
207. 46. 13. 95 Lhited Sates |147.237.77.216|dover.idf.il FHrst packet isn't SN drop drop 2
50.97.52. 131 Lhited Sates |147.237.77.216|dover.idf.il FHrst packet isn't SN drop drop 1
46. 19. 85. 195 | srael 147.237.76.42 |refuah.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
176. 228. 138. 212I srael 147.237.77. 233 |atal i .1 3;;‘3”6‘”5"“ with different wndow g,y top sequence monitor |1
95. 86. 74. 115 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
80. 246. 130. 14 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46.162.116.49 |Sweden 147.237.76.201|e.atal .idf.il Geo-1 ocati on i nbound enforcenent |Geo-1 ocation enf or cenent drop 1
169. 229. 3. 94 Lhited Sates |147.237.72.217|e.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent dr op 1
67.227.163.231 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 1
46. 19. 86. 250 | srael 147.237.77. 233 |atal .idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
185. 24. 76. 162 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
109. 253. 144. 90 |l srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence aert 1
46.210. 207. 120 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 1
212.235.28.176 |lsrael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence aert 1
37.26.146. 221 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
169. 229. 3. 94 Lhited Sates |147.237.77.212]e.dover.idf.il Geo- 1 ocation i nbound enforcenent  [Geo-1 ocation enf or cenent drop 1
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
77.126.72. 106 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
46.116. 3. 114 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 1
207.46.13.1 Lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop dr op 1
2.54.60.199 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
141.212.121.196|lhited Sates |147.237.72.217|e.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
46. 210. 207. 120 |Israel 147.237.77. 226 :"f"w chamatz.aka. 1df. fo1i g AK number Bad TCP sequence monitor |1
213.57. 250. 145 |l srael 147.237.72. 166 |aka.idf .i | Frst packet isn't SN dr op drop 1
176. 12. 146. 41 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
93.173.22.1 | srael 147.237.72. 156 |anan.i df .i | I nval i d ACK nunber Bad TCP sequence alert 1
2.54.60.199 | srael 147.237.72. 166 |aka.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1
141.212.121.197|lhited Sates |147.237.77.212|e.dover.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
85. 250. 102. 190 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 1
50. 87.144.145 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop dr op 1
46.19.85. 1 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
93.173.22.1 | srael 147.237. 72. 156 |anan.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 1
46.120. 107. 188 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
5. 29. 86. 162 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
87.68.214.121 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN dr op drop 1
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Ste ) ‘Count
Country Action
84.108. 240. 239 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 323
" s Too Many of the Sane Response Code (404) in Session from
46.117. 135. 158 |l srael 147.237.0.19 |nadimatal.idf.il 46. 117, 135. 158 Bl ock 71
46.117. 135. 158 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 16
84.108. 187. 189 |Israel 147. 237. 72. 166 |aka. i df . Distributed thauthorized URL Access on Bock |6
waww aka. i df . i1/ /nai n/ har edi miwebr esour ce. axd
46.19.85.135  |Israel 147. 237. 72. 166 |aka. i df i Distributed thaut hori zed UR. Access on Bock |4
wan aka. i df . i | // mai n/ har edi i webr esour ce. axd
63. 115. 50. 73 Lhited Sates [147.237.0.34 |tikshuv.idf.il Miltiple URL wormattacks from63. 115. 50. 73 Bl ock 3
89. 138. 39. 250 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary Bl ock 3
. . D stributed Unaut hori zed URL Access on
109. 67.53. 14 | srael 147.237.72. 166 |aka.idf . il vy aka, i df i 1// mai n/ har edi md webr esour ce. axd Bl ock 3
82.102.136.69 |l srael 147.237.72. 166 |aka i df . i1 Distributed Lhaut horized URL Access on Bock |2
waww aka. i df . i 1//nai n/ har edi miwebr esour ce. axd
: . . Uhaut hori zed URL Access to
207.46.13.1 Lhited Sates |147.237.77.216 |dover.idf.il vw i o i |/t enpl ot es/ shar ed user cont rol s/ traj ect or/ Bl ock 2
46.19. 86. 185 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock
; S Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il Wi navy. i df . i | / 994- 8613- he/ navy. aspx. aspx Bl ock 2
79.182. 109. 224 |Israel 147. 237.76.86 |navy.idf.il tnaut hori zed UR. Access to Bock |2
waw navy. i df . i |/ consol e/ core/ doc_ngr/doc_ngr. asp
85. 65. 215. 75 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
78.92. 80. 87 Hungary 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/navy/ Bl ock 1
2.52.7.226 | srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 1
Unaut hori zed URL Access to
192. 81.210. 204 |lhited Sates [147.237.0.34 |tikshuv.idf.il wan ti kshuv. i df . i 1/894-he/ ti kshuv. aspx/ shar ed/ user control s/ navnenu/ |Bl ock 1
undef i ned
66. 249. 64. 71 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1403- he/ at al . aspx Bl ock 1
157.55.39.178 |lLhited Sates |147.237.72.166 |aka. idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
R Unaut hori zed URL Access to
94.102.53.195 |Net herl ands 147.237.77. 234 |hal ag.idf .il 147. 237. 77. 234/ i ncl udes/ t enpl at es/ error .t pl B ock 1
63. 115. 50. 73 Lhited Sates |147.237.0.15 kosher-kravi .idf.il Unaut hori zed URL Access to 147.237. 0. 15/ cgi - bi n/ php Bl ock 1
. . Uhaut hori zed URL Access to
46. 19. 85. 247 | srael 147.237. 77. 216 |dover.idf.il 147. 237.77. 216/ 1133- 9367- he/ dover . aspx Bl ock 1
164.138.121.56 |Israel 147.237.72. 166 |aka i df . i1 Distributed Lhaut horized URL Access on Bock |1
waw aka. i df . i 1//nai n/ har edi miwebr esour ce. axd
68. 180. 228. 117 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/ hebrew 0722-2. stm Bl ock 1
63. 115. 50. 73 Lhited Sates |147.237.0.34 |tikshuv.idf.il Mal formed URL http/1.1 B ock 1
157.55. 39. 6 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
46.117.142. 152 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
85. 250. 102. 190 |l srael 147.237.77. 216 |dover.idf.il NULL Character in Mthod Bl ock 1
79.176.111. 55 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
2.54.34. 34 | srael 147.237.72. 166 |aka.idf . il vy aka, i df i 1// mai n/ har edi md webr esour ce. axd Bl ock 1
66. 249. 67. 82 | srael 147.237.72. 166 |aka.idf .i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
157.55. 39. 178 Lhited Sates |147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to www aka.idf.il/kanhar/kl Bl ock 1
95. 86. 112. 231 | srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary Bl ock 1
63.115.50.73  |Uited Sates [147.237.0.17 (M KOSMEKIAT Ty i e vai formed URL from 63,115, 50. 73 Bock |1
176.228. 138. 212|l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
157.55. 39. 6 Lhited Sates |147.237.72.166 |aka.idf.il Lhknown Paraneter KEY in ww aka.idf.il/ishurinicityofficers/ None 1
46. 120. 72. 140 | srael 147.237.77. 216 |dover.idf.il DO stributed Lhaut horized URL Access on waw idf.il//https:/wwidf.il/ |B ock 1
79.176. 155. 112 |lsrael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary Bl ock 1
2.54. 45, 202 | srael 147.237.72. 166 |aka. i df .i | Lhaut hori zed UR. Access to wwv aka.idf.il/main/giyus/waw navy.idf.il |B ock 1
Unaut hori zed URL Access to
212.92. 142, 183 [¥SSIan 147. 237. 72. 166 |aka. i df . ww. aka. i df 11/ sachar ++ttdddtiddbiddbidadiddtiddtidiit |, 0 )
Federati on ++++++++++++H++HH+HH+resul t HxoXZx XEXER+HX?Xe+x?X?2Xx Mx
Xex P+ +XPXe+XEX"XPX>XIX| AV XxZXYX Xox"xex>x"xCAV4+i p
157.55. 39. 178 Lhited Sates |147.237.72.166 |aka.idf.il Lhknown Paraneter catld in ww aka.idf.il/kanhar/ None 1
66.249.78.82  |Israel 147.237.77.74 |lawidf.il Illegal Paraneter Encoding searchiext in None 1
wan | aw i df . i |/ 275- he/ pat zar . aspx
109. 65. 26. 251 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
63.115. 50. 73 Lhited Sates [147.237.0.19 |nadimatal.idf.il Mal formed URL http/1.1 Bl ock 1
R D stributed Unauthori zed URL Access on
176. 228. 138. 212|l srael 147.237.77. 233 |atal .idf.il 147. 237. 7. 233/ / 1134- hel at al . aspx B ock 1
77.71.56.103 Bul garia 147.237.72. 166 |aka. i df.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 1
66. 249. 64. 57 | srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forunasp/ showf orumasp |B ock 1
157.55.39. 7 Wited Sates |147.237.72. 166 |aka idf.il Wnaut hori zed URL Access to Bock |1
wan aka. i df . i 1/ consol e/ core/ doc_ngr/ gener al . aspx
93.172.136.204 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
46.121.15. 10 | srael 147.237.72. 166 |aka.idf . il vy aka, i df i 1// mai n/ har edi md webr esour ce. axd Bl ock 1
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