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04-25-2015-18:03:00 to 04-25-2015-19:03:00

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 78. 15 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 3244
84.109. 17. 89 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 82

46. 116. 68. 205 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 60

109. 66. 37. 213 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 53
66.249. 78. 111 | srael 147.237.77.170 naar achot . i df .i | TCP handshake viol ation, first packet not syn dr op 33
77.91.220. 76 Sweden 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 5

66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 3

218. 3. 243. 223 Chi na 147.237.76. 197 e. hinush.idf.il JLM Under Attack Con_Tcp drop 1




04-25-2015-18:03:00 to 04-25-2015-19:03:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te |Name |Davi ce Action |Oount |
176. 228. 56. 240 |l srael 147.237.72.166 |aka.idf.il CLl000004: HTTP: options nethod (M crosoft) Bl ock 4
198. 20. 69. 98 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il |DVRep_B-N 60 100 Bl ock 1
199. 168. 141. 77 |lhited Sates 147.237.77.216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKeditor Bl ock 1
37.142.198. 44 | srael 147.237.76. 42 refuah.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1




04-25-2015-18:03:00 to 04-25-2015-19:03:00

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 3
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
58. 20. 54. 249 Chi na 147.237.76. 200 eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.229. 10. 80 Hungar y 147.237.77. 212 e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.184.242.17 Russi an Federati on 147.237.77. 216 dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
87.229. 10. 80 Hungary 147.237.77. 212 e. dover.idf.il ET SCAN NVAP -sS w ndow 4096 1




04-25-2015-18:03:00 to 04-25-2015-19:03:00

|Top Attackers In FW |

Attacker Address | Attacker Country | Target Address |Ste | Message [Name |Device Action  |[count |
212.179.21.194 | srael 147.237.77.216 dover.idf.il First packet isn't SN drop drop 98
85. 65. 244. 190 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 20
76. 20. 225. 18 Lhited Sates 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 20
31. 186. 228. 62 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 5
31.186. 228. 61 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Frst packet isn't SN dr op drop 4
31.186. 228. 92 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 4
87.69. 106. 212 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 4
87.69. 128. 159 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 4
109. 64. 96. 160 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 3
31.186. 228. 29 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 3
31.186. 228. 93 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Frst packet isn't SN dr op drop 3
31.186. 228. 94 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 3
46.19. 85. 186 | srael 147. 237. 76. 86 navy.idf.il Inval i d ACK nunber Bad TCP sequence alert 3
207.46. 13. 52 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 3
31. 186. 228. 27 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 2
77.127.216. 92 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 2
46.117. 84. 153 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN dr op drop 2
109. 65. 29. 102 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 2
46.121. 16. 29 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 2
46. 19. 86. 15 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 2
109. 66. 127. 53 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 2
31. 186. 228. 32 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 2
79.181. 6. 232 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN dr op drop 2
31.186. 228. 67 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 2
46. 19. 86. 234 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 2
37. 26. 146. 250 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 2
31. 186. 228. 59 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 2
84. 229. 208. 249 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 2
31.186. 228. 90 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Frst packet isn't SN dr op drop 1
37.48.120. 214 Net her | ands 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 1
109. 253. 136. 67 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 1
66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 1
46.19. 85. 186 | srael 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 1
78.145. 24. 234 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 1
37.201.194. 12 Ger many 147.237.77. 216 dover.idf.il Frst packet isn't SN dr op drop 1
109. 253. 137. 168 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 1
68. 180. 228. 224 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SAMrul e drop drop 1
46.19. 85. 209 | srael 147.237.77.176 nat pash. i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 1
109. 65. 96. 126 | srael 147.237.77.216 dover.idf.il FHrst packet isn't SN drop drop 1
31. 186. 228. 30 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 1
79.176.104. 221 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN dr op drop 1
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 1
41.33. 231. 86 Egypt 147.237.77. 216 dover.idf.il First packet isn't SN drop drop 1
109. 253. 144. 72 | srael 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 1
31. 186. 228. 66 Uhi t ed Ki ngdom 147.237.77.216 dover.idf.il FHrst packet isn't SN drop drop 1
60. 242. 18. 20 Australia 147.237.77. 216 dover.idf.il FHrst packet isn't SN drop drop 1
41. 33. 232. 65 Egypt 147.237.77. 216 dover.idf.il Frst packet isn't SN dr op drop 1
128. 242. 249. 13 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 1
92. 239. 236. 232 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 1
31. 186. 228. 25 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il Frst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address ([Ste

Devi ce

‘Count

Country

Action

213.57. 244. 28 | srael 147.237.0.19 [nadimatal.idf.i|Too Many of the Same Response Code (404) in Session from 213.57.244. 28 |B ock 358
217.12.204. 155 |lkraine 147.237.77.74 |lawidf.il PHP At t enpt Bl ock 6
66.249.78.173  |lsrael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 4
72.9.148. 10 Lhited Sates 147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 2
84.111.80.113 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
157.55.39. 5 Lhited Sates 147.237.72. 166 |aka.i df .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
87.69.194. 53 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 2
77.127.231.70 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
109. 226. 60. 187 |l srael 147.237.0.34 |tikshuv.idf.il |Miltiple Unauthorized URL Access from 109. 226. 60. 187 B ock 1
58. 57. 200. 34 Chi na 147.237.0.19 |nadimatal.idf.i|Unaut hori zed URL Access to 147.237.0. 19/ cgi - bi n/ php5-cl i B ock 1
sl D stributed Lhaut hori zed URL Access on
84.109. 209. 166 |l srael 147.237.72. 166 |aka.i df . il v aka. i df i 1// i n/ 1 abanut / webr esour ce. axd B ock 1
100.168. 141,77 |Wiited Sates  |147.237.77. 216 |dover.idf.i1  |Shauthorized LRL Access to Bl ock 1
ww i df . i |/ ckedi tor/ ckf i nder/ cor e/ connect or / asp/ connect or . asp
176.12.139. 163 |l srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
68. 180. 228. 167 |lhited Sates 147.237.72. 166 |aka.i df .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
157.55.39.5 Lhited Sates 147.237.72. 166 |aka.idf . il Unknown Par anet er pagenumin aka. i df.il/kam ar/ news/ None 1
66. 249. 78. 96 | srael 147.237.77.74 |lawidf.il DOstributed |11 egal Paraneter Encoding None 1
46.116. 138. 219 |Israel 147.237.72. 166 |aka.idf .il Doubl e URL Encodi ng - paraneter: url in aka.idf.il/main/giyus/general.aspx |B ock 1
. s Unaut hori zed URL Access to
91. 200. 12. 22 Lkrai ne 147.237.77. 216 |dover.idf.il w i df . i 1/ 1283- 11845- en dover . aspx/ t r ackback/ B ock 1
188.165.15.94 |France 147. 237. 72. 156 |anan. i of . Wnaut hori zed LRL Access to . B ock 1
waw anan. i df . i | / consol e/ cor e/ doc_ngr/ undef i ned
s D stributed Lhaut hori zed URL Access on
79.183. 115. 237 |Israel 147.237.72.166 |aka.idf .il v aka, i df i 1// mai n/ r abanut / vebr esour ce. axd B ock 1
66.249.78.173  |Israel 147.237.77. 216 |dover. i of il [P St'1buted thauthorized LR Access on B ock 1
ww i df . i | // hi nush/ si t e/ he/ hi nush. asp
157. 55. 39. 89 Lhited Sates 147.237.72. 166 |aka.idf.il Lhknown Paraneter catid in aka.idf.il/chanatz/ general /defaul t.asp None 1
109. 226. 60. 187 |l srael 147.237.0.34  |tikshuv.idf.il |-hauthorized LRL Access to Bl ock 1
wan ti kshuv. i df.il/tenpl at es/ oprol escat egory/ opr ol escat egory. aspx
58. 57. 200. 34 Chi na 147.237.0.34 |tikshuv.idf.il |Access to: /cgi-bin/php5-cli B ock 1
84.111.15.106 |lsrael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
; s Unaut hori zed URL Access to
207.46. 13. 95 Lhited Sates 147.237.77. 216 |dover.idf.il i df i1 /french/idf in pi ctures/ 2003/ j anuary/ 26. stm B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |FRance 147.237.77. 216 |dover.idf.il waw i df . i1/ hebrew organi zati on/ ar nor ed/ bar ak/ kkkkkkk=258f 21cakkkkkkk |B ock 1
_258f 21ca
157. 55. 39. 6 Lhited Sates 147.237.72. 166 |aka.i df .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 1
46. 116. 240. 50 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
R Unaut hori zed URL Access to
109.67.184. 189 |l srael 147.237.72. 166 |aka. i .11 wwv aka. i df . il/sites/resources/ chi nuch/ styl es/i nport/ bott ormavi gat on. asp Bl ock !
80. 246. 133. 10 | srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
190. 213. 250. 121 ?O't:‘;gid ad 147,237, 72. 166 |aka i df i Unaut hori zed URL Access to /tnunbl ock. cgi B ock 1
157.55.39. 115 |lLhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
132. 76. 40. 102 | srael 147.237.72.166 |aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 69. 40 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
213.57. 244. 28 | srael 147.237.0. 19 nadi matal .idf.i |Too Many 404: Response Code per Session B ock 1
180. 76. 4. 152 Chi na 147.237.0.34 |tikshuv.idf.il |Unauthorized URL Access to 147.237.0. 34/ B ock 1
77.127.194. 142 |lsrael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waww i df.il/fr.hamas B ock 1
157. 55. 39. 89 Lhited Sates 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
52. 6. 31. 228 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/14- 6596- he/ B ock 1
109. 160. 141. 92 |l srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/https:/wwidf.il/ B ock 1
84.95.123. 79 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
199. 168. 141. 77 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 199. 168. 141. 77 B ock 1
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wu i df.il/newsite/inages/ 0108 B ock 1
157.55.39.178 |lLhited Sates 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
157.55. 39. 3 Lhited Sates 147.237.72. 166 |aka.i df .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66.249.78.22  |Israel 147.237.77.74 |lawidf.il Wnaut hori zed LRL Access to B ock 1
waw mag. i df . i1/ consol e/ core/ doc_ngr/doc_ngr. asp
5.79.73. 246 Net her | ands 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/ english/nain. stm B ock 1
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