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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |véb Ste |Sgnature | Devi ce Action |count |
66. 249. 69. 42 | srael 147.237.72. 166 aka.idf.il |TGP handshake violation, first packet not syn drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |Name |mvi ce Action |Count |
180. 76. 5. 193 Chi na 147.237.77.74 |lawidf.il DVRep_P- N 40- 59 Per mt 84

85. 10. 202. 245 Ger many 147.237.77.216 |dover.idf.il DVRep_B-N 60_100 B ock 2

85. 65. 73. 156 | srael 147.237.77.216 |dover.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
46.137.134. 188 |[Ireland 147.237.72.166 |aka.idf.il DVRep_P- N 40- 59 Per ni t 1
49.207.187. 229 |India 147.237.77.216 |dover.idf.il Q008: HITP: Xenu User Agent B ock 1

198. 20. 69. 98 Lhited Sates 147.237. 8. 27 e.nadimatal .idf.il |[DVRep_B-N 60 100 B ock 1

66. 240. 192. 138 |lLhited Sates 147.237. 8. 46 e.chinuch.idf.il DVRep_B-N 60_100 B ock 1

198. 20. 69. 98 Lhited Sates 147.237.76.34 |yohalan.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name | count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
61. 240. 144. 65 Chi na 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 130 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94. 23. 54. 140 France 147.237.77. 216 dover.idf.il Tehila - Perl LW with fake user agent 1
79. 180. 143. 27 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
61. 240. 144. 65 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 130 Chi na 147.237.77. 235 sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 1
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|Top Attackers In FW |

A tacker

Attacker Address ‘Target Addr ess ‘S‘ te ‘Massage
Country
46. 19. 86. 52 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 19
149.78.245.58 |lhited Sates |147.237.77.216|dover.idf.i|FHrst packet isn't SN drop drop 14
109. 67. 3. 10 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 4
79.181. 120. 54 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 2
66.249.73.193 |United Qates |147. 237. 77. 216 |dover.idf ;|| V1 segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 2
dr opped. Ret r ansni ssi on

212.179.21.195 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
31.168. 233. 150 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 2
46.19. 86. 51 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2
116.202. 172. 57 |India 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
84.109. 194. 161 |l srael 147.237.72. 166 |aka.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1
77.127.90. 55 | srael 147.237.72.166 |aka.idf.il |Hrst packet isn't SYN drop drop 1
212.199. 143. 202|l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
87. 69. 202. 8 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 1
149. 88. 35. 17 Lhited Sates |147.237.77.216|dover.idf.i|Frst packet isn't SN drop drop 1
79.177.153. 110 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
220.181.108. 97 |Chi na 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
94. 159. 164. 77 | srael 147.237.72.166 |aka.idf.il |Hrst packet isn't SYN drop drop 1
149.88.131. 205 |lhited Sates |147.237.77.216|dover.idf.i|FHrst packet isn't SN drop drop 1
79.178.184.84 |lsrael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN dr op drop 1
50.87.144. 145 |lhited Sates |147.237.77.216|dover.idf.i|Hrst packet isn't SYN drop drop 1
188. 138.17. 15 |Fance 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Target Address

dte

Devi ce

Action

‘Count

37.26.146.238 |Israel 147.237. 72. 166 |aka. i df .| Distributed Whaut hori zed LRL Access on B ock 9
waw aka. i df . i | // mai n/ har edi nd webr esour ce. axd
79.177.164. 105 |Israel 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
46.121.142.186 |Israel 147. 237. 72. 166 |aka i of . i | Distributed thaut hori zed LRL Access on B ock 2
waw aka. i df . i 1//mai n/ rabanut / webr esour ce. axd
91.200.12. 127 |Wkrai ne 147.237.77. 176 |nat pash.idf . i | Ostributed PHP At enpt Bl ock 2
91.200. 12. 127  |lkrai ne 147.237.77. 216 |dover.idf.il D stributed PHP At enpt Bl ock 2
84.94. 19. 38 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
’ e Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df i |/ 994 8613- he/ navy. aspx. aspx Bl ock 2
157.55. 39. 8 Lhited Sates 147.237.72. 166 |aka.idf.il Uhknown Paraneter catld in wwaka.idf.il/tiznoret/ None 1
D stributed Unaut hori zed LRL Access on
77.127.114. 23 | srael 147.237. 72. 166 |aka. i df .i | wwv aka. i df . i | //nai n/ gi yus/ aut henti cati onservi ce. asnx/ get userdetai | |Bl ock 1
5
66. 249. 75. 13 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
95.173.171. 236 |Turkey 147.237.77.74 |lawidf.il I11egal HITP \ersion Bl ock 1
41. 142, 204. 69 Mor occo 147.237.77. 216 |dover.idf.il Mal for red URL www acunet i x. ws: 443 Bl ock 1
C e D stributed Lhaut hori zed URL Access on
217.132.93. 218 |lsrael 147.237.72. 166 |aka.idf .il ww aka i of i 1 //ht t ps: /waw aka i of i |/ Bl ock 1
89. 138. 209. 135 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
79.180. 22. 77 | srael 147.237.72.166 |aka.idf .il Uhaut hori zed URL Access to waw aka.idf.il/mai n/sachar/undefined |B ock 1
157.55.39.210 |lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed UR. Access to navy.idf.il/captcha. ashx Bl ock 1
66.249.79.106  |Israel 147.237.0.17 Im”y' kosher-kravi. 1.1 |y | aceabl e SI Sessi ons: Unknown Server Gertificate None 1
157.55.39. 3 Lhited Sates 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
93.173.143.88 |lsrael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwidf.il/https:/wwidf.il/ Bl ock 1
s D stributed Unaut hori zed LRL Access on
46. 121. 77. 247 I srael 147.237.72. 166 |aka.idf.il ww aka, i of i 1 //ht t ps: /waw aka i of i |/ Bl ock 1
5. 255. 253. 124 :ZZ::FI on 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/hinush/site/he/ hi mush. asp |B ock 1
. Do Unaut hori zed URL Access to
180.76.6. 144 china 147.237.76.86 [navy.idf.il navy.idf.il/tenpl at es/ shared/ user cont rol s/ header upper/ Bl ock !
85.65.193.69 [l srael 147. 237. 72. 156 |anan. i df . i Whaut hori zed LRL Access to 8 ock 1
wwv anan. i df . il /https:/ww anan.idf.il/
157. 55. 39. 81 Lhited Sates 147.237.76.86 |navy.idf.il Mil tipl e Uhaut hori zed URL Access from 157. 55, 39. 81 Bl ock 1
66. 249. 78. 18 | srael 147.237.77. 233 |ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
107.178. 195. 193|lhited Sates 147.237. 72. 166 |aka.i df .i | Lhaut hori zed URL Access to wwn aka.idf.il/tiznoret/news/ nailto: Bl ock 1
41.142.204.69 [Morocco 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/jnmx-consol e/ ht nh adapt or Bl ock 1
. . . Unaut hori zed URL Access to
91. 200. 12. 22 Lkr ai ne 147.237.77. 216 |dover.idf.il wnn i df i |/ 1283- 11845- en/ dover . aspx/ t r ackback/ Bl ock 1
79.181. 6.241 | srael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517- he/ at al . aspx Bl ock 1
157.55.39.225 |lLhited Sates 147.237.76.86 |navy.idf.il D stributed Lhaut hori zed UR. Access on navy.idf.il//captcha. ashx |B ock 1
157.55.39.5 Lhited Sates 147.237. 72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66. 249. 79. 114 | srael 147.237.0. 17 lmny— kosher-kravi. i df.i Untraceabl e S Sessions: Lhknown Server Certificate None 1
94. 23.54. 140 France 147.237.77. 216 |dover.idf.il Dstributed PHP At enpt Bl ock 1
188. 165. 15. 13 France 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wan i df.il/newsite/russian/0502. stm |B ock 1
. . Unaut hori zed URL Access to
85.250.48.184 I srael 147.237.72. 166 |aka. i df. i vy aka. i df . i |/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get userdetai | s Bl ock !
157. 55. 39. 81 Lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/70344. ) pg Bl ock 1
79.178. 115. 34 | srael 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to wwu aka. i df.il/nai n/ schar Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 31 | srael 147.237. 77. 226 |wwn chanat z. aka. i df . i | wiw chanat z. aka. i df .i |/ tenpl at es/t enpl at econt rol s/ generi ¢/ Bl ock 1
. s URL is Above Root Directory
109.163.234.5 |Ronani a 147.237.77. 216 |dover.idf.il wwid.il/. /shared/dl i entscri pts/j querylj query-1.4.2.nin.j s Bl ock 1
41.142.204.69 [Morocco 147.237.77. 216 |dover.idf.il WEB M SC Lhaut hori zed Fil e Access None 1
79.182. 32. 37 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
157.55.39.225 |lhited Sates 147.237.76.86 |navy.idf.il Mil tipl e Whaut horized URL Access from 157. 55. 39. 225 Bl ock 1
157.55.39.5 Lhited Sates 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to aka.idf.il/kanhar/klali/null Bl ock 1
: R Unaut hori zed URL Access to
68. 180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il i df i 1/ nevsi t ef engl i sh/ 032204- 1. stm Bl ock 1
94. 23. 54. 140 France 147.237.77. 216 |dover.idf.il Mil tiple signatures from94. 23.54. 140 Bl ock 1
: . . Unaut hori zed URL Access to
54. 204. 243. 45 Lhited Sates 147.237.77. 216 |dover.idf.il wowei o .i |/ engl i shi or gani zat i on/ i af/ present 4. stm Bl ock 1
37.26.148.198 |Israel 147. 237. 77. 216 |dover. i of . i Wnaut hori zed LRL Access to H ock 1
v i df . i |/ honef ront / hebrew i e- wel cone. st m
Trini dad and . . . )
190. 213. 250. 121 Tobago 147.237. 72. 156 |aman. i df . i | Uhaut hori zed URL Access to /tnunbl ock. cgi Bl ock 1
R D stributed Lhaut hori zed URL Access on
87. 68. 250. 88 | srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ | 894- hel 1 f uah. aspx Bl ock 1
157. 55. 39. 89 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
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