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04-25-2015-16:03:01 to 04-25-2015-17:03:01

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
84.228.127. 228 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ation-d i dest - r eset 121

46. 19. 85. 77 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 80

82. 145. 217. 104 Eur ope 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 2

219. 126. 55. 115 Japan 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1
37.201.194. 12 Ger many 147.237.77.216 dover.idf.il |TGP handshake violation, first packet not syn drop 1

84. 229. 28. 186 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address \S te | Name | Devi ce Action |Oount |
198. 20. 70. 114 Lhited Sates 147.237.76.198 |e.yohal an.idf.il|DVRep_B-N 60 100 B ock 1
66. 240. 192. 138 |Lhited Sates 147.237. 0. 33 idf.il DVRep_B- N _60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237.76.199 |e.nakchal .idf.il|DVRep B-N 60 100 B ock 1
79.177.180. 3 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
105. 154. 88. 90 Mor occo 147.237.77.216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FOKeditor B ock 1
80. 178. 28. 251 | srael 147.237.77.233 |ata.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.205 |prisha.idf.il DVRep_B-N 60 100 B ock 1
84.229. 31. 182 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
198. 20. 70. 114 Lhited Sates 147.237.72.156 |anan.idf.il DVRep_B-N 60 _100 B ock 1
46. 19. 85. 66 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
85. 25. 43. 94 Cer many 147.237.76.198 |e.yoha an.idf.il|DVRep_B-N 60 100 B ock 1




04-25-2015-16:03:01 to 04-25-2015-17:03:01

|Top Attackers In |D|

Atacker Address |Attacker Country |Target Address |Ste | Name | count |
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2718
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 5

82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 4
79.177.197. 22 | srael 147.237.0. 34 tikshuv.idf.il ET DO5 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos attack 4
2.54,53.139 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
43.255.191. 162 |Japan 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
188. 95. 158. 198 |Lkrai ne 147.237.8. 27 e.nadi matal .idf.il |ET SCAN NVAP -sS w ndow 4096 1
109. 253. 142. 43 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
61.183.128. 6 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.255.191. 162 |Japan 147.237.76.148 |gqcenter.aka.idf.il |ET SCAN Potential SSH Scan 1
114.112.96. 133 |Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.217.90. 49 Lkr ai ne 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1

61. 240. 144. 66 Chi na 147.237.77.235 |sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1

61. 160.224. 130 |China 147.237.8. 27 e.nadi matal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1




04-25-2015-16:03:01 to 04-25-2015-17:03:01

|Top Attackers In FW |

Attacker Address

At t acker Country‘Target Address |Ste

Devi ce

‘Count

Action

46.19. 85. 77 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 13
109. 67.102. 15 |l srael 147.237.76.42 |refuah.idf.il i{g;etransmt w th different w ndow Bad TCP sequence noni t or 6
85. 250. 240. 111 |l srael 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
46.116. 73. 126 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
79.181. 147. 201 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
32.218.38.71 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
157. 55. 39. 59 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
46.230.88. 142 |Saudi Arabia 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 2
46. 19. 85. 34 | srael 147.237.76.86 |navy.idf.il I nval i d ACK nunber Bad TCP sequence alert 2
109.67.102.15 [israel 147.237.76.42 |refuah.idf.il gz;';e”ansn“ W th different wndow |o i 1p sequence alert 2
109. 65. 209. 155 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
185. 26. 182. 35 |Eur ope 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 1
80. 246. 130. 246 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
54.82.48. 78 Lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 1
199. 30. 25.193 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
68. 180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
207.46.13. 1 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
89.138.27.103 |[Israel 147.237.72. 167 |i shurimaka.idf .i [ nval i d checksum Packet dropped. ar:?;"s”gmﬁ"g' ne: TP Invalid drop 1
46.19. 86. 253 | srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
140. 139. 231. 42 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
69.175.127.10 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
Russi an Do -
5. 255. 253. 124 Feder ati on 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 1
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Jte ; ‘Count
Country Action
109. 67. 24. 60 | srael 147.237. 72. 166 |aka.i df .i | Mil tipl e Uhaut hori zed URL Access from 109. 67. 24. 60 B ock 16
109. 67. 59. 253 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 3
66.249. 73. 193  |lsrael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 73. 193 B ock 2
66. 249. 73. 201 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 73. 201 Bl ock 2
176.10. 104. 227 |Sntzerland |147.237.76.86 |navy.idf.il Ml ti pl e Uhaut hori zed URL Access from 176. 10. 104. 227 B ock 2
91.200. 12. 14 Lkr ai ne 147.237.77. 176 |nat pash. i df .i | PHP At t enpt B ock 2
93.172.169. 104 |Israel 147. 237. 72. 156 |anen. i of . Wnaut hori zed LRL Access to . Bock |2
www aman. i df . i | / consol e/ cor e/ doc_ngr / undef i ned
72.9.148. 10 Lsh'mt:g 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 2
s D stributed Uhauthorized URL Access on
46.120. 187. 168 |l srael 147.237.72. 166 |aka.i df .il vow aka i df i1 // it t ps: /v aka i of i 1/ B ock 1
157.55.39.5 Lsh'mt:: 147.237. 72. 166 |aka. i df .i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
95.173. 190. 6 Tur key 147.237. 77. 226 |wan chamat z. aka. i df . i | |I11egal HITP \ersi on Bl ock 1
79.181.99. 3 I srael 147.237.72. 166 |aka. i df . i1 Wnknown Paranet er Scri pt Minager 1 H ddenfi el d in None |1
wwn aka. i df . i |/ mai n/ kapat z/ ci ti zencont act . aspx
212.199. 218. 246|l srael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to waw aka.idf.il/val tam B ock 1
157. 55. 39. 178 g‘;:ﬁd 147.237. 72. 166 |aka. i df .i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
31. 168. 68. 51 | srael 147.237.72. 166 |aka.idf .il Uhknown Paraneter g861 i n waw aka. i df.il/nain/ gi yus/| ogi n. aspx None 1
s D stributed Lhaut hori zed URL Access on
89.138.19.235 |lsrael 147.237.72. 166 |aka.idf .il v aka. i df i 1// mai n/ har edi m vebr esour ce. axd B ock 1
176.12. 141. 186 |lsrael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 1
o Unaut hori zed URL Access to
66. 249.78. 204 I srael 147.237.77. 176 nat pash. i of . i1 wan cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bt ock !
46.121. 95. 36 | srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to www aka. i df.il/main/haredi niwebresource. axd |B ock 1
157.55.39.6 g‘;:ﬁd 147.237. 72. 166 |aka. i df .i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
109. 67. 24. 60 | srael 147.237.72. 166 |aka.idf .il Abnornal |y Long Request URL B ock 1
80. 178. 28. 251 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
213.57.112. 207 |lsrael 147.237.77. 226 |ww chanmat z. aka. i df . i | |Mil ti pl e Unhaut hori zed URL Access from 213. 57.112. 207 B ock 1
157. 55. 39. 178 g‘;:ﬁd 147.237.72. 166 |aka. i df .i | Unknown Paraneter docid i n waw aka. i df.il/chamat z/ m kt zoa/ def aul t. asp None 1
109. 67. 102. 15 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
37.26. 146. 230 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
89.145.95. 2 Eiqlr:gegom 147.237. 72. 166 |aka. i df .i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 78. 248 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 894- he/ r ef uah. aspx Bl ock 1
176.12.151. 122 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 69. 70 | srael 147.237.77. 226 |ww chanat z. aka. i df . i| |Di stributed Uhaut hori zed URL Access on 147.237.77. 226/ / B ock 1
157.55.39. 6 g‘;ttees 147.237. 72. 166 |aka. i df .i | Lhaut hori zed URL Access to aka.idf.il/... Bl ock 1
Ill1egal UR. Path Encodi ng v aka. i df.i |/ mai n/ giyus/function () { var ¢
=nmath.round(this[2] / 100 * 255); if (this[l] = 0) { return[c, c, c]; } else
{ var a =this[Q] r 360; var e=ae 60, var g =
109. 67. 24. 60 | srael 147.237. 72. 166 |aka. i df .i | nat h. round((this[2] * (100 - this[1])) / 10000 * 255); var d = Bl ock 1
nat h. round((this[2] * (6000 - this[1] * e)) / 600000 * 255); var b =
nat h. round((this[2] * (6000 - this[1] * (60 - €))) / 600000 * 255);
swtch (nath.floor(a/ 60)) { case 0. return [c, b, g];
80. 246. 133. 202 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
213.57.112. 207 |lsrael 147.237. 77. 226 |ww chamat z. aka. i df . i | |Uhaut hori zed URL Access to wwu chanat z. aka.idf.il/sip storage/fil es/ 8/ Bl ock 1
66. 249. 75. 54 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ Bl ock 1
37.201.194.12 |Ger many 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
125. 65. 46. 140 Chi na 147.237. 77. 170 |n@arachot . i df .i | Unaut hori zed HTTP Met hod Bl ock 1
66. 249. 79. 112 | srael 147.237.77. 234 |hal ag.idf .i| Lhaut hori zed URL Access to ww | ogi stics.atal.idf.il/nd Bl ock 1
198. 20. 69. 74 g;:: 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
66. 249. 69. 76 | srael 147.237.77.74 |lawidf.il Illegal Paraneter Encoding searchText in ww | awidf.il/275-he/ patzar.aspx |[None 1
157. 55. 39. 39 gﬁ;ttg: 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
5.29. 219. 229 | srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to wwu aka.idf.il/https:/ww aka.idf.il/ B ock 1
s D stributed Lhaut hori zed URL Access on
84.110. 8. 22 | srael 147.237. 72. 166 |aka. i df .i | wiw aka, i df i 1//htt ps: / vew aka i o i1/ B ock 1
176. 10. 104. 227 |Sntzerland |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/900- he/ Bl ock 1
66. 249. 78. 4 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1401- he/ at al . aspx B ock 1
46. 19. 86. 227 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
Lhi ted s Uhaut hori zed URL Access to
149.78.197. 11 Sates 147.237.77.216 |dover. i df .| v i df . i | /tenpl at es/ shared/ usercontrol s/traj ector/ Bl ock !
207.46. 13.52 g‘;tt:: 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
157. 55. 39. 89 ;q;:ee: 147.237. 72. 166 |aka. i df .i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 73. 185 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 73. 185 Bl ock 1
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