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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 69. 42 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 7346
66. 249. 91. 142 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 7298
66. 249. 78. 79 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn drop 6722
66. 249. 78. 190 | srael 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn drop 6409
66. 249. 78. 204 | srael 147.237.77.176 nat pash. i df.il TCP handshake vi ol ation, first packet not syn dr op 6253
66. 249. 75. 13 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 5832
66. 249. 69. 74 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 5051
220.181.108. 181 Chi na 147.237.0. 19 nadi matal .idf.il TCP handshake viol ation, first packet not syn drop 4390
207. 46. 13. 95 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 842
84.94.68.178 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 795
77.127.191. 235 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn dr op 424
109. 64. 232. 135 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 249
85. 65. 67. 118 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegoti ation-d i dest - r eset 71
84. 109. 156. 112 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2
149. 78. 154. 69 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
37.231.184.12 Kuwai t 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
94.223.118. 220 Ger many 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn dr op 1
79.182. 145. 75 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
54.224.21.23 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
31.210. 181. 53 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1

93. 222, 214. 158 Ger many 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn dr op 1
140. 139. 231. 42 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn drop 1
37.190. 38. 73 Russi an Federation 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1

94. 159. 128. 182 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
79.179. 26. 22 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address

|AI tacker Qountry

|Target Address \Ste \Name |Davi ce Action |Oount |
198. 20. 69. 98 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il DVRep_B- N _60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.72. 156 anman.idf.il DVRep_B-N 60_100 Bl ock 1
93. 120. 27. 62 Romani a 147.237.77. 227 e. hanaz.idf.il DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste [Name | count |
132.72.224.217 |lsrael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 87
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB_SERVER Fake oogl ebot UA 1 | nbound 24
195. 34. 150. 18 |Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
69. 165. 167. 117 |Canada 147.237.0. 34 tikshuv.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 3
79.178.145. 177 |lsrael 147.237.0. 34 tikshuv.idf.il ET DCS Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos attack 2
69. 165. 167. 117 |Canada 147.237.0. 19 nadi matal .idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 2
79.182. 2. 27 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
69. 165. 167. 117 |Canada 147.237.0. 17 mny-kosher-kravi.idf.il |ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 2
66. 249. 75. 117 Lhited Sates 147.237.72.166 |aka.idf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 66 Chi na 147.237.77.216 |dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.72.217 |e.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 130 |Chi na 147.237.77.179 |e.nazi.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
82. 166. 91. 43 | srael 147.237.76.198 |e.yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 160. 224. 130 |Chi na 147.237.76.197 |e.hinush.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
14.104. 185. 8 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
14.104. 185. 8 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
69. 165. 167. 117 |Canada 147.237.0. 15 kosher-kravi .idf.il ET WEB SERVER Possi bl e COVE-2014- 6271 Attenpt in Headers 1
62.210. 8. 164 France 147.237.77.178 |e.natpash.idf.il ET SCAN NVAP -sS w ndow 3072 1
61. 240. 144. 65 Chi na 147.237.72.14 |dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
61.183. 128. 6 Chi na 147.237.76.34 |yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
88. 249. 106. 23 Tur key 147.237.76. 177 |ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 130 |Chi na 147.237.77.61 |e.cogat.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
82.166. 91. 43 | srael 147.237.76.198 |e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 3072 1
61. 160. 224. 130 |Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
14.104. 185. 8 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1




04-25-2015-13:03:04 to 04-25-2015-14:03:04

|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘S te ‘ Message
Country
2.52.12.58 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 10
2.52.144. 60 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 8
37.231.184.12 |Kuwait 147.237.77. 216 |dover.idf.il First packet isn't SN drop dr op 6
82. 145. 209. 47  |Eur ope 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
93.222.214. 158 |Ger many 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 4
79.180. 134. 123 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
46.116. 178. 184 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
62.210. 189. 96 |Fance 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN drop dr op 2
149.88.20.218 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
157. 55. 39, 3 Lhited Sates  |147.237.72. 166 |aka i df .il Invalid segment retransmssion. Packet |Sireaning Engine: TP Invalid drop 2
dr opped. Ret r ansni ssi on

54.72.73. 168 Lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN drop dr op 2
5.22.129. 203 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
207.46.13. 1 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
109. 65. 142. 112 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
5. 255. 253. 124 g;;:t”i o 147.237.77. 216 |dover. idf.il  [Frst packet isn't SWN drop drop 1
207. 46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
89. 139.48.0 | srael 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
46.116. 221. 177 |l srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence alert 1
114. 4.142. 174 | ndonesi a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
79.177.210. 168 |lsrael 147.237.72. 166 |aka.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
212.199. 182. 150|! srael 147.237.77. 216 |dover.idf.il First packet isn't SN drop dr op 1
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
46.19. 85. 3 | srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 1
80. 246. 133. 196 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
46.19. 85. 184 | srael 147.237.76.86 |[navy.idf.il Frst packet isn't SN drop drop 1
95.173.171. 236 |Turkey 147.237. 76. 198 |e. yohal an. i df .i|Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |dte Acti on ‘Count
149. 88.158. 169 |Wited Sates  |147.237. 72. 166 |aka. i df il Distributed Whauthori zed LR Access on B ock 11
waw aka. i df . i | // mai n/ har edi nd webr esour ce. axd
66. 249. 73. 193 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 73. 193 B ock 4
93.173. 32. 157 | srael 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 3
66. 249. 73. 185 I srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 73. 185 Bl ock 3
77.126.234.126 |lsrael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/nai n/sachar/undefi ned Bl ock 3
66. 249. 73. 201 I srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 73. 201 Bl ock 3
178. 137. 85. 64 Lkr ai ne 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww |l awidf.il/tenpl ates/getfil e B ock 3
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il W navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
46.120. 160. 11 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
188. 165. 15. 13 France 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 188. 165. 15. 13 Bl ock 2
5. 255. 253. 124 R‘SS::I”i o 147. 237.77. 216 |dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 5. 255. 253. 124 B ock 2
66. 249. 75. 34 I srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
46.19.86.231  |Israel 147.237.72. 166 |aka.i df . i Distributed Whauthori zed LR Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
157.55. 39. 3 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
84.109. 228. 169 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
69. 165. 167. 117 |Canada 147.237.0. 19 nadi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ cgi - bi n/ php Bl ock 1
178.222. 21. 60 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66. 249. 69. 78 I srael 147.237. 77. 226 |\ww chanat z. aka. i df . il |Uhaut hori zed URL Access to 147.237.77.226/ Bl ock 1
109. 120. 157. 179 R‘SS::I”i o 147. 237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df . i |/901- 11442- en/ B ock 1
77.126.105. 131 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 894- he/ r ef uah. aspx  |B ock 1
) . . Uhaut hori zed URL Access to
66. 249. 81. 245 | srael 147.237.76.30 |hinush.idf.il waw hi mush. at al . i df . i | / 894- he/ hi mush. aspx Bl ock 1
157. 55. 39. 4 Wited Sates  |147.237.72. 166 |aka i df il Wnauit hor zed LRL Access to Bl ock 1
wwy aka. i df . i1/ consol e/ core/ doc_ngr/ general . aspx
. . D stributed Unaut hori zed URL Access on
84. 228. 169. 219 |l srael 147.237.72. 166 |aka.i df.il ww aka. i df i 1//htt ps: / vew aka i o i1/ Bl ock 1
69. 165. 167. 117 |Canada 147.237.0.34 |tikshuv.idf.il Access to: /cgi-bin/php B ock 1
115. 31.175. 92 Thai | and 147.237.77.74 |lawidf.il Enail collector robots 14 Bl ock 1
69. 165. 167. 117 |Canada 147.237.0. 15 kosher-kravi .idf.il Mil tiple Mal formed URL from 69. 165. 167. 117 Bl ock 1
46.120. 160. 11 I srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waww aka.idf.il/gyus Bl ock 1
157. 55. 39. 89 Lhited Sates 147.237.72. 166 |aka.idf.il Uhknown Paraneter catid in aka.idf.il/brothers/skira/default.asp None 1
87.69.17. 251 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
69. 165. 167. 117 |Canada 147.237.0.34 |tikshuv.idf.il Mal formed URL http/1.1 B ock 1
188. 165. 15. 13 France 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to waw i df.il/projectl/english/index.stm |B ock 1
37.19. 127. 200 I srael 147.237.72. 166 |aka.i df.i | Lhaut hori zed UR. Access to wav aka. idf.il/https:/ww aka.idf.il/ |B ock 1
115. 31. 175. 92 Thai | and 147.237.77.74 |lawidf.il el | Hbar di ng Bl ock 1
80. 230. 84. 23 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 1
69. 165. 167. 117 |Canada 147.237.0. 17 Im”y' kosher-kravi. idf.i f -\t hori zed URL Access to 147.237.0. 17/ cgi - bi n/ php B ock 1
157.55.39.170 |Wited Sates  |147.237.76.86 |navy.idf.il Whauthori zed LRL Access to B ock 1
WAN navy. i df . i |/ yohal an/ nai n/ nai n. asp
46. 120. 209. 105 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/hi nush/sit e/ he/ hi nush. asp |B ock 1
93.172. 169. 104 |l srael 147. 237. 72. 156 |anan. i df .| Wnaut hori zed LRL Access to . B ock 1
waw arman. i df . i1/ consol e/ cor e/ doc_mgr / undef i ned
69. 165. 167. 117 |Canada 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ Bl ock 1
207. 46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 207. 46. 13. 52 Bl ock 1
46. 19. 86. 70 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx |B ock 1
80. 246. 130. 155 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
69. 165. 167. 117 |Canada 147.237.0.19 nadi matal .idf.il Dstributed Mal forned URL Bl ock 1
52. 6. 31. 228 Lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df . il/14-6446-he/ Bl ock 1
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