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Attacker Address | Atacker Country | Target Address |veb Ste |9 gnature | Devi ce Action




04-25-2015-11:03:08 to 04-25-2015-12:03:08

|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address |S te |Narre | Devi ce Action |Oount
198. 20. 70. 114 Lhited Sates 147.237.72. 166 aka idf.il DVRep_B-N _60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 233 atal.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.76. 86 navy.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger many 147. 237. 76. 202 e.halag.idf.il DVRep_B-N 60 _100 B ock 1
128. 242. 249. 12 Lhited Sates 147.237.77. 216 dover.idf.il DVRep_P- N _40-59 Per ni t 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
82.80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW with fake user agent 4
79.176.117. 59 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66. 249. 75. 72 Lhited Sates 147.237.77.170 |naarachot.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 190 Lhited Sates 147.237.77.176 |natpash.idf.il ET SCAN NVAP -sA (2) 2
43.255. 191. 168 Japan 147.237. 76. 147 |chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
89. 248. 174. 46 Net her | ands 147.237.76.39 |nobile.neitav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
43.255.191. 168 |Japan 147.237. 8. 45 e.etanidf.il ET SCAN Potential SSH Scan 1
82.214.114.5 Macedoni a, the Forner Yugosl av Republic of 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 4096 1
43.255.191. 168 |Japan 147.237.0. 15 kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
82.214.114.5 Macedoni a, the Forner Yugosl av Republic of 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -f -sS 1
8. 29. 144. 205 Lhited Sates 147.237.72.217 Je.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 50. 183. 5 Russi an Federation 147.237.76.199 |e.nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
163. 32. 234. 3 Tai wan 147.237.72.14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
43.255.191. 168 |Japan 147.237.77.212 |e.dover.idf.il ET SCAN Potential SSH Scan 1
104. 167. 117. 197 147.237.76.201 |e.atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
43.255.191. 168 |Japan 147.237.77.178 |e.nmatpash.idf.il ET SCAN Potential SSH Scan 1
89. 248. 174. 46 Net her | ands 147.237.76.44 |e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
43.255.191. 168 |Japan 147.237. 8. 46 e. chinuch.idf.il ET SCAN Potential SSH Scan 1
89. 248. 174. 46 Net her | ands 147.237.0. 15 kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
43.255.191. 168 |Japan 147.237.0.200 |ndu.idf.il ET SCAN Potential SSH Scan 1
82.214.114.5 Macedoni a, the Forner Yugosl av Republic of 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 2048 1
8. 29. 144. 205 Lhited Sates 147.237.72.217 Je.idf.il ET SCAN NVAP -sS wi ndow 4096 1
61.183.128. 6 Chi na 147.237.77.243 |nobile.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43.255.191. 168 |Japan 147.237.77.234 |halag.idf.il ET SCAN Potential SSH Scan 1
119. 90. 139. 71 Chi na 147.237.77.19 |lawforumidf.il ET SCAN NVAP -sS wi ndow 4096 1
43.255.191. 168 |Japan 147.237.77.179 |e.nazi.idf.il ET SCAN Potential SSH Scan 1
89. 248. 174. 46 Net her | ands 147.237.76.86 |navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry ‘Target Addr ess ‘S te ‘Massage Action ‘Oount
157 55.39 6 Uited Sates 147. 237. 72. 166 |aka i df i Inval i d segnent retransnission. Packet Srearﬁlng Enjgi ne: TP Invalid drop 50
dr opped. Ret r ansni ssi on
94. 230. 86. 249 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop dr op 2
2.52.139.181 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1
37.201.194.12 |Ger many 147.237.77.216 |dover.idf.i|F rst packet isn't SYN drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address ‘Target Address |Ste ) ‘Count
Country Action
79.176. 2. 151 | srael 147.237.0.19 |nadimatal.idf.i|Too Many of the Sane Response Code (404) in Session from79.176. 2. 151 B ock 35
s DO stributed Unaut hori zed URL Access on
77.125.79.249 |lsrael 147.237. 72. 166 |aka. i df .il van aka i dff i 1// mai 1 r abanut / webr esour ce. axd B ock 4
157. 55. 39. 6 Lhited Sates |147.237.72.166 |aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
213.57. 237. 48 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2
79.179. 206. 107 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary B ock 2
79.176. 2. 151 | srael 147.237.0.19 |nadimatal.idf.i|Too Many 404: Response Code per Session B ock 1
188. 165. 15. 108 |Fance 147.237.77. 176 |natpash.idf.il |Unaut hori zed URL Access to www cogat. i df.il/894-en B ock 1
84.228.55.180 |lsrael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 73. 193 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 73. 193 B ock 1
157.55. 39. 6 Lhited Sates [147.237.72.166|aka.idf.il Unknown Par anet er 55bf f e68 i n waw aka. i df . i |/ mai n/ hone/ def aul t . aspx None 1
s Unaut hori zed URL Access to

2.54.151. 94 | srael 147.237.72. 166 |aka. i df .11 wwv aka. i df . il /sites/resources/ chi nuch/ styl es/ i nport/ bot t onmavi gat on. asp Bl ock !
84.228.111. 48 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 894- he/ r ef uah. aspx B ock 1
66. 249. 75. 15 | srael 147.237. 72. 156 |anan.i df .i | Lhaut hori zed UR_ Access to list.ips.gov.il/ B ock 1
157.55.39.178 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
79.178.122. 178 |lsrael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to waw aka.idf.il/main/rabanut/webresource. axd B ock 1
52. 6. 31. 228 Lhited Sates |147.237.77.74 |lawidf.il Mil ti pl e Uhaut hori zed URL Access from52. 6. 31. 228 B ock 1
217.132.91. 47 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
84.229. 177. 45 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
178.137. 85. 64 Lkrai ne 147.237. 72. 156 |anan.i df .i | D stributed Lhaut hori zed UR. Access on list.ips.gov.il// B ock 1
54.163.84.187 |lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/organizati on/ navy/ servi ce. st m|B ock 1
109. 253. 132. 182]l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 1
188. 165. 15.13  |Fance 147.237. 77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
79.180. 146. 178 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
66.249. 73. 185 |lsrael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 73. 185 B ock 1
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