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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste

| gnature | Devi ce Action |count |
109. 186. 188. 149 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 37
58.134.135. 1 Chi na 147.237. 76. 148 gacenter. aka. i df .i | Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address

|Ste |Nama |Device Action \Ooum|
46.116. 175. 178 |l srael 147.237.77.234 |halag.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
198. 20. 69. 98 Lhited Sates 147.237.76.176 |test.ncore.idf.il |DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.170 |maarachot.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 148 |ggcenter.aka.idf.il |[DVRep B-N 60_100 B ock 1
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|Top Attackers In |D|

‘Attacker Qountry ‘Target Address |Ste

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 4
222.48.110.22 |[China 147.237.0.34 |tikshuv.idf.il ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 3
94. 2. 126. 142 Uni t ed Ki ngdom 147.237.0.34 |tikshuv.idf.il LOCAL_ RULES DOS attack 01/2012 2
66. 249. 69. 84 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
46.121. 139. 171 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
222.48.110.22 [China 147.237.0.19 |nadimatal.idf.il ET WEB SERVER Possi bl e COVE-2014-6271 Attenpt in Headers 2
222.48.110.22 |China 147.237.0.15 |kosher-kravi.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 2
66. 249. 69. 92 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 69. 76 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61. 149. 161. 186 |Chi na 147.237. 76. 148 |gacenter. aka. i df .i | GPL SCAN nmap TCP 2
168. 187. 246. 41 |Kuwai t 147.237.77. 121 |e.navy.idf .il ET SCAN NVAP -f -sS 1
222.48.110.22 |China 147.237.0.17 |mny-kosher-kravi.idf.il |ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 1
218.77.79. 43 Chi na 147.237.77.19 |lawforumidf.il ET SCAN Potential SSH Scan 1
218.77.79.43 Chi na 147.237.76.86 |navy.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 [Chi na 147.237.8.27 |e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
217. 66. 244. 54 Pal est_i nian Territory, 147. 237. 77. 216 |dover i df .1 SER\/ER-_APAO-E Apache mod_ssl non-SSL connection to SSL port denial 1
Qccupi ed of service attenpt

58. 97. 2. 66 Thai | and 147.237.76.44 |e.refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
216.251.24. 119 |Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NMVAP -sS wi ndow 2048 1
212. 147.56. 190 |Switzerl and 147.237. 76. 147 |chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
168. 187. 246. 41 |Kuvai t 147.237.77. 121 |e.navy.idf .il ET SCAN NVAP -sS wi ndow 2048 1
222.69.94.13 Chi na 147.237.8.46 |e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
114.112. 96. 133 |Chi na 147.237.0.200 |rdu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.166. 91. 43 | srael 147. 237. 76. 147 |chi nuch. aka. i df .i | ET SCAN NMVAP -sS wi ndow 3072 1
218.77.79.43 Chi na 147.237.76. 197 |e. hinush.idf .il ET SCAN Potential SSH Scan 1
218.77.79.43 Chi na 147.237.72. 167 |i shuri maka.idf .il ET SCAN Potential SSH Scan 1
216.251.24.119 |Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
58. 97. 2. 66 Thai | and 147.237.76.44 |e.refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
216.251. 24. 119 |Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -f -sS 1

1

222.69. 94. 13 Chi na 147.237.8.46 |e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 3072
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|Top Attackers In FW |

‘Attacker Qount ry Target Address ‘S te ‘Message
176. 12. 150. 114 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 12
188. 225. 140. 29 glcis;i'e”c'ja“ Territory, 1147 237.77. 216 |dover. i df i [Fi rst packet isnt SN drop drop 11
66.249. 73. 201 |tnited Sates 147. 237. 77. 216 |dover. i of .| V3 1 d segent retransmssion. Packet (Sreamng Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
79.176. 180. 247 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 6
79.183.238.72 |Israel 147.237.77.216|dover.idf.i|F rst packet isn't SN dr op dr op 4
62.24.181.135 |United Ki ngdom 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 3
46. 43. 104. 139 (F;ajcis;i';'ja” Territory, 147 237.77. 216 |dover. i df i [F rst packet isnt SN drop drop 2
66.249.73.185 |Lhited Sates 147.237.77. 216 |dover.idf.i nvalid segnent retransmssion. Packet |Srean "9 Er.@ ne: TP Invalid drop 2
dr opped. Ret r ansni ssi on
109. 65. 117. 127 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 2
62.24.181. 134 [Uhited Ki ngdom 147.237.77.216|dover.idf.i|H rst packet isn't SYN drop drop 1
66. 249. 73. 185 |l srael 147.237. 77. 216 |dover.idf.i|H rst packet isn't SN drop drop 1
50. 87. 144. 145 |lLhited Sates 147.237.77. 216 |dover.idf.i|FH rst packet isn't SN drop drop 1
66.249. 73. 201 |l srael 147.237.77.216|dover.idf.i|F rst packet isn't SN dr op dr op 1
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|Top Attackers In V\AF|

A tacker

Devi ce

‘Target Address |Ste

‘Count

Country Action
77.126.66.164 |israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 32
77.126. 66. 164
79.183.238.72 |Israel 147. 237.72. 166 |aka i df . i | Distributed Lhaut horized LR. Access on B ock 3
wan aka. i df . i1/ / mai n/ har edi i webr esour ce. axd
80.246.130. 43 |Israel 147.237.72. 166 |aka. i df . Wnaut hori zed LRL Access to B ock 3
wav aka. i df . i | / mai n/ har edi i webr esour ce. axd
84.229.177.45 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 3
95. 130. 13. 153 |Fance 147.237.76. 31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 95. 130. 13. 153 B ock 2
176.10. 104. 234 |Sa t zer| and 147.237.77.233|atal .idf.il Mil ti pl e Uhaut hori zed URL Access from 176. 10. 104. 234 B ock 2
] s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il W navy. i df . i | / 994- 8613- hel navy. aspx. aspx B ock 2
66. 249. 78. 190 |l srael 147.237.77. 176 [nat pash.i df .i | Uhaut hori zed URL Access to wwu cogat . idf.il/894-ar B ock 1
222.48.110.22 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ B ock 1
188. 165. 15. 13 |FHance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df . il/nerkavad/ english/index. stm |B ock 1
66.249.69. 42 |Israel 147. 237. 72. 166 |aka i of . i | Unknown Paranet er Scri pt Minager 1_H ddenfi el d in None 1
ww aka. i df . i |/ mai n/ sachar/ def aul t. aspx
74.82.47. 4 Lhited Sates 147.237.0.16 |ny-kosher-kravi.idf.il Uhaut hori zed URL Access to 147.237.0. 16/ B ock 1
222.48.110.22 |China 147.237.0.19 nadi matal .idf.il Mal formed URL http/1.1 Bl ock 1
66.249. 75.117 |israel 147.237.72. 166 |aka.i df . Wnaut hori zed URL Access to B ock 1
waw aka. i df . i1/ sachar/forns/ downl oadf or m asp
52. 6. 31. 228 Lhited Sates 147.237.77.74 |lawidf.il Mil ti pl e Uhaut hori zed URL Access from52. 6. 31. 228 B ock 1
66. 249. 79. 96 | srael 147.237.77. 234 |hal ag.idf.il Lhaut hori zed URL Access to wwu |l ogistics.atal.idf.il/nd B ock 1
207.46.13.110 |Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1241- he/ at al . aspx Bl ock 1
66. 249. 73. 185 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 73. 185 B ock 1
95.130. 13. 153 |Fance 147.237.76.31 |[nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/1111-he/ Bl ock 1
77.126.66.164 |lsrael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session Bl ock 1
66. 249. 78. 4 | srael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1239- he/ at al . aspx B ock 1
222.48.110.22 |China 147.237.0.19 |nadimatal.idf.il Unaut hori zed URL Access to 147.237.0. 19/ cgi - bi n/ php B ock 1
61.135.190. 70 [Chi na 147.237.0.19 |nadimatal.idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
176. 10. 104. 234 |Snit zer| and 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to waw atal .idf.il/926-he/ B ock 1
] s Unaut hori zed URL Access to
68. 180. 228. 117 |Uhited Sates 147.237.77. 216 |dover. i df .11 wan i df . i |/ engl i sh/ announcenent s/ 2002/ april/19 b.stm Bl ock !
213.57.154.62 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
s Unaut hori zed URL Access to
66.249. 73. 193 |l srael 147.237.77. 216 |dover.idf.il W i df . i |/ hebr ew or gani zat i on/ ar nor ed/ bar ak/ r eshef . stm B ock 1
s URL is Above Root Orectory
5.79.68.161 Net her | ands 147.237.77. 216 |dover.idf.il wew i df. i1/ ./ shared! ol i ent scri pts/j querylj query-1.4.2.nin.j s B ock 1
134. 249. 53. 8 Lkrai ne 147.237.77. 176 |nat pash.i df .i | Unhaut hori zed URL Access to www cogat.idf.il/901-11442-en/ B ock 1
sl D stributed Lhaut horized URL Access on
66. 249. 78. 11 | srael 147.237.77. 233 |atal .idf.il 147. 237.77. 233/ ] 1134- he/ at al . aspx Bl ock 1
222.48.110.22 |[China 147.237.0.34 |tikshuv.idf.il Access to: /cgi-bin/php B ock 1
61.135.190. 71 [China 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
176. 12. 140. 141 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
68. 180. 228. 167 |Lhited Sates 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to aka.idf.il/banmachane/ B ock 1
222.48.110.22 |China 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237. 0. 15/ cgi - bi n/ php Bl ock 1
66.249.75.13 |Israel 147, 237.72. 166 |aka. i df . i | Distributed Lhaut hori zed LR Access on Bl ock 1
waw aka. i df . i | //sachar/f or ns/ downl oadf or m asp
37.140. 141. 27 RF;Z:::{: o 147.237.72. 166 |aka. i df . Mil tipl e Unaut hori zed URL Access from 37.140. 141. 27 B ock 1
157. 55. 39. 89 Lhited Sates 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to aka.idf.il/main/snalinhtn/14. asp Bl ock 1
79.180.115.95 |Israel 147. 237.72. 166 |aka. i f . i | Distributed thaut horized URL Access on Bl ock 1
wan aka. i df . i1/ / mai n/ har edi i webr esour ce. axd
66. 249. 78. 21 | srael 147.237.76.42 |refuah.idf.il Lhaut horized UR. Access to wwurefua. atal .idf.il/m B ock 1
222.48.110.22 |China 147.237.0.34 |tikshuv.idf.il Mal formed URL http/1.1 Bl ock 1
176. 12. 145. 144 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 1
66. 249. 69. 33 | srael 147.237.77. 170 |naarachot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ B ock 1
85. 65. 225. 200 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df.il/newsite/russian/ nain.stm B ock 1
222.48.110.22 |China 147.237.0.17 Im”y' kosher-kravi. idf. i f\ 0t ol e nal formed URL from 222, 48. 110, 22 B ock 1
66. 249. 75. 68 | srael 147.237.77.74 |lawidf.il Ml tiple Uhaut horized URL Access from 66. 249. 75. 68 Bl ock 1
46.116. 175. 178 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
157.55.39.179 |lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
79.183.101.24 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
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