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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste | Devi ce Action | count
52. 74. 49. 82 Lhited Sates 147.237.76. 30 hi nush.idf.il Invalid L4 Header Length drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |NarTe |Davi ce Action |Oount \
85. 64. 96. 251 | srael 147.237.77.216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77.233 |atal.idf.il DVRep_B-N _60_100 B ock 1
89. 164. 198. 59 Coatia 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nmethod (M crosoft) B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 147 |chinuch.aka.idf.il |DVRep_B-N 60_100 B ock 1
46. 19. 85. 57 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.177 |ncore.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 CGer nany 147.237.76.201 |e atal.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.198 |e.yohal an.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Atacker Country | Target Address |ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 25
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 78. 197 Lhited Sates 147.237.77.176 nat pash. i df .| ET SCAN NVAP -sA (2) 2
218.77.79. 43 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
212. 147. 56. 190 Swi t zer|l and 147.237.72.14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
128. 199. 165. 82 S ngapor e 147.237.77. 216 dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
61. 240. 144. 66 Chi na 147.237.0. 35 akaws. i df.il ET SCAN NVAP -sS w ndow 1024 1
50. 252. 197. 194 Lhited Sates 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.77.79.43 Chi na 147.237.76. 38 eengitav.idf.il ET SCAN Potential SSH Scan 1
218.77.79. 43 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
212. 147. 56. 190 Swi t zer| and 147.237.72.14 dover.idf.il (ol d) ET SCAN NMVAP -sS wi ndow 2048 1
212.147.56. 190 Sntzerl and 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
182. 254. 226. 90 Chi na 147.237.0. 16 ny- kosher-kravi .i df .il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 67 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 252. 197. 194 Lhited Sates 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 3072 1
218.77.79. 43 Chi na 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address | Attacker Country | Target Address |ste | Message [Name | Device Action | count |
52.16.5. 197 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 2
54.72.73.168 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 2
61. 135. 190. 69 Chi na 147.237.0. 35 akavs. i df.il drop drop 1
93.172. 34. 126 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1
173.252.74. 112 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't dr op dr op 1
173.252.74. 113 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1
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|Top Attackers In V\AF|

At acker
Gountry

Devi ce

Ste Action

Target Address

‘Count

Unaut hori zed URL Access to

ww. i df . i | / hebr ew announcenent s/ 2001/ novenber/ 19. st m

72.9.148. 10 Lhited Sates |[147.237.76.86 |navy.idf.il wh navy. i df . i | / 994- 8613- hel navy. aspx. aspx Bl ock 2
157.55. 39. 6 Lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
66. 249. 78. 204 |l srael 147.237.77. 176 |nat pash. i df .i | Uhaut hori zed URL Access to www cogat . idf.il/nobile/ B ock 1
66. 249. 69. 86 | srael 147.237. 77. 226 [ww chanat z. aka. i df . il |Uhaut horized URL Access to 147.237.77.226/ B ock 1
157.55.39.6  |tited States |147.237. 72. 166 |aka.i df .l Unknown Paraneter SSbffe68 in None 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
66. 249. 73. 201 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 73. 201 Bl ock 1
52. 6. 31. 228 Lhited Sates |[147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waww | aw i df.il/14- 6267- he/ B ock 1
66. 249. 73. 185 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 73. 185 B ock 1
157. 55. 39. 39 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
66. 249. 75. 42 | srael 147.237.72. 166 |aka. i df . il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
61.135.190. 69 |Chi na 147.237.0.17 Im”y' kosher-kravi . 1df. 1 f - it hori zed URL Access to 147.237. 0. 17/ B ock 1
104. 32.162. 117 147.237.77. 176 [nat pash. i df . i | PHP At t enpt Bl ock 1
66. 249. 73. 185 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df.il/1283-11677en/ dover. aspx Bl ock 1
46.117. 162. 166 |l srael 147.237.72. 166 |[aka. i df . il Lhaut hori zed URL Access to waww aka.idf.il/giyus/ general Bl ock 1
157.55.39. 178 |lhited Sates |147.237.72.166|aka.idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 75. 62 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
66. 249. 69. 36 | srael 147.237.72. 166 |aka.i df .i | D stributed Unaut hori zed URL Access on 147.237.72. 166/ / B ock 1
157.55. 39. 3 Lhited Sates |[147.237.72.166|aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 73. 185 |l srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wawn i df.il/newsitel english/nain. asp Bl ock 1
46.121.80. 11 | srael 147.237.76. 31 |[nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx Bl ock 1
. s Unaut hori zed URL Access to
157.55.39. 179 |lhited Sates |147.237.72.166|aka.idf.il v aka. i of . 1/ kank ar / nevs/ e i st ael bar . org, i | B ock 1
66.249.75.68 | srael 147.237.77.74 |lawid.il Wnaut hori zed URL Access to B ock 1
W, mag. i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
66.249.69.76 |l srael 147.237.77.74 |lawidf.il Illegal Paraneter Encoding searchText in None 1
wan | aw i df . i 1/275- hel pat zar . aspx
66.249.73.193 |israel 147.237.77. 216 |dover. i df .i Distributed Lhaut hori zed LR. Access on B ock 1
W i df . i1/ / newsi t e/ engl i sh/ nai n. asp
52. 6. 31. 228 Lhited Sates |[147.237.77.74 |lawidf.il Mil ti pl e Uhaut hori zed URL Access from 52. 6. 31. 228 B ock 1
207.46.13.52 |Wited Sates |147. 237. 77. 216 |dover. i df .| thaut hori zed URL Access to B ock 1
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