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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address

|veb Ste |9 gnature | Device Action  |Count |
66. 249. 78. 18 | srael 147.237.77. 233 atal.idf.il TCP handshake vi ol ation, first packet not syn drop 376
112.144.116. 198 Korea, Republic of 147.237.76. 39 nobi | e. nei tav.idf.il B ock Udp All Nets drop 2




04-25-2015-08:03:06 to 04-25-2015-09:03:06

|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

| Target Address

|Ste

|Narre

|Davi ce Action |Oount |
218. 30. 103. 52 Chi na 147.237.72. 166 aka.idf.il Cl03: HITP: User Agent Sogou+web+spi der Bl ock 1
85. 25. 103. 50 Ger many 147.237.76. 31 nakchal .idf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 70. 114 Lhited Sates 147.237.0. 33 idf.il DVRep_B-N 60 _100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.72. 166 aka.idf.il DVRep B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il [DVRep B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 23
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 65 Chi na 147.237.8. 24 elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
216. 14. 93. 126 Lhited Sates 147.237.76. 197 e. hinush.idf.il ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 64 Chi na 147.237.76. 197 e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 255. 85. 232 Net her | ands 147.237.77. 227 e hamaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
119.90. 139. 71 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
111. 203. 22. 57 Chi na 147.237.77.19 lawforumidf.il ET SCAN NMVAP -sS wi ndow 1024 1
101. 226. 2. 99 Chi na 147. 237.76. 147 chinuch. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.117.208. 243 147.237.76. 30 hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
79.181. 203. 126 | srael 147.237.72. 156 anan. i df.il ET SCAN Possi ble S3_ Brute Force attack or Ste Gaw 1
218.77.79. 43 Chi na 147.237.77. 205 prisha.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237. 8. 28 e.nobile-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.0. 35 akaws. i df. i | ET SCAN NVAP -sS wi ndow 1024 1
216. 14.93. 126 Lhited Sates 147.237.76. 197 e. hinush.idf.il ET SCAN NVAP -f -sS 1
5. 255. 85. 232 Net her | ands 147.237.77. 227 e. hanaz.idf.il ET SCAN NVAP -sS w ndow 3072 1
119.90. 139. 71 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
119. 90. 139. 71 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -f -sS 1
101. 226. 2. 99 Chi na 147.237.76. 147 chinuch. aka.idf.il ET SCAN NMAP -sS wi ndow 3072 1
82.117. 208. 243 147.237.76. 176 test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.77.170 naar achot . i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address | Attacker Country | Target Address |gte | Message [Name | Device Action | count
46.19. 86. 255 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 6
54.72.0.55 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 6
37.48.120. 214 Net her | ands 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 4
84.108. 172. 65 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 2
207.46. 13. 52 Lhited Sates 147.237.77.216 dover.idf.il Frst packet isn't drop drop 2
54.72.73.168 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 2
75.126. 221. 55 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1
176. 12. 150. 83 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1
212.174.166. 140 Tur key 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

nakhal .idf.il/tenpl at es/ shared/ user contr ol s/ header upper/

Qount ry ‘Tar get Address |Ste Acti on ‘Count

66. 249. 73. 201 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 73. 201 B ock 3
5. 255. 253. 124 RFeJZ;:tnl o |147.237.77.216 [dover i f i1 Mil tipl e Unaut hori zed URL Access from 5. 255. 253, 124 Bock |2
66. 249. 73. 185 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 73. 185 B ock 2
46.117. 152. 129 |l srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka. i df.il/nai n/ gi yus/ general B ock 2
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw havy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
66. 249. 73. 193 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wa i df.il/newsite/english/0223-2. stm Bl ock 1
79.178. 203. 131 |l srael 147.237.72. 166 |aka.idf .il D stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 75. 117 |l srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 65. 184 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
184.105. 139. 68 |Lhited Sates |147.237.72. 167 |ishurimaka.idf.i|Unhaut hori zed URL Access to 147.237.72. 167/ B ock 1
68.180.228. 117 |Lhited Sates |147.237.77.216|dover.idf.il O stributed Lhaut hori zed URL Access on waw i df .il//newsite/english/ main. stm B ock 1
85. 65. 2. 106 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwn idf.il/https: /wwidf.il/ Bl ock 1
66.249.78.18 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
66.249. 69. 84 |lsrael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www | awidf.il/935 B ock 1
188. 165. 15. 13 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 188. 165. 15. 13 B ock 1
68. 180.228. 117 |Lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/1106-6.stm B ock 1
66. 249. 75. 23 | srael 147.237. 72. 156 |anan.i df .i | Lhaut hori zed UR. Access to list.ips.gov.il/ B ock 1
37.16.72.139 France 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/organi zati on/ honef ront / nap. st m|Bl ock 1
87.69. 127. 213 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 78. 242 |l srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
188. 165. 15. 13 |Fance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/roshhanas. stm B ock 1
68. 180. 228. 232 |Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter catld in ww aka. idf.il/tiznoret/ None 1
66. 249. 75. 64 | srael 147.237.77. 170 [n@arachot . i df .i| |Uhaut hori zed URL Access to naarachot.idf.il/nd B ock 1

Unhaut hori zed URL Access to ww aka.idf.il/edi mifund/ x3 G AYaE™E 4€3

& A G /e, -AsC A5G AL G Ba,-ASGP AR Ay B ENAE™( A3
157.55.39. 6 Lhited Sates |147.237.72.166 |aka.idf.il G A G ma,-A5G aes> Ay & Ba,~ASCP AESCR Ayxd Agx3 B BMAE ™R A€3 B ock 1

G A O Aa,-ASC AESC AL O /X8, -ASCE aESCR AYx3 O AEOTAE™C 8€S

& A G Axa, A5G A5G Ac O AB0a,-ASCP AE5CR As
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il D stributed Whaut hori zed URL Access on 147. 237. 76. 42/ / 938- he/ r ef uah. aspx B ock 1
66. 249. 73. 193 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 73. 193 B ock 1
198. 23. 155. 121 |Lhited Sates |147.237.77.216 |dover.idf.il Unaut hori zed URL Access to wwn i df.il/1283-18822-en Bl ock 1
66. 249. 75. 74 | srael 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ Bl ock 1
62.219.62.57 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1

s Unaut hori zed URL Access to

178. 255. 215. 87 [France 147.237.77. 216 |dover T df . i, i df . i | /1133- 16655- he/ kkkkkkk=0c219c5dkkkkkkk 0c219c5d Bock |1
68.180.228.59 |lhited Sates [147.237.76.31 [nakchal.idr.i| |J1authorized LR Access to Bock |1
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