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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |9 gnature | Devi ce Action | count
58. 153. 235. 110 Hong Kong 147.237.76. 199 e.nakchal .idf.il Bl ock_Udp All _Nets drop 1




04-25-2015-07:03:02 to 04-25-2015-08:03:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te |Name | Devi ce Action \Ooum |
198. 20. 69. 98 Lhited Sates 147.237.72.14 |dover.idf.il (ol d)|DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Ger many 147.237.0. 35 akaws. i df.i | DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 CGer many 147.237.76.176 |test.ncore.idf.il|DVRep B-N 60 100 B ock 1
163. 47. 14. 86 Japan 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste [Name | count
222.84.7.148 Chi na 147.237.72. 166 aka.idf.il SQ Injection - Select Fom 17
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 6
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 4
64.233. 173. 161 Lhited Sates 147.237.77. 216 dover.idf.il ET SCAN NVAP -sA (2) 2
64.122. 98. 58 Lhited Sates 147.237.77. 179 e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237. 76. 200 eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.77. 212 e. dover.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 147 chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
202.71. 25. 29 Indi a 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
91.224.132. 118 Russi an Federation 147.237. 0. 200 mu. i df i | ET SCAN NVAP -sS w ndow 1024 1
81.200.91.2 Russi an Federation 147.237.76. 198 e.yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
61. 240. 144. 66 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.183. 128. 6 Chi na 147.237.76. 196 e.sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
202.71.25.29 I ndi a 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 1
81.200.91.2 Russi an Federation 147.237.76. 198 e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Qount ry Target Address ‘S te ‘Me-ssage Action ‘Oount

188. 103. 97. 166 |Ger nany 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 24

64.233.173. 151 |Wi ted Sates  |147. 237. 7. 216 |dover. i o i || Ve 1 d segnent retransmssion. Packet Streaning Engi ne: TGP Invalid drop 12
dr opped. Ret r ansni ssi on

109. 64. 182. 143 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8

89. 187. 216. 150 |Lebanon 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop

66.249.73.185 |Uited Sates |147. 237. 7. 216 |dover.i g i [/ Va 1 d segnent retransmssion. Packet Streaning Bngi ne: TGP Invalid drop 6
dr opped. Ret ransni ssi on

66.249.73.193 |Wited Sates |147. 237. 7. 216 |[dover. i o i | "V 1 d segnent retransmssion. Packet Streaning Bngi ne: TCP Inval i d drop 6
dr opped. Ret r ansnii ssi on

46.19. 86. 77 | srael 147.237.77.233|atal .idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 2

54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 2

207.46. 13. 52 Lhited Sates |147.237.77.216|dover.idf.i|Frst packet isn't SN drop drop 1




04-25-2015-07:03:02 to 04-25-2015-08:03:02

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Ste

Devi ce

Country
Russi an

Action

‘Count

5. 255. 253. 124 Feder ati on 147.237.77. 216 |dover.idf.il Mil tiple Whaut horized URL Access from 5. 255. 253. 124 Bl ock 6
66. 249. 73. 185 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 73. 185 Bl ock 3
187.45.240.69 |Bazil 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 187. 45. 240. 69 B ock 2
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to www havy. i df.il/994- 8613- he/ navy. aspx. aspx Bl ock 2
66. 249. 73. 193 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66.249. 73. 193 Bl ock 2
66. 249. 73. 201 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Whaut horized URL Access from 66. 249. 73. 201 Bl ock 2
165. 124. 164. 167|lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsitel/english/main.stm Bl ock 2
66. 249. 75. 66 | srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ B ock 1
’ sl Unaut hori zed URL Access to
52.4.251. 232 Lhited Sates |147.237.77.216|dover.idf.il vew i of i /aratat/terror| sn®/ engli s nal n i ndex. stm B ock 1
178.19.104. 138 |Pol and 147.237.77. 243 |nobile.idf . il Uhaut hori zed URL Access to 147.237.77. 243/ Bl ock 1
69. 30. 240. 46 Lhited Sates |147.237.72.167|ishurimaka.idf.i|lllegal HITP \krsion Bl ock 1
207.46.13. 1 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/irag/english/info03.stm B ock 1
157.55.39.24  |wnited Sates [147.237.72. 156 |anan. i df .1 Wnaut hori zed UR. Access to . B ock 1
waw aman. i df . i1/ consol e/ cor e/ doc_ngr/ undef i ned
66. 249. 75. 72 | srael 147.237.77. 170 [n@arachot . i df .i| |Uhaut hori zed URL Access to naarachot.idf.il/nobil e/ Bl ock 1
54. 166. 33. 25 Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspi ci ous Response (ode Bl ock 1
217.12.202.39 |kraine 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 1
5. 255. 253. 124 g{sj:;;nl on 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Code Bl ock 1
157. 55. 39. 79 Lhited Sates |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ 467- hel pat zar . aspx Bl ock 1
66. 249. 78. 18 | srael 147.237.77. 233 |atal .idf.il D stributed Unaut hori zed URL Access on 147.237.77.233// Bl ock 1
54.176.35.127 |lhited Sates |147.237.77.216|dover.idf.il D stributed Suspi ci ous Response Code Bl ock 1
188. 143. 232. 40 gz:;;r: on 147.237.77. 216 |dover.idf.il Mul tiple Whauthorized URL Access from 188. 143. 232. 40 B ock 1
74.82.47.2 Lhited Sates |147.237.0.19 nadi matal .idf.il|Uaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
Unaut hori zed URL Access to
157.55.39.178 |lhited Sates |[147.237.72.166|aka.idf.il wawv aka. i df . i |/ mai n/ snal i i &a=u&ei =rt owt n- eh86con2n-j sc&ed=0caudf j aa |B ock 1
&usg=af qj cnf q_09hupgngnkek7wo5wt f da- oqg
66. 249. 78. 236 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ scri pt r esour ce. axd Bl ock 1
s D stributed Lhaut hori zed URL Access on
66. 249. 64. 64 | srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ | 938- hel r ef uah. aspx Bl ock 1
Russi an o Lhaqt hor'i zed URL Acces; to ' _ ' .
188. 143. 232. 40 Feder ati on 147.237.77. 216 |dover.idf.il ww idf.il/tenplates/articlelarticle. in. aspx/tenpl ates/sendtof ri end/ sendtof ri en |Bl ock 1
d. aspx
. s Unaut hori zed URL Access to
84. 228. 16. 124 | srael 147.237.0.34 |tikshuv.idf.il waw ti kshuv. i df . i | /tenpl at es/ opr ol escat egory/ undef i ned B ock 1
66.249.75.5 | srael 147.237.72. 166 |aka. i df .i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
31.193. 51. 80 France 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 1
66. 249. 78. 242 | srael 147.237.76. 42 |refuah.idf.il D stributed Uhauthori zed URL Access on 147.237.76.42//scri ptresour ce. axd |B ock 1
66. 249. 64. 83 | srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed UR. Access to www tikshuv.idf.il/mni Bl ock 1
207.46.13. 1 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Whaut hori zed URL Access from 207.46.13. 1 B ock 1
109. 253. 134. 249|l srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
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