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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Country
59. 147. 200. 207

| Target Address |veb Ste |9 gnature | Devi ce Action | count
Japan 147.237.76. 31 nakchal .i df.il Bl ock_Udp All _Nets drop 1
195. 37. 190. 86 Cer many 147. 237. 76. 202 e.halag.idf.il B ock Np Al Net drop 1




04-25-2015-06:03:03 to 04-25-2015-07:03:03

|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address \S te |Name |Davi ce Action |Oount |
185. 32. 177. 43 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute Bl ock 1
46. 59. 254. 88 Ger many 147.237.72.166 |aka.idf.il C1000106: HTTP: naj estic bot B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.200 |eitan.aka.idf.il|DVRep B-N 60 100 Bl ock 1
66. 240. 192. 138 Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60 _100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.233 |atal.idf.il DVRep_B-N _60_100 B ock 1
85. 25. 103. 50 CGer nany 147.237. 8. 45 e.eitan.idf.il |DVRep_B-N 60 100 B ock 1
106. 120. 173. 159 |Chi na 147.237.77.233 |atal.idf.il Cl03: HITP: User Agent Sogou+web+spi der Bl ock 1




04-25-2015-06:03:03 to 04-25-2015-07:03:03

|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste [Name | count |
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 25
202. 207. 240. 35 |Chi na 147.237.0. 34 tikshuv.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 5
195. 34. 150. 18 |Austria 147.237.77.216 |dover.idf.il Tehila - Perl LV wth fake user agent 4
61. 183. 128. 6 Chi na 147.237.77. 243 |nobi l e.idf.il ET SCAN NVAP -sS w ndow 1024 2
66. 249. 75. 68 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
61.183.128. 6 Chi na 147.237.0. 33 idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 160. 224. 128 |Chi na 147.237.72. 166 |aka.idf.il ET SCAN Potential SSH Scan 1
202. 207. 240. 35 |Chi na 147.237.0. 15 kosher-kravi .idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 1
46.130. 112. 242 |Arneni a 147.237. 8. 45 eeitanidf.il ET SCAN NVAP -sS w ndow 4096 1
184.63.17.245 |lhited Sates 147.237.77.216 |dover.idf.il G5 WNDOMS M crosoft Forefront UAG javascript handler in LR XSS attenpt 1
46.130. 112. 242 |Arneni a 147.237. 8. 45 e.etanidf.il ET SCAN NVAP -f -sS 1
114.112. 96. 133 |Chi na 147.237.77. 226 |ww chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 67 |Chi na 147.237. 8. 27 e nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
212.47.236.90 |Rance 147.237.8. 27 e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 183. 128. 6 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.47.236.90 |Rance 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 |Chi na 147.237.77.19 |lawforumidf.il ET SCAN Potential SSH Scan 1
202. 207. 240. 35 |Chi na 147.237.0. 19 nadi matal .idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 1
60. 18. 162. 244 |Chi na 147.237.77.233 |atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.130. 112. 242 |Arneni a 147.237. 8. 45 eeitanidf.il ET SCAN NVAP -sS w ndow 2048 1
114.112.96.133 |China 147.237.77. 243 |nobil e.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.238.134.92 |Pol and 147.237.0. 17 mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 67 |Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.183.128. 6 Chi na 147.237.77.235 |sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.47.236.90 |Rance 147.237.8. 24 elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1




04-25-2015-06:03:03 to 04-25-2015-07:03:03

|Top Attackers In FW |

Attacker Address

| Attacker Country

| Target Address

|ste

| Message

| Name | Device Action |Count |
65. 255. 37. 223 Satellite Provider |147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 26
82. 145. 216. 128 Eur ope 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 12
84.228.213. 192 | srael 147.237.77.233 |atal.idf.il |SYNretransmit wth different w ndow scal e Bad TCP sequence |nonitor 4
207.241.226.169 |lhited Sates 147.237.72.166 |aka.idf.il |SAMrule drop drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Count ry ‘Tar get Address |Ste Action ‘Count
5. 255. 253. 124 :ZZ::FI on 147.237.77. 216 |dover.idf.il Ml tiple Whaut horized URL Access from 5. 255. 253. 124 B ock 7
66. 249. 73. 201 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 73. 201 B ock 5
66. 249. 73. 193 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 73. 193 B ock 4
202. 207. 240. 35 [Chi na 147.237.0.34 |tikshuv.idf.il Mil tiple URL wormattacks from 202. 207. 240. 35 B ock 4
187. 45. 240. 69 |Bazil 147.237.77.233|atal .idf.il Ml tipl e Uhaut hori zed URL Access from 187. 45. 240. 69 B ock 3
66. 249. 73. 185 |l srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut hori zed URL Access from 66. 249. 73. 185 B ock 3
; s Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il i navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
68. 180. 228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 2
180.76.4.78 Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ B ock 1
188. 165. 15. 13 |Fance 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df.il/newsite/english/1008-2. stm B ock 1
157.55. 39. 8 Lhited Sates 147.237.72. 166 |aka.idf .il Unknown Par anet er 4f 9c0c80 i n waw aka. i df . i |/ nmai n/ hone/ def aul t . aspx None 1
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
207. 46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 207. 46. 13. 52 B ock 1
184.63.17. 245 |lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed LR Access to waw i df.il/shared/clientscripts/{O} B ock 1
84.228.213. 192 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
66. 249. 73. 223 |l srael 147.237.0.15 |kosher-kravi.idf.il Whautt hori zed LR__Acc_ess to B ock 1
wwn kosher - kravi . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/
202. 207. 240. 35 |Chi na 147.237.0.15 |kosher-kravi.idf.illLhaut hori zed URL Access to 147.237.0. 15/ cgi - bi n/ cont act . cgi B ock 1
157.55.39.59 |tnited Sates  [147.237.77. 216 |dover. i df.il Wnauthori zed URL Access to B ock 1
ww i df.il/international _traini ng/ course phot 0s. asp
66. 249. 69. 41 | srael 147.237.77. 170 |naarachot.idf .il |Unhaut hori zed URL Access to 147.237.77.170/ B ock 1
207. 46. 13. 95 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/newsite/english/0115-2. stm B ock 1
) S Unhaut hori zed URL Access to
91. 200. 12. 22 Lkrai ne 147.237.77. 216 |dover.idf.il wa i df . i |/ 1283- 11845- en/ dover . aspx/ t r ackback/ B ock 1
66. 249. 78. 204 |l srael 147.237.77.176 [nat pash.idf .i| Mil tiple Uhaut hori zed URL Access from 66. 249. 78. 204 B ock 1
202. 207. 240. 35 [Chi na 147.237.0.19 |nadimatal.idf.il |Uauthorized URL Access to 147.237.0. 19/ cgi - bi n/ env. cgi B ock 1
157.55.39. 115 |lhited Sates 147.237.77.233|atal .idf.il D stributed Unaut hori zed URL Access on 147.237.77.233// B ock 1
68. 180. 228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwu i df.il/newsite/english/031604-2.stm B ock 1
217.12.202.39 |[kraine 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
187. 45. 240. 69 |Bazil 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/wp-admn/ B ock 1
135. 23.110. 73 |Canada 147.237.77.233|atal .idf.il Enail collector robots 14 B ock 1
R Unhaut hori zed URL Access to
66.249.78.204 I srael 147.237.77. 176 |mat pash. i f .11 wwv cogat . i df . il /tenpl at es/ shared/ user cont r ol s/ navnenu/ undef i ned Bl ock !
202. 207. 240. 35 |Chi na 147.237.0.34 |tikshuv.idf.il Access to: /cgi-bin/contact. cgi B ock 1
C e Unaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 |dover. i df .11 wan i df . i |/ hebr ew or gani zat i on/ ar nor ed/ bar ak/ bar ak. st m Bl ock !
69.162. 153. 76 |lLhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wan i df.il/honefront/english/defaul t.stm B ock 1
221.180. 17. 227 [Chi na 147.237.0.34 |tikshuv.idf.il Mal formed URL http/ 1.1 B ock 1
188. 138. 17. 205 |F ance 147.237.77.235|sviva.idf.il Unaut hori zed URL Access to 147.237.77. 235/ B ock 1
135. 23.110. 73 |Canada 147.237.77.233|atal .idf.il eMii | Hoar di ng B ock 1
66. 249. 78. 236 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
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