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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Country
23.94. 144, 50

| Target Address

|veb Ste |9 gnature | Devi ce Action | count
Lhited Sates 147.237.76. 34 yohal an.idf.il Bock Np Al Net dr op 1
222.148.170. 131 Japan 147.237.76. 38 e.enetav.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |NarTe |Davi ce Action |Oount |
128. 242. 249. 12 Lhited Sates 147.237.77.216  |dover.idf.il DVRep_P- N _40- 59 Per mt 25
46.137. 134. 188 I rel and 147.237.72.166 |aka.idf.il DVRep_P- N _40-59 Per mt 1
61.41.4.6 Korea, Republic of 147.237.77. 74 lawidf.il C1000108: HITP. Trying to | ocate existing FCKedi t or B ock 1

85. 25. 103. 50 Cer nany 147.237.72. 14 dover.idf.il(old) |DVRep_B-N 60_100 B ock 1

85. 25. 103. 50 Cer many 147.237.77.205 |prisha idf.il DVRep_B-N _60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name | count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 27
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 5
66. 249. 69. 63 Lhited Sates 147.237.77.170 naarachot . i df . il ET SCAN NVAP -sA (2) 2
23. 254, 132. 248 Lhited Sates 147.237.76. 42 refuah.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 64 Chi na 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
61.183. 128. 6 Chi na 147.237.76. 147 chi nuch. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 163 Japan 147.237.77. 226 wan chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
213. 210. 205. 2 Saudi Arabia 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
43. 255. 191. 163 Japan 147.237.77.178 e. nat pash. i df .il ET SCAN Potential SSH Scan 1
213. 210. 205. 2 Saudi Arabi a 147.237.77. 205 prisha.idf.il ET SCAN NVAP -f -sS 1
43. 255. 191. 163 Japan 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
85. 10. 199. 205 Cer many 147.237.77. 233 atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 163 Japan 147.237.76. 30 hi nush. i df .i | ET SCAN Potential SSH Scan 1
85. 10. 199. 205 Ger many 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 163 Japan 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
85. 10. 199. 205 Cer many 147.237.8. 24 elifestyle.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
23.254.132. 248 Lhited Sates 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.183. 128. 6 Chi na 147.237.77.235 sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.77.170 naar achot . i df . il ET SCAN Potential SSH Scan 1
43. 255. 191. 163 Japan 147.237.77. 212 e.dover.idf.il ET SCAN Potential SSH Scan 1
213. 210. 205. 2 Saudi Arabi a 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 163 Japan 147.237.76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 163 Japan 147.237.76.176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
85. 10. 199. 205 Cer many 147.237.77. 227 e hanaz.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 163 Japan 147.237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 1
85. 10. 199. 205 Cer many 147.237. 8. 45 eeitanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
23. 254, 132. 248 Lhited Sates 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Atacker Address |Attacker Country |Target Address |Site | Message |Name | Devi ce Action |Count |
46.19. 86. 255 | srael 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 10
186. 31. 188. 11 Col onbi a 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
37.247. 36. 75 Net her | ands 147.237.77.178 |e.natpash.idf.il Geo- | ocati on i nbound enf or cenent Geo- 1 ocation enforcenment  |drop 1
95.173. 190. 4 Tur key 147.237. 76. 147 |chinuch. aka.idf.il drop drop 1
207.241.226.169 |lhited Sates 147.237.72.166 |aka.idf.il SAMrul e dr op dr op 1
41. 33. 232. 65 Egypt 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
95.173. 190. 4 Tur key 147.237.76.198 |e.yohal an.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocation enforcenent |drop 1
212.199. 182. 150 |lsrael 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
140. 139. 231. 42 Lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
72.47.132. 65 Lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SYN drop drop 1
162. 216. 13. 2 Lhited Sates 147.237.77.216 |dover.idf.il First packet isn't SN dr op drop 1
82. 145. 216. 128 Eur ope 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

Aciatuiikre; Target Address |Ste Z:\tlli Zi ‘Count
66. 249. 73. 185 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Whaut hori zed URL Access from 66. 249. 73. 185 Bl ock 7
66. 249. 73. 201 |l srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 73. 201 Bl ock 7
5. 255. 253. 124 gj;;”im 147. 237. 77. 216 |dover. i df .i Ml tipl e Unaut hori zed URL Access from 5. 255. 253, 124 B ock 3
223.73.47.211 |China 147.237.77.74 |lawidf.il PHP At t enpt B ock 3
91.200.12.11 |Wkraine 147.237.77. 216 |dover.idf.il PHP Att enpt Bl ock 2
66. 249. 73. 193 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 73. 193 Bl ock 2
. R Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
66.249. 79. 112 |l srael 147.237.77. 234 |hal ag.i df .il Lhaut hori zed UR. Access to www | ogistics.atal.idf.il/m Bl ock 1
Russi an s Unaut hori zed URL Access to
37.140.141.39 Federati on 147.237.77. 216 |dover. i df .| waw, i df . i |/ engl i sh/ announcenent s/ 2004/ nar ch/ 22a. st m Bl ock !
116.0.0. 218 | ndonesi a 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 1
223.73.47.211 |China 147.237.77.74 |lawidf. il thaut hori zed UR. Access to Bl ock 1
wan | aw i df . i1/ ckeditor/ ckfinder/ core/ connect or/ aspx/ connect or . aspx
66. 249. 69. 36 |l srael 147.237.72. 166 |aka.idf . il D stributed Unhaut hori zed URL Access on 147.237.72. 166/ / Bl ock 1
188. 165. 15. 13 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 188. 165. 15. 13 Bl ock 1
74.82.47. 4 Lhited Sates 147.237.76.39 |nobile. neitav.idf.i|Uaut horized URL Access to 147.237.76. 39/ B ock 1
66.249. 69. 84 |Israel 147.237.77.74 |lawidf.il Dstributed |11 egal Paraneter Encodi ng None 1
207.46.13. 1 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/hebrew organizati on/ paratroopers |B ock 1
66. 249. 75.43 |l srael 147.237.76. 31 |[nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
79.178.184.84 |lsrael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 1
66.249.69.92 |[Israel 147.237.77.74 |lawidf.il Il egal Paraneter Encodi ng searchText in vww | awidf.il/275 hel pat zar. aspx |[None 1
207.46.13.52 |Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut horized URL Access to wwidf.il/daily Bl ock 1
66. 249. 78. 4 | srael 147.237.77. 233 |atal .idf.il Uhaut hori zed URL Access to 147.237. 77. 233/ B ock 1
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