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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country

| Target Address |veb Ste |9 gnature | Devi ce Action |count |
220.181.108. 154 Chi na 147.237. 76. 42 refuah.idf.il |TCQP handshake viol ation, first packet not syn drop 402
220.181. 108. 181 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 98
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Addr ess |S te | Name |Davi ce Action | Count |
71.6.167. 142 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_B-N 60_100 B ock 2
85. 25. 103. 50 Ger many 147.237.76. 198 |e.yohal an.i df .i | DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 243 |nobil e.idf .il DVRep B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.77. 121 |e.navy.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0.200 |nrdu.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76.201 |e.atal .idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8.24 |e.lifestyle.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.176 |natpash.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.72.14 |dover.idf.il (ol d) DVRep B-N 60 100 Bl ock 1
85. 25. 103. 50 CGer many 147.237.77.179 |e.nazi.idf .il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8.27 |e.nadimatal .idf.il DVRep_B-N 60_100 B ock 1
46.19. 85. 161 | srael 147.237.77. 226 |ww chanat z. aka. i df . il  |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 1
85. 25. 43. 94 CGer nany 147.237.76. 197 |e. hinush.i df.i | DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76.201 |e.atal .idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Ronmani a 147.237.77.179 |le.nazi .idf .il DVRep B-N 60 100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.72. 167 |ishurimaka.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.0. 16 ny- kosher-kravi .i df .i| DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 205 |prisha.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 197 |e. hinush.i df.i | DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 25
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 5
66. 249. 75. 64 Lhited Sates 147.237.77.170 naar achot . i df.il ET SCAN NVAP -sA (2) 4
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 4
109. 67. 138. 70 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
82.166. 91. 43 | srael 147.237.77. 227 e hanaz.idf.il ET SCAN NVAP -sS w ndow 2048 1
123. 103. 243. 254 Hong Kong 147.237.77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
123. 103. 243. 254 Hong Kong 147.237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
193. 107. 16. 206 Russi an Federation 147.237. 8. 50 e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
119.90. 139. 71 Chi na 147.237.76. 199 e.nakchal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
61. 240. 144. 67 Chi na 147.237.8. 28 e.nobi l e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 103. 243. 254 Hong Kong 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
117.74.137.59 Chi na 147.237. 8. 28 e nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 2048 1
61.183. 128. 6 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 103. 243. 254 Hong Kong 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
117.74.137. 59 Chi na 147.237. 8. 28 e.nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
123. 103. 243. 254 Hong Kong 147.237. 77. 227 e hanaz.idf.il ET SCAN Potential SSH Scan 1
107.178. 216. 227 Lhited Sates 147.237.76. 148 ggcenter. aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
123. 103. 243. 254 Hong Kong 147, 237.77. 205 prisha.idf.il ET SCAN Potential SSH Scan 1
88. 204. 187. 90 Kazakst an 147.237. 8. 45 eeitanidf.il ET SCAN NVAP -sS w ndow 4096 1
123. 103. 243. 254 Hong Kong 147.237.77.178 e. nat pash. i df . il ET SCAN Potential SSH Scan 1
88. 204. 187. 90 Kazakst an 147. 237. 8. 45 eetanidf.il ET SCAN NVAP -f -sS 1
123. 103. 243. 254 Hong Kong 147.237.77. 170 naar achot . i df .i | ET SCAN Potential SSH Scan 1
82. 166. 91. 43 | srael 147.237.77. 227 e hanaz.idf.il ET SCAN NVAP -f -sS 1
123. 103. 243. 254 Hong Kong 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
123. 103. 243. 254 Hong Kong 147.237.77. 19 lawforumidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147. 237. 76. 30 hi nush. i df.il ET SCAN NMAP -sS wi ndow 1024 1
182. 23. 39. 210 | ndonesi a 147.237.77. 216 dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
119. 90. 139. 71 Chi na 147.237.76. 199 e.nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.0. 17 m ny- kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
123. 103. 243. 254 Hong Kong 147.237.77. 235 sviva.idf.il ET SCAN Potential SSH Scan 1
117.74.137.59 Chi na 147.237. 8. 28 e. nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 103. 243. 254 Hong Kong 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
123. 103. 243. 254 Hong Kong 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
107. 178. 216. 227 Lhited Sates 147.237. 76. 148 ggcenter.aka. i df.il ET SCAN NVAP -sS w ndow 1024 1
123. 103. 243. 254 Hong Kong 147.237.77. 179 e nazi.idf.il ET SCAN Potential SSH Scan 1
88. 204. 187. 90 Kazakst an 147.237. 8. 45 eeitanidf.il ET SCAN NVAP -sS w ndow 2048 1
123. 103. 243. 254 Hong Kong 147.237.77.176 nat pash. i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Addr ess ‘S te

‘ Message

Devi ce

‘Oount

Country

Action

130. 154.0. 250 |lhited Sates 147.237.77. 176 |nat pash.idf.il|H rst packet isn't SN drop drop 27

66.249.73.193 |United Qates |147.237.77. 216 |dover.idf. i1 |\MV@ 1d segment retransmssion. Packet |Sreaning Engine: TP Invalid dr op 10
dr opped. Ret r ansni ssi on

130. 154.0. 250 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 9

37.48.120. 214 Net her | ands 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 4

37.26.148. 131 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1

141.170.211. 247|A geria 147.237.77. 216 |dover.idf.il |l nvalid ACK nunber Bad TCP sequence aert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste ; ‘Count
Country Action
84. 94. 60. 33 | srael 147.237.0.19 |nadimatal .idf.i|Too Many of the Same Response Code (404) in Session from 84.94. 60. 33 B ock 209
66. 249. 73. 201 | srael 147.237.77. 216 |dover.idf.il Mil tipl e UWhaut horized URL Access from 66. 249. 73. 201 B ock 4
66.249. 73. 193  |lsrael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 73. 193 B ock 3
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2
66. 249. 73. 185 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 73. 185 B ock 2
109. 160. 248. 72 |l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 69. 84 | srael 147.237.77.74 |lawidf.il |11 egal Paraneter BEncodi ng searchText in ww |lawidf.il/275 he/ pat zar. aspx None 1
185. 71. 141. 23 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df.il/894-ar B ock 1
207. 46. 13. 95 Lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/ english/0205-4.stm B ock 1
176. 12. 144, 85 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
188. 165. 15. 13  |Fance 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 188. 165. 15. 13 B ock 1
84. 94. 60. 33 | srael 147.237.0.19 |nadimatal .idf.i|Too Many 404: Response Code per Session B ock 1
5.28. 141. 232 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
176.12.151. 118 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
Unaut hori zed URL Access to www atal .idf.il/1498-he/ atal . aspx B¥0x NN
188.165. 15.95 |France 147.237.77.233 |atal .idf.il pvpY, BTy 82 N2 pvD, N... B, N2N?2b»bud p¥e2 b° bvd, N2N... B ock 1
B3 bYE? BYNED, N, D+NED, B2 D° B DYAkD: B3 bubYpbulReEDR® B» B B° NfND, BY
5. 255. 253. 124 g;z::t”i o |147-237.77.216|dover.idf. il [Miltiple nauthorized URL Access froms. 255.253. 124 Bock |1
180. 76. 4. 170 Chi na 147.237.0.34 |tikshuv.idf.il |Uhauthorized URL Access to 147.237.0. 34/ B ock 1
194. 72. 238. 241 E?Ir:;ccj]om 147.237.77. 216 |dover.idf.il Unhaut hori zed URL Access to / B ock 1
104. 131. 147. 112 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
5. 255. 253. 124 gj:::ﬂ on 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwwu i df. il /hebrew organi zation/si gnal s/ at ar B ock 1
180. 76. 4. 178 Chi na 147.237.76.31 |[nakchal .idf.il |Dstributed Unauthori zed URL Access on 147.237.76.31// B ock 1
s Unaut hori zed URL Access to

66. 249.75.76 I srael 147.237.77.74 Jlawidf.il wwn nag. i df . i | /tenpl at es/ t enpl at econt rol s/ news/ si p_storage/ fil es/ 7/ 1437. pdf / Bl ock !
199. 30. 16. 163 |lLhited Sates [147.237.72.166 |aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
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