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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
176. 12. 148. 33 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 7978
10.0.0. 10 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 5056
157. 55. 39. 59 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1171
84.110. 86. 217 | srael 147.237. 72. 156 anan.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 178
188. 103. 6. 210 Ger many 147.237.0. 15 kosher-kravi .idf.il TCP handshake vi ol ation, first packet not syn dr op 13

66. 249. 78. 190 | srael 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn drop 3
79.176.216.221 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1

83. 130. 99. 116 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1

66. 249. 93. 164 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

rget Address

dte

212.34.12.177 |Jordan 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 6
109. 66. 146. 133 |l srael 147.237.72. 166 |aka.i df .i | C1000004: HTTP: options nethod (M crosoft) B ock 2
46.19. 85. 72 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
212.34.12.167 |Jordan 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 2
198. 20. 70. 114 Lhited Sates 147.237.76. 202 |e.hal ag.i df . il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 76. 147 |chi nuch. aka. i df.il |[DVRep_B- N _60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.19 |lawforumidf.il |DVRep B-N 60 100 B ock 1
88.241.130. 228 |Turkey 147. 237. 77. 216 |dover. i df . i | 13328 HITP. Mcrosoft Internet Bxplorer Information O sclosure Pernit 1
WUl nerability
184.173.183. 172|lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40-59 Per nint 1
71.6.167. 142 Lhited Sates 147.237.77. 243 |nobi l e.idf .i | DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 205 |prisha.idf.il DVRep B-N 60 100 B ock 1
88.241. 130. 228 |Turkey 147.237.77. 216 |dover.idf.il 13894: HITP. Apache Sruts 2 0 assLoader Security Bypass Mulnerability |[Pernit 1
71. 6. 165. 200 Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.0. 15 kosher-kravi .idf.i|[DVRep_B- N 60 100 B ock 1
85. 25. 43. 94 Ger many 147.237.0.35 |akavs.idf.il DVRep_B-N 60 100 B ock 1
198. 20.70.114 |lhited Sates 147.237.8.45 |e.eitan.idf.il DVRep_B-N 60_100 B ock 1
88.241. 130. 228 |Turkey 147.237.77. 216 |dover.idf.il @25: HITP. access to admini strator/index. php -> Quaranti ne B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.202|e.hal ag.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.0.19 |nadimatal.idf.il |DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger many 147.237.76. 42 |refuah.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76.38 |e.e.meitav.idf.il |DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Romani a 147.237.76.38 |e.e.neitav.idf.il |DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 179 |e. nazi . i df .i | DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.8.46 |e.chinuch.idf.il |DVRep B-N 60_100 B ock 1
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|Top Attackers In |D|

‘Attacker Qountry |Target Address |[Ste
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 28
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
66.249.79. 74 |Uited Sates 147.237. 77. 216 |dover. i f . i | ET SCAN NVAP -sA (2) 4
66.249. 78. 190 |lhited Sates 147. 237. 77. 176 |mat pash. i of . | | ET SCAN NVAP - sA (2) 4
66.249. 81. 144 |Lnited Sates 147.237.76. 42 |refuah.idf. il ET SCAN NVAP -sA (2) 2
66. 249. 78. 204 |Lnited Sates 147. 237. 77. 176 |nat pash. i df . i | ET SCAN NVAP -sA (2) 2
66.249. 75. 110 |Wited Sates 147. 237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
2.54. 23. 189 I srael 147.237.0.34 |tikshuv.idf. il LOCAL_RULES DCS attack 01/ 2012 2
46.19. 85. 225 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
43. 255. 191. 162 |Japan 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
43. 255. 191. 162 |Japan 147.237.0.35 |akave.idf.il ET SOM Potential SH Scan 1
188. 95. 158. 198 |krai ne 147.237. 77. 234 |hal ag. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
31.184. 194, 115 | 1SS an 147.237.77. 176 |nat pash. i df .| ET SOAN Potential SSH Scan 1
Feder at i on
61. 240. 144. 64 |Chi na 147.237.77. 74 |lawidf. il ET SCAN NVAP -sS wi ndow 1024 1
31.184. 194, 115 |USSian 147.237.76. 199 |e. nakchal . i df . | ET SOAN Potential SSH Scan 1
Federati on
92.50. 82. 18 Ger many 147.237.76. 42 |refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
61.16.232.231 |India 147.237.77. 226 |ww chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 4096 1
31.184. 194, 115 |1SSIan 147.237.0.16 |ny-kosher-kravi.idf.il  |ET SOAN Potential SSH Scan 1
Feder at i on
91.224. 132, 118 |VSSIan 147.237.77. 235 |sviva. i df . il ET SCAN NVAP -sS wi ndow 1024 1
Feder at i on
61.16.232. 231 |India 147.237.77. 226 |ww chanat z. aka. i df .il |ET SCAN NVAP -f -sS 1
89.40.71.178 |Romani a 147. 237. 76. 34 |yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 162 |Japan 147.237. 77. 235 |sviva i df .i | ET SOM Potential SSH Scan 1
88. 241. 130. 228 |Turkey 147. 237. 77. 216 |dover. i of . i | Lﬁﬁt}?@m“m script tag in POST paraneters - |ikely cross-site 1
43. 255. 191. 162 |Japan 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 162 |Japan 147. 237.76. 38 |e.e.neitav.idf.il ET SOM Potential SH Scan 1
43. 255. 191. 162 |Japan 147.237.8.14 |e.orchot.idf.il ET SOM Potential SSH Scan 1
31.184. 194, 115 |USSian 147. 237. 77. 178 |e. nat pash. i df . i | ET SOAN Potential SSH Scan 1
Feder at i on
61. 240. 144. 67 |China 147.237.8.14 |e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 245. 99. 48 147.237.0.17 |mny-kosher-kravi.idf.i| |ET SCAN NVAP -sS wi ndow 1024 1
31.184. 194, 115 |USSian 147.237.76.201|e. atal .idf. il ET SOAN Potential SSH Scan 1
Federati on
61.183.128.6 Chi na 147.237.72. 167 |ishurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.184. 194, 115 |VSSIan 147.237.8.46 |e.chinuch.idf.il ET SOM Potential SSH Scan 1
Feder at i on
91. 231. 192. 149 |Israel 147.237.0.34 |tikshuv.idf. il LOCAL_RULES DCB attack 01/ 2012 1
61.16. 232. 231 |india 147. 237. 77. 226 |ww chanat z. aka. i df .i| |ET SCAN NVAP -sS wi ndow 2048 1
89.40.71. 178 Ronani a 147.237. 76. 148 |gqcenter. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
88. 241. 130. 228 |Tur key 147.237.77. 216 |dover.idf.il SERVER- WEBAPP adni n. php access 1
43. 255. 191. 162 |Japan 147. 237. 77. 178 |e. mat pash. i df . | ET SOM Potential SH Scan 1
82. 117. 208. 243 147. 237. 72. 167 |i shuri maka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 162 |Japan 147.237.77.19 |lawforumidt.il ET SOAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘S te ‘I\/bssage
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5.29.124.72 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 630
176. 12. 138. 144 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 31
41.237.86.175 |Egypt 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop drop 17
75. 74. 244. 20 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 10
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 9
69.114.43.120 |lLhited Sates 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 9
176. 12. 138. 250 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 8
37.26. 146. 235 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 8
85. 64. 156. 102 |l srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop drop 8
108.171.132. 161|lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 8
66.249.79.66  |United Sates  |147.237.77. 216 |dover.icr.i1 |\MV@1d segnent retransmission. Packet |Sreaning Engine: TP Invalid drop 6

dr opped. Ret r ansn ssi on

79.176.216.221 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 6
89.139. 170. 177 |lsrael 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop drop 6
46.121.79.0 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence alert 5
54.72.73.168 Lhited Sates 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 5
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 4
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 3
84.109.184.98 |lsrael 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 3
208.92.134. 60 |Canada 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 3
81.218. 136. 48 | srael 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 2
212.150. 178. 161|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
46.117. 251. 167 |l srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 2
2.54.58. 217 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
204. 237.22. 235 |Canada 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 2
94, 159. 233. 59 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 2
213.8.129. 136 | srael 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 2
130. 166. 109. 249|lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
5.29. 26. 15 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
94. 249. 98. 208 |Jordan 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
176.12.148.33 |l srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop drop 2
79.178.118. 93 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 2
207.46.13.103 |Lhited Sates 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 2
62. 90. 184. 90 | srael 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 2
84.111. 22. 37 | srael 147.237.77.216 |dover.idf.il |Hrst packet isn't SN drop drop 2
70.55.204. 222 |Canada 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop drop 2
79.178.128. 252 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
109. 253. 157. 170]l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
213.57.189. 156 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1
141.212. 122. 149|lhited Sates 147.237.76. 200 |ei tan. aka. i df . i dr op dr op 1
5. 255. 253. 124 :32::1”' on 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
121. 54. 58. 225 Phi |i ppi nes 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 1
84. 228. 227. 69 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 1
77.126.191. 66 | srael 147.237.72. 166 |[aka i df . il FHrst packet isn't SN drop drop 1
149. 78. 72. 53 | srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SWN drop drop 1
81.218.142. 172 |lsrael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 1
66. 249. 93. 160 |l srael 147.237.77.216|dover.idf.il |Frst packet isn't SN drop drop 1
176. 12. 146. 151 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
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waw aka. i df . i | // nmai n/ har edi miwebr esour ce. axd

Gountry Action
) . . . {Whaut hori zed URL Access to
5.29.12. 34 | srael 147.237.0.19 |nadimatal .idf.i madi mat al i df . i |/ shar ed/ aj ax/ updat erakat qaunt i ty. aspx B ock 4
C o Unaut hori zed URL Access to
79.183.1.158 I srael 147.237.72. 166 |aka. i df .11 aka.idf.il/sites/resources/ chi nuch/styl es/i nport/bottommavi gat on. asp Bl ock 3
108. 169. 73. 18 |Lhited Sates |147.237.77.216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/115€33- 19857- ha€«/ dover. asé€px  |B ock 2
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
88. 241. 130. 228 |Tur key 147.237.77. 216 |dover.idf.il PHP At t enpt B ock 1
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/images/ 0108 B ock 1
50. 207. 2. 2 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx B ock 1
157.55. 39. 6 Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catlD in ww aka.idf.il/yohal an/ hone/ hone. asp None 1
79.178. 196. 102 |l srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 75. 13 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/nain/kapat z/ def aul t. aspx<br> B ock 1
89. 138. 243. 141 |l srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 81. 202 |l srael 147.237.0.34 |tikshuv.idf.il |Uauthorized URL Access to wwwu ti kshuv.idf.il/nain/sachar/ B ock 1
62. 90. 184. 90 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 894- he/ r ef uah. aspx B ock 1
157.55.39. 127 |lhited Sates [147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | awidf.il/14-he B ock 1
66. 249. 75. 72 | srael 147.237.77. 170 [naarachot . i df . i | |Uhaut hori zed URL Access to maarachot.idf.il/ni B ock 1
24.77.236. 141 |Canada 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
94. 153. 8. 126 Lkr ai ne 147.237.77. 233 |atal .idf.il PHP At t enpt B ock 1
66. 249. 81. 239 |lsrael 147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to ww hi nush. atal .idf.il/894-he/ hi mush. aspx B ock 1
62. 219. 62. 57 | srael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
207.46. 13. 52 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/honefront/hebrew ns-i ndex05. st m B ock 1
84.109. 185. 165 |l srael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1770- he/ r ef uah. aspx B ock 1
46. 19. 85. 166 | srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
94.159. 233.59 |Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df . il /newsite/ hebrew 090a. st m B ock 1
68. 180.228. 117 |Lhited Sates |147.237.77.216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 1
66. 249. 65. 15 | srael 147.237.76.31 |nakchal .idf.il [Unhauthorized URL Access to 147.237.76.31/ B ock 1
84.228.195.22 |israel 147.237.72. 166 |aka.i df .i V'iﬂ;;;'(::td‘?‘.’i IU/"j’E: thssr:' /ZV‘:ISN LaJ:;L fgfcislsl on B ock 1
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 79. 58 B ock 1
46.117. 98. 67 | srael 147.237.77. 216 |dover.idf.il NULL Character in Method B ock 1
66.249.65.39 | srael 147.237.72. 166 |aka.i df . Distributed Lhaut hori zed LRL Access on B ock 1
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