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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker

Target

Address

Signature

Country

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7456
113.17.175. 195 Chi na 147.237.76. 202 e halag.idf.il B ock_UWp Al _Nets drop 368
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 368
46.19. 86. 223 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6
81.218. 65. 210 | srael 147.237.72. 156 anan. i df.il B ock_Udp Al Nets drop 5
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Udp Al _Nets drop 3
69. 197. 185. 20 Lhited Sates 147.237. 76. 42 refuah.idf.il bl ock-sp-trafl forward 2
91. 183. 186. 227 Bel gi um 147.237.77.216  |dover.idf il I;]; handshake viol ation, first packet mot |, 2
74.91.17.181 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
74.91. 18. 42 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 drop 1
173.208. 197. 251 Lhited Sates 147.237.77. 176 nat pash. i df . i | bl ock-sp-traf1 drop 1
74.91. 17. 180 Wited Sates 147.237.0.17 mm-kosher-kravl 11 o) ock-sp-traf1 forverd 1
124.232. 150. 230 Chi na 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 1
74.91. 18. 43 Lhited Sates 147.237.77.170 naarachot . i df.il bl ock-sp-traf1 drop 1
69. 30. 198. 150 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf1 drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
74.91. 23. 110 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
69. 197. 185. 20 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl drop 1
107. 150. 32. 60 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
74.91.17.182 Lhited Sates 147.237.77.170 naarachot . i df.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
52.1.90. 117 Lhited Sates 147.237.72. 166 aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
107.182.226.7 |wited Sates [147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 161
Sreanming Engine: TCP Invalid i i ssi
66.249.78.146 |lhited Sates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. 159
Ret ransni ssi on Packet dropped.
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 102
197. 231. 221. 211|Liberia 147.237.77. 216 |dover. i df .i | drop First packet isn't SN drop 52
37.26.148.128 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 50
208.69.40.101 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 42
76.3.79. 38 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
Sreamng Engine: TCP Invalid i i ssi
5.22.129. 64 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
141. 0. 15. 154 Nor way 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
Russi an . D Streaming Engine: TCP Invalid Invalid segnent retransmssion.
130. 193. 37. 16 ration 147.237.0.34  |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 15
Sreanming Engine: TCP Invalid i i Ssi
79.181. 136. 108 |israel 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.64.190 |lnited Sates  |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. -y 12
Ret ransni ssi on Packet dropped.
198.58.96.215 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
157. 55. 39. 26 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 12
198.58.103.91 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i Ssi
87.70.52.243  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
77.125.114.80 | srael 147. 237. 77. 243 |nubi l e.i df . i 9 =9 Invalid segnent retransmssion. -y 9
Ret ransni ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
190. 236. 54. 210 |Peru 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
46.19.85.75 | srael 147.237. 72. 166 |aka.idf .il dr op First packet isn't SYN drop 8
207.46.13.173 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46. 19. 85. 36 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreamng Engine: TCP Invalid i i ssi
66.249.65.12  |Wited Sates |147.237.0.19 |madimatal.idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
5.29.253. 119 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.184.70.225 [Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
79.177.166.34 I srael 147.237.77.243|mbile.icf.il  |Bad TCOP sequence SN retransmt wth different monitor (6
w ndow scal e
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
87.70.124.24  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
109. 65. 212. 188 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
174.57.63.168 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaning Engine: TCP Invalid ' i ssi
66.249. 66.187 |Uited Sates |147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
66.249.81.182 |Europe 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TP Invalid i i ssi
79.179.11.223 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
162.243. 118. 199|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 85. 36 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert
Sreanming Engine: TCP Invalid i i Ssi
109. 253. 207. 248|i srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
. . SYNVACK retransmt wth different .
176.54. 163. 3 Tur key 147.237.77. 216 |dover.idf .il Bad TCP sequence wi ndow scal e noni t or 5
95.185.217.220 [Saudi Arabia 147.237. 77. 216 [dover.i df il Bad TCP sequence Inval i d ACK nunber noni t or 5
52.71.155.178 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
82.145.220.87 |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
94.159.168.35 |[lIsrael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
; . . SYNretransmt wth different .
134. 35.238.238 |lLhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 5
95.185.217.220 [Saudi Arabia 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 5
95.185.217. 220 |Saudi Arabia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
176.54. 163. 3 Tur key 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
40.77.167. 43 Lhited Sates  [147.237.77.74 |lawidf.il drop First packet isn't SWN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.102.242.154 |lIsrael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 128
213.8.204.29  |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized Method for Known LRL from B ock 11
213. 8. 204. 29
66.249. 64. 233 [Israel 147.237.77. 216 |dover . i df .i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 64. 233 B ock 4
87.69. 62. 195 | srael 147.237.72. 156 |aman. i df . i | I\NAJbIdtel)pI e Whtraceabl e SSL Sessions from 87.69. 62. 195 ((pen None 3
5.102.242.154 |[israel 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
149.78.23.191 |[lhited Sates [147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 149. 78. 23. 191 Bl ock 2
149.78.23.191 |[thited Sates [147.237.76.86 [navy.idf.il PHP At t enpt B ock 2
141.212. 122. 129|thited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to /x B ock 1
66.249.81.218 |lsrael 147.237.77.216|dover. i df . i | Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm Bl ock 1
54.210.18.124 |wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
164.132.161. 41 |italy 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df .il/val tam B ock 1
87. 69. 62. 195 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 65. 12 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 1
_ m ny- kosher - kravi . i d ,
74.91.17.180 Lhited Sates [147.237.0.17 £l Unaut hori zed URL Access to ww Xy966. cond B ock 1
. . Uhaut hori zed URL Access to
66.249. 64.131 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
174.129.228.67 |lhited Sates |[147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
94. 159. 153. 142 |Israel 147.237.77. 216 |dover. i df . i | Distributed thaut horized LRL Access on B ock 1
vy i df i | /https: /vwidf.il/
. . D stributed Unaut hori zed URL Access on
66. 249. 78. 96 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi ml yonan/ yonan. asp B ock 1
213.8.204.29 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD f or B ock 1
v aka. i df . i1/ mai n/ gi yus/| ogi n. aspx
40.77. 167. 59 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/tenpl ates/article/vatch  |B ock 1
74.91. 23. 110 Lhited Sates [147.237.0.19 |nadimatal .idf.il Unhaut hori zed URL Access to wwv 178t x. cond B ock 1
66.249. 64. 143 [l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ Bl ock 1
185. 3. 144. 33 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
109.67.29.221 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df .i|/sachar/ B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ ei tan/ | i st page! B ock 1
. . Uhaut hori zed URL Access to
46. 19. 86. 229 I srael 147.237.76.42 |refuah.idf.il 147 237, 76. 42/ st yl ef shar ed/ t ext . css Bl ock 1
149.78.23.191 |Uhited Sates [147.237.77.233|atal .idf.il PHP At tenpt B ock 1
. . D stributed Unaut hori zed URL Access on
85. 65. 98. 228 I srael 147.237.77. 216 |dover.i df . i | Wi o i1/t tps: /v df i1/ B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 190 | srael 147.237.72.166 |aka. i df . i | ww aka. i df . il /portal ml ui nitenpl at es/ vww behazdaa. org. i | B ock 1
. . Uhaut hori zed URL Access to
188. 228.98. 138 |Dennark 147.237.77.216|dover. i df . i | ww i of i1/ engli sty hi story/ hi story/stm B ock 1
2.53.160.70 [ srael 147.237.76.86 |navy.idf.il thaut hori zed LR. Access to . Bl ock 1
viwv navy. i df . i |/t enpl at es/ gener al / nobi | e
134. 35.238.238 |lhited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
66.249.79.130 [Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/edi myonan/yonan. asp  |B ock 1
46.116.242.90 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ 1. he/ 960. css  |B ock 1
149.78.23.191 |Uwited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/xnrpc. php B ock 1
197.231. 221. 211 |Liberia 147.237.77. 216 |dover . i df . i | WL i's Above Foot Directory B ock 1
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