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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 16619
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2378
113.17.175. 195 Chi na 147.237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 285
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 5
81.218. 65. 210 | srael 147.237.72. 156 anan. i df.il B ock Udp Al _Nets drop 3

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il Bl ock_Up Al _Nets drop 3
79.183.121. 198 | srael 147.237.77. 74 lawidf.il ock Wdp Al _Nets drop 3
62.219. 34. 192 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets dr op 3

107. 150. 46. 36 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
74.91. 20. 197 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-trafl forward 2

69. 30. 198. 150 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |bl ock-sp-trafl forward 2

66. 249. 78. 234 | srael 147.237. 72. 166 aka.idf.il SYN H ood unverified cookie drop 1

107. 150. 46. 38 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf1 drop 1
74.91. 23. 106 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 dr op 1
5.196.72. 168 France 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1

107. 150. 32. 60 Lhited Sates 147.237.72. 156 anan. i df.il bl ock-sp-traf 1 drop 1

69. 197. 185. 19 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1

107. 150. 32. 62 Lhited Sates 147.237.77.170 naar achot . i df. il bl ock-sp-traf 1 drop 1
71.6.135.131 Lhited Sates 147.237.76. 198 e.yohal an.idf .il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
reamn ine: TCP Invali i i Ssi
85. 64. 4. 156 I srael 147. 237, 76. 200 |ei tan aka. i of .| | €2M NG ENGine: TCP Invalid — Jinvalid segnent retransnission drop 352
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
79.176.17.53  |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nval i d segnent retransmssi on. drop 76
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i Ssi
66.249. 78. 146 |Uited Sates  |147.237.72. 166 |akaicr.i1  |o! €M NG Engine: TCP alid  |invalid segnent retransnission drop 72
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
82.166.101.32 |[Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 45
Ret r ansn ssi on Packet dropped.
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
77.124.5. 167 | srael 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 21
182.18.177.110 [india 147.237.77. 176 |mtpash.idf .il |Bad TCP sequence Inval i d ACK nunber noni t or 17
66.249. 81. 218  |Europe 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 13
182.18.177.110 |india 147.237.77. 176 |mat pash.i df . i1 [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
182.18.177.110 [india 147.237.77. 176 |mtpash.idf .il |Bad TCP sequence Inval i d ACK nunber alert 12
66. 249. 81. 215 R‘SIS::I”im 147. 237.77. 216 |dover. i df.il  |drop First packet ismt SWN drop 10
79.176.17.53 I srael 147.237.76. 200 |eitan. aka.i of .iiBad TCP sequence Inval i d ACK nunber noni t or 10
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
2.53.180. 4 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TGP Invalid i i sSi
77.126.82.2 I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
188. 120. 154. 140! srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 9
C e SYNHAK retransnit with different .
95. 35. 80. 193 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence vi ndow scal e noni t or 9
182.18.177.110 [india 147.237.77. 176 |mtpash.idf .il |Bad TCP sequence Inval i d sequence nunber noni t or 9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
79.179.215. 214 |lsrael 147.237.72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 8
37.46.39. 69 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
s SYNWACK retransmit with different .
79.179. 215. 214 |l srael 147.237.72. 156 |anan.idf.il  |Bad TCP sequence wi ndow scal 6 noni t or 7
reamn ine: TCP Invali i i ssi
84.108. 117. 201 |Israel 147. 23777, 243 |t 1 e o1 | €M NG Engi ne: TCP alid  invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.183. 160. 162 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
213.57.187.151 |Israel 147.237.77. 243 |robi le. i f . | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
66. 249, 93.182  |Europe 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
192. 116. 176. 221 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence noni t or 6
79.176.17.53 I srael 147.237.76. 200 |eitan. aka. i df.iBad TCP sequence Invalid ACK nunber alert 5
38.111.147.88 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
82.145.217. 4 Eur ope 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
185. 3.146. 210 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 4
85. 130. 204. 250 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
85. 65. 20. 58 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
85. 130. 204. 250 |l srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
192. 116. 176. 221 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 4
Sreamng Engine: TCP Invalid i i ssi
77.125.116. 109 i srael 147.237.72. 166 |aka. i f . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 160. 169. 240 || srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
79.179. 215. 214 |lsrael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i sSi
66.249. 64. 186 |lhited Sates  |147.237.76. 200 |eitan aka.idf. i 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.183.68.162 | srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
185. 3. 146. 210 |Israel 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
85. 65. 20. 58 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
95.35.80.193  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
85. 130. 204. 250 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 3
Russi an C Streamng Engine: TCP Invalid Invalid segnent retransmssion.
141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i sSi
66.249.66. 184 |Lnited Sates  [147.237.0.34 [tikshuv.idf.il 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.183.105.15 | srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
5.22.129.126  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19.85.8 | srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code B ock 25
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249, 64. 233 B ock 6
80. 246. 133. 125 |l srael 147.237.77.216|dover. i df . i | Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 4
37.26.147.185 |lsrael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
66.249.81.215 |[Israel 147.237.77.216|dover.i df . i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 3
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df . i | Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 3
31.154. 161. 255 |l srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code B ock 2
66.249.81.212 |[Israel 147.237.77.216|dover.i df . i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 2
213.57.187.151 [Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
. . Uhaut hori zed URL Access to
66.249.78.246 |l srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166 ei t any prat i v pi rt eykat aval Bl ock 1
51. 255. 65. 58 France 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to waw aka. i df.il /| ondi niforuni B ock 1
149.78.23.191 |[thited Sates [147.237.76.86 |navy.idf.il PHP Attenpt B ock 1
93.173.230.66 |[Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mbvde None 1
2.53.7.182 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  [Bl ock 1
. nobi | e. neitav.idf.i )
69.30.198. 150 |lhited Sates 147.237.76. 39 | Unaut hori zed URL Access to waw xy966. comi Bl ock 1
] . - Unknown Par arret er pageNum i n
157.55.39. 191 |Uited Sates  |147.237.72. 166 |aka. i df .i | ww aka. i of i |/ pat zar /Kl al i/ def aul t . asp None 1
Uhaut hori zed URL Access to
66.249.78.146  [Israel 147.237.72. 166 [aka. i df . i | wwe aka. i df . i |/ mai n/ hore/ def aul t . aspx/ resour ces/ i mages/ bar / def aul t |B ock 1
. aspx
134.191. 232. 68 |Israel 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
80. 246. 133. 104 [l srael 147.237.77.216|dover.i df . i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 1
220.255.148.8 |9 ngapore 147.237.77. 216 |dover.i df .i | O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
65.55.210.186 |lLhited Sates 147.237.77.216|dover. i df . i | D stributed Unhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
149.78.23.191 |[thited Sates  [147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to wwy navy. i df.il/xmrpc. php B ock 1
94. 41. 227. 67 RJF Sﬁ::ﬂ on 147.237.77.216|dover.i df . i | Lhaut hori zed URL Access to wawidf.il/tenplates/articlel nobile B ock 1
2.53.7.182 | srael 147.237.77.216|dover. i df . i | Mil tiple Unhtraceabl e SSL Sessions from2.53.7.182 (Qpen Mde) None
77.126.167. 242 |Israel 147.237.77. 216 |dover . i df . i | Unaut hor i zed HTTP Met hod B ock 1
' - . |Unaut hori zed URL Access to
207.46.13.131  |Uhited Sates 147.237.0.15  [kosher-kravi . idf.il wan kosher -kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bt ock !
. . . Uhaut hori zed URL Access to
66.249.78.230 |[lIsrael 147.237.77.243|nobi | e.i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1750 B ock 1
134.191.232. 71 |Israel 147.237.77.216|dover . i df . il Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 1
220. 255. 148. 10 |S ngapore 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock
. . O stributed Uhaut hori zed URL Access on
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
149. 88. 79. 78 | srael 147.237.77.216|dover. i df . i | Unhaut hori zed LRL Access to wawidf.il/en B ock 1
105.109.87.70 |Ageria 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to v idf.il/arr/ B ock 1
2.53.7.182 I srael 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
77.126.167. 242 |lsrael 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to waw i df . il /1133-20246- he/ Bl ock 1
. . S Untraceabl e Gonnection - Protocol violation
212. 150. 163. 132l srael 147.237.77. 216 |dover.i df . i | (SSL CONN LI ENT FELLO) None 1
. . Uhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi il yonan/ yonan. asp B ock 1
38.111.147.88 |lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to ww i df.il/894-he Bl ock
134.191.232.72 |israel 147.237.77.216|dover. i df . i | Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock
85. 64. 135, 92 I srael 147.237.0.34 |tikshuv.idf.il tnaut hor | zed UR. Access to ) Bl ock 1
wn ti kshuv. i df.il/tenpl at es/ honepage/ nobi | e
. . Unaut hori zed Met hod HEAD f or
149. 88. 226. 249 |l srael 147.237.72. 166 [aka. i df . i | v aka i of i | /il Ui ndt enpl at es/ i nner . asp Bl ock 1
107.150. 46.36 |Uhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to waw. f c376. cond B ock 1
. . S Untraceabl e Gonnection - Protocol violation
2.53.53. 232 I srael 147.237.72. 166 [aka. i df . i | (SSL OONN LI ENT FELLO) None 1
79.179.231.180 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
213.57.187.151 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 1
66.249.78.240 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
141.8.132.78 RJSS::{} o 147.237.77. 216 |dover . i df . i | Uhaut hor i zed URL Access to v i df . i/ 894-ar B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw i df.il/newsitelenglish B ock 1
66.249.89.119 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw idf.il/arr/ B ock 1
157.55.39.191 |Uited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/mai n/rabanut /62001 B ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249, 78. 146 B ock 1
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