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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
113.17.175. 195 Chi na 147.237.76. 202 e halag.idf.il B ock_UWp Al _Nets drop 347
81. 218. 65. 210 | srael 147.237.72. 156 anan. i df.il B ock_Udp Al _Nets dr op 6
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
109. 66. 70. 135 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
134.147. 203. 115 Cer many 147.237.76. 202 e halag.idf.il B ock Np Al Net drop 2
74.91. 20. 198 Lhited Sates 147.237. 76. 39 nobil e.neitav.idf.il |bl ock-sp-trafl forward 2
52.70. 97. 105 Lhited Sates 147.237.76. 148 ggcenter. aka. idf.il JLM Under At tack_Con_Tcp drop 2
69. 197. 185. 19 Lhited Sates 147.237.0.15 kosher-kravi .idf .il bl ock-sp-traf 1 f orward 1
107. 150. 46. 35 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-trafl drop 1
169. 54. 233. 125 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ock Wp Al Nets drop 1
173. 208. 197. 253 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
188. 138. 17. 205 France 147.237. 76. 34 yohal an.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

A tacker

Attacker Address | o ry Target Address |Ste Signature
205.203.135.1 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 102
Sreaning Engine: TGP Invalid - i Ssi
85.64.4.156  |Israel 147.237.76. 200 |ei tan. aka. i df i 9 =9 nval i d segnent retransmssi on. drop 96
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.13.17.165 | srael 147. 237. 72. 167 |i shuri maka. i df . i g =g nvalid segnent retransmssi on. drop 36
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid - i Ssi
176.13.14.35  |Israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 30
Ret r ansmi ssi on Packet dr opped.
208. 115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 29
R SYNretransnit wth different .
83.230. 67.169 |Pol and 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 22
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segrent retransmssion. drop 21
Ret r ansni ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia  |147.237.77.216|dover.idf.il dr op Frst packet isn't SWN drop 18
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
41.108. 220. 246 (A geria 147.237. 77. 216 |dover.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
. S SYNHAK retransnit with different .
41.108.220.246 |Ageria 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 14
109. 65. 108. 48 | srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
66.102.9.91 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 13
109. 65. 108. 48 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST aert 13
162. 243. 116. 152|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
198. 58. 99. 82 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 12
198.58.103.28 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
37.238.136. 135 |lraq 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
198.58.103.92 [Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 12
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
87.70.73.3 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
207.46.13.156 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 10
85.130. 178. 143 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
124.178.66.22 |Austraia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreaning Engine: TP Invalid - i Ssi
87.70.71.141  |israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
35.0.127.52 Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 8
35.0.127. 52 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 8
35.0.127.52 Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 8
35.0.127.52 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8
37.26.148.230 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46. 19. 85. 60 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nmoni t or 7
208.54.80.155 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 7
94.43.247.101 |Georgia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreaning Engine: TP Invalid i i Ssi
185.3.147.254  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
176.13.14.35 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
87. 71. 48. 50 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 101. 241 |Israel 147.237.72. 166 |aka. i df .| 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
68.180.231.43 |lLhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6
S SWNretransmt wth different .
79.178. 36. 249 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 6
37.26.148.189 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
72.167.232.160 |Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 60 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 6
139. 162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 6
79.180. 169. 254 |[Israel 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
37.26.148.141 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
37. 26. 149. 168 | srael 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.148.240 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
213.233.84.136 |Romani a 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock
2.53. 40. 40 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock
95.86.81.56 [Israel 147.237.72. 166 |aka. i df . | thaut hori zed Method HEAD f or Bl ock 4
ww aka. i df . i |/ mai n/ gi yus/ general . aspx
. . Uhaut hori zed Met hod PCST for
95. 86. 82. 85 I srael 147.237.72. 166 [aka. i df . i | vanw aka, i of i |/ nai v r abanut/ cont act us. aspx Bl ock 4
www. chamat z. aka. i d ) )
109. 64. 10. 187 I srael 147.237.77. 226 £l Mil tiple Whaut horized URL Access from 109. 64. 10. 187 B ock 4
79.181.200.30 |[Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 3
2.53.149.94 I srael 147.237.77.216|dover . i df .i | D stributed Lhauthori zed URL Access on waww idf.il/error.htm B ock 3
66.249. 64.233  |lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Lhauthorized URL Access from 66.249. 64. 233 B ock 2
79.181.200.30 [Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 2
66.249. 64. 238  [Israel 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to wanidf.il/atal 1/izkor/viewing.asp |B ock 2
66.220.145. 246 |lhited Sates [147.237.77.216|dover.idf .il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
74.91. 20. 198 Uhited Sates |[147.237.76.39 |nobile.neitav.idf.il |Wauthorized URL Access to wmu 178t x. cond Bl ock 1
207.46.13.173 |lnited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww idf.il/error.htm B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 225 [Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai / gi yus/ gi yus/ gener al . aspx B ock 1
46.19. 85. 145 I srael 147.237.76.42 |refuah.idf.il Mal for med URL Bl ock
141.212.122.129|Wited Sates |147.237.77.234|hal ag.i df . il Unaut hori zed LRL Access to /X Bl ock 1
. . Uhaut hori zed URL Access to
84.228.155. 9 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78.240 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ edi i yonan/ enl ar ge. asp B ock 1
185. 120. 125. 129]I srael 147.237.72. 166 |aka. i df . i | llegal Byte (de Character in LR /mai n kapat 2/ /1 es#012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
65. 55. 218. 48 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on waww idf.il/error.htm B ock 1
109. 253. 215. 76 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
2.53.162. 20 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . DO stributed Whaut hori zed URL Access on
79.178.36.249 |Israel 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed! reset . css B ock 1
] . . Paraneter Type Mol ation searchText in
208.115.111.73 |lWnited Sates [147.237.77.216|dover.idf .il v i df i 1/ 1497- en/ dover . aspx B ock 1
46.19. 85. 145 I srael 147.237.76.42 |refuah.idf.il Mil tiple Ml formed URL from 46. 19. 85. 145 Bl ock 1
] ] ; Uhaut hori zed URL Access to waw i df.il/english/announcenent s/
149.78.27.229 |uhited Sates [147.237.77.216|dover.idf.il 2002/ ul y/ haas. st . B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 246 |l srael 147.237.72.166|aka. i df . i | 147. 237, 72, 166/ nai 1/ gi yus/ gener al . aspx B ock 1
185. 120. 125. 129|I srael 147.237.72. 166 |aka. i df . i | Mitiple |llegal Byte Qode Character in URL from185.120.125.129 |B ock 1
66. 220. 145. 243 |lnited Sates |147.237.77.216|dover.idf .il Dstributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 1
131.253.26.224 |thited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 1
. . O stributed Uhaut hori zed URL Access on
2.55.40. 201 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ st yl e/ shar ed/ r eset . css Bl ock !
: . Unhaut hori zed LRL Access to
66. 249. 64. 233 |Israel 147.237.77. 216 |dover.i df .i | voww i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 1
46. 19. 85. 145 I srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unknown HTTP Request Method from 46. 19. 85. 145 B ock 1
157. 55. 39. 69 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 1
68. 180. 229. 241 [lhited Sates  |147. 237.77. 176 |mat pash. i df . i | Paranet er Type M ol ation PageNimi n Bl ock 1
waw cogat . i df . il/1038-ar/ cogat . aspx
199. 30. 24. 85 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock
66. 220. 145. 245 |lnited Sates |147.237.77.216|dover.idf .il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock
. . Uhaut hori zed URL Access to
31.61.137. 30 Pol and 147.237.76. 42 |refuah.idf.il 147. 237. 76. 42/ st yl ef shar ed/ | ayout 2. css B ock 1
141.212.122. 129|United Sates  [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to /X Bl ock 1
46.19. 85. 145 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method gav in URL Bl ock 1
157. 55. 39. 224 Lhited Sates 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
69.197.185.19 |lnited Sates [147.237.0.15 |kosher-kravi.idf.il [|Wauthorized URL Access to ww fc376. com Bl ock 1
207.46.13.164 |lnited Sates [147.237.72.166|aka.idf .il Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
141.212.122. 129|Wited Sates [147.237.77.19 |lanwforumidf.il Unaut hori zed URL Access to /x B ock 1
83.230.67.169 |Pol and 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css [B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ Bl ock 1
Russi an ] ] . ) ) ,
176.52. 56. 16 er ati on 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waw navy. i df . i|/404. aspx Bl ock 1
. . DO stributed Unhaut hori zed URL Access on
46. 19. 86. 154 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
www. chamat z. aka. i d i
109.64.10.187 |Israel 147.237.77. 226 | Wnaut hori zed UR. Access to . Bl ock 1
f.il v chanat z. aka. i df . i1/t enpl at es/ honepage/ mobi | e
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