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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Country ‘Target

‘Site ‘Signature

Address Address
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 9099
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 804
113.17.175. 195 Chi na 147.237. 76. 202 e halag.idf.il B ock_Udp Al _Nets drop 245
109. 65. 90. 27 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 206
79. 180. 59. 194 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 202
81.218. 65. 210 | srael 147.237.72. 156 anan. i df i | B ock_Ulp Al Nets drop 9
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock UWp Al _Nets drop 6
109. 64. 109. 103 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 5
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 5
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
74.91. 20. 198 Lhited Sates 147, 237.72. 167 i shuri maka.i df.i|bl ock-sp-trafl drop 1
71.6.158. 166 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Block Udp All Nets drop 1
79.179.131. 155 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 1
176. 67. 107. 86 Pal est_i nian Territory, 147. 237. 77. 216 dover idf il TQP handshake vi ol ation, first packet not drop 1
Qceupi ed syn
94.102. 52. 10 Net her | ands 147, 237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 1
74.91. 18. 43 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
69. 30. 198. 146 Lhited Sates 147.237.77. 19 lawforumidf.il [bl ock-sp-trafl drop 1
185. 27. 106. 14 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 1
107. 150. 46. 37 Lhited Sates 147.237. 77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
74.91. 20. 195 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1
71.6.146. 185 Lhited Sates 147.237.76. 44 erefuah.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
66.249.78.146 |lited Sates 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid|ivalid segnent retransmission. |, op 147
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 224. 22 |israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. g 96
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
94. 159. 159. 216 |l srael 147.237.0.34  [tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 45
Ret r ansni ssi on Packet dropped.
194.126. 18. 108 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
5.29.70. 104 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 34
Pal estinian Territory, S L
176. 67. 107. 86 Qccup ed 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 30
188. 4. 85. 149 G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
84.95.59. 228 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 22
70.192. 25. 93 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
185.27.106.14 |Israel 147.237.77.233 |atal i df . Bad TCP sequence SNretransmt with different | oo |15
w ndow scal e
o SN retransnmit wth different .
109. 64. 170. 196 |l srael 147.237.77. 234 |hal ag.idf . i Bad TCP sequence i ndow scal e monitor |15
Sreanming Engine: TCP Invalid i i SSi
109. 253. 206. 65 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
198.58.103.28 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
80.187.111.11 |Ger many 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 12
Sreaning Engine: TGP Invalid i i ssi
66.249. 64.190 |United Sates 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
66.87.127.225 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
141.8.132. 78 Russi an Federation 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreaming Engine: TGP Invalid i i ssi
109. 66. 65. 235 |l srael 147.237.0.34  |tikshuwv.idf.il 9 =g Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
93.173.227.43 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dr opped.
82.145.211. 121 |Europe 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
Sreaning Engine: TQP Invalid ' i ssi
85.64.222. 252 | srael 147. 237. 76. 200 |ei tan. aka.i of . il 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.
37.46. 41. 209 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
171.96. 172. 133 |Thai | and 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
79.180.251. 179 |[Israel 147.237.72. 156 |aman.idf . il dr op Frst packet isn't SN drop 6
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
185.27.106.14 |Israel 147.237.77.234|nalag.icf.il  |Bad TOP sequence SiNretransmt wth different o iior |6
w ndow scal e
Sreaning Engine: TGP Invalid ' i ssi
66.249.65.20  |nited Sates 147.237.0.19  |nadi matal .idf.il 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.193 | srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
46. 19. 86. 18 | srael 147.237.72. 167 |i shuri maka. i df . i g _g Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
38.99.252.159 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
79.179.173.9  |israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
149.50.44.37  |israel 147. 237.77. 243 |nobi l e i df .i1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185. 120. 125. 1301 sr ael 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
192. 116. 177. 210|1 srael 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
54.151. 42. 39 Lhited Sates 147.237.77. 176 |nat pash. i df . il dr op Frst packet isn't SN drop 6
2.53.22.193 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
94.230.86.139 |lsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber monitor |5
94.230.86.139 |lIsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni tor |5
94.230.86.139 |lsrael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber nonitor |5
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
Sreaning Engine: TGP Invalid i i ssi
87.71.63. 76 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 5
Ret r ansni ssi on Packet dropped.
2.53.185. 25 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i SSi
84.108.31.210 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
5.102. 195. 153 |l srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber nonitor |4
188. 120. 154. 171|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
89.138. 61. 98 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 29
109. 253. 223. 26 |l srael 147.237.0.19 |madi matal . i df.i||Suspicious Response Code B ock 24
46.19. 86. 243 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Days in nobile. idf.il/mlluim B ock 12
46.120.21.182 |lIsrael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from46.120.21. 182 B ock 6
46.19. 86. 191 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut horized LRL Access from 46. 19. 86. 191 B ock 3
109. 253. 224. 176|I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.55.0.35 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.179.163. 44  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 224. 119]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 224. 128l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
213.57.175.160 |[lIsrael 147.237.72. 156 |aman. i df . i | Ml tiple Uhauthorized URL Access from 213.57. 175. 160 B ock 2
109. 173. 156. 193|Pol and 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wawidf.il./ B ock 1
78.204. 103. 218 |France 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/sitelgeneral .aspx B ock 1
66. 249. 64. 230 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
Unaut hori zed URL Access to
173.252.90.236 |Whited Sates |147.237.72.166|aka.idf.il mj‘&zhﬁ ;r |4£4 fSiggaf; f’;ﬁgglz ; 'qjez; fllizrﬁg'sggfﬁ’gfzgf‘;zggg 23238";?;2 Bock |1
sl j t 3vnb9hu32r wugzye5w
117. 203. 221. 190(I ndi a 147.237.77. 176 |nat pash. i df . i | PHP Attenpt Bl ock 1
46.19.85. 71 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
87.69.113. 19 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i [naut hori zed URL Access to wmw chi nuch. aka. i df . il/404. htm B ock
213.57.175.160 |israel 147.237.72. 156 |aman. i df . i | m“;::;;_' izgfd_iﬁ’?‘mg‘i’ciiﬁetszurcesli nages/ f avi con! f avi con. png Bock |1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter anp;|ist in v aka.idf.il/patzar/klali/default.asp None 1
46.120.21.182 |Israel 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ nobi | e B ock 1
141.212.122. 129|United Sates |[147.237.72.167|i shuri maka. i df . i|Unaut horized URL Access to /x B ock 1
5.29. 166. 145 | sr ael 147.237.0.34  [tikshuv.idf.il vu\;;vu: Fl(:;rl]j\(/edl (';fRLl Iplcﬁsdsj (:s(; shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
66.249. 64. 233  [Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
D stributed Unaut hori zed URL Access on
173. 252. 122, 118|Wnited Sates |147.237.72. 166 |aka. i df .i | mj‘xhﬁ ;;r '421 f;gai; iozgg’: ‘; 'qjezg ?’1%%8;%:??’?:2?3%:3 ig‘g;?;gﬁ Bock |1
sl j t 3vnb9hu32r wugzyeb5w
117. 203. 221. 190|Indi a 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/wp-1ogin. php B ock 1
46.19.86.12  |Israel 147.237.77.233atal . i df .i | ol Lo hor zed W .Aggs)fs on Bock |1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
46.121.93.233 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
149. 78. 8. 228 Lhited Sates |147.237.76.42 |refuah.idf.il Mil tipl e Lhaut horized URL Access from 149. 78. 8. 228 B ock 1
37.47.137. 69 Pol and 147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 1
79.181.207. 188 |[Israel 147.237.77. 216 |dover.i df.i | SSL Untraceabl e Gonnection - Cpen Mde None 1
185.3.144.33  [Israel 147.237.76.42 |refuah.idf.il  [Shohorize d42lﬁpslc2‘_efzutc‘;_i con- pr econposed. png Bock |1
66. 249. 66. 44 I srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/tiznoret/news/ B ock
130. 185. 155. 74 [Sweden 147.237.77.216|dover.idf . il Dstributed PHP At enpt B ock
93.85. 152. 41 Bel arus 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forunmasp/ B ock
78.153. 146. 109 :3::;’} on 147.237.72. 166 [aka. i df . i | PHP At enpt B ock 1
66.249.64.131 |lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/eitan/prati npirteykatava/  [B ock 1
159. 226. 95. 66  |Chi na 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
37.47.137.69 Pol and 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wwidf.il/xmrpc. php B ock 1
80. 246. 133. 229 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
185.27.106. 14  [Israel 147.237.77.233atal . i df .i | e ot hoyized R _Agggjs on Bock |1
66.249.78.104 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ Bl ock
130. 185. 155. 74 |Sweden 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock
109. 64. 170. 196 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ i mages/ shared/bul let1.gif  |B ock
78.153. 146. 109 :Zg::t”i on 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il /wp-1 ogin. php B ock 1
66.249.64.177 [Israel 147.237.76.200(ei tan. aka. i df . i| |Unknown Paraneter &SortDir in vww eitan. aka.idf.il/938-he/eitan. aspx None 1
171. 96. 172. 133 [Thai | and 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wwwy i df.il/894-en/i df gdover. aspx B ock 1
37.187.157. 108 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462- he/ at al . aspx Bl ock 1
84.108.18.212 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from84.108. 18. 212 B ock 1
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