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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3112
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 9
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4
81.218. 65. 210 | srael 147.237.72. 156 anan.idf.il B ock_Udp Al Nets dr op 3

69. 30. 198. 148 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
169. 54. 244. 78 Lhited Sates 147.237.76. 197 e hinush.idf.il Bl ock_Up Al _Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 1
74.91.18. 42 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 f orward 1
188. 138. 17. 205 France 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 1
74.91. 23. 107 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il|bl ock-sp-traf 1 forward 1
91.121.79. 95 F ance 147.237.76. 198 e.yohal an.idf.il Bl ock Wp Al Nets drop 1
169. 54. 244. 78 Lhited Sates 147.237. 76. 44 e.refuah.idf.il Bl ock_UWp Al _Nets drop 1
74.91. 23. 107 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
66.249. 78. 146  |Lhited Sates 147.237. 72. 166 |aka. i of . Streaning Engine: TCP Invalid imvalid segnent retransnission drop 159
Ret ransm ssi on Packet dr opped.
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 48
213.6.76. 118 g";'cisgiigcija” Territory: 1147, 237. 77. 216 |dover.icf.il  |drop First packet isn't SWN drop 40
176.13.7.122  |israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Inval id invalid segnent retransnission. | 30
Ret ransn ssi on Packet dr opped.
190. 142. 140. 10 |Venezuel a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
46.120.116.85 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
95. 86. 104. 220 |l srael 147.237.72. 156 |aman.i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 20
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
198.58.103.91 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
50. 116. 30. 23 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
162.243.126.57 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
2.84.187.91 G eece 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10
66.249. 64.190 |United Sates 147. 237, 72. 166 |aka i of . i Streaning Engine: TCP Invalid limvalid segnent retransnission. |y 9
Ret ransnm ssi on Packet dr opped.
197. 45.132. 217 |Egypt 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
37.26.148.173  [Israel 147.237.77. 216 |dover.icf.il  [Bad TCP sequence wﬁtrs\:;gx?c;fth moni tor |9
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46. 19. 85. 228 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
176.13.7.122 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 228 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
79.179.61.25  |israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid limvalid segnent retransnission. |y 6
Ret ransnm ssi on Packet dr opped.
141.8.132.78 Russi an Federation 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
79.179.173.9  |israel 147.237.72. 166 |aka.i df . Streaming Engi ne: TCP Inval i d invalid segnent retransissi on. drop 6
Ret ransm ssi on Packet dr opped.
109. 65. 226. 136 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid linvalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
5.102.195.225 [lIsrael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
37.26.147.185 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
141.0.13.2 Nor way 147.237. 77. 216 [dover.i df i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
207.46.13.156 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
2.55.28.133 I srael 147. 237.72. 166 |aka i f . i Bad TCP sequence wﬁtrﬁ:;ggﬂégth monitor |5
84.111.48.211 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
176. 126. 237. 214 |Romani a 147.237.76.38 |e.e.neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 4
85.130.192. 48 [lIsrael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
46.19.85.7 | srael 147.237.76.31 |nakchal .idf.il |dr op Frst packet isn't SN drop 4
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
72.39.168. 87 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
178. 116. 251. 169|Bel gi um 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
192. 0. 100. 82 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
50. 130. 138. 150 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
207. 241. 229. 223|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 85. 207 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
31.168.219.19 | srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid limvalid segnent retransnission. |y 3
Ret ransnm ssi on Packet dr opped.
185. 3. 147. 96 I 'srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
66.249.78.199 |Wnited Sates 147.237. 72. 166 |aka. i of . Streaning Engine: TCP Invalid imvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
37.26.148.196 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
84.110.109.33 | srael 147. 237.72. 166 |aka i df . i Streanmng Engine: TP Invalid fimdlid segrent retransmssion | 3
Ret ransm ssi on Packet dr opped.
5. 29. 202. 239 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
85. 250. 19. 43 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 171
66. 249. 64. 233 |Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unhaut hori zed URL Access from 66. 249. 64. 233 B ock 4
80.178.115.216 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
93. 186. 31. 82 LKJ?Ir:;éjom 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 2
93.186. 31. 114 Ei"";gegom 147.237.77. 216 |dover . i df . i | O'stributed Unhaut hori zed LRL Access on waw i df.il/error. htm Bock |2
109.64.194.18 |l srael 147.237.77.74 |lawidf.il thauthori zed LR. Access to Bock |2
wwn | aw i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr . asp
93.186. 31. 97 LKTIr:ge(cjjom 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on waidf.il/error. htm Bl ock 2
109. 253. 129. 61 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
93.186. 31. 81 Eiqlr:gegom 147.237.77.216|dover . i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm Bl ock 1
68. 180. 229. 241 [Lhited Sates |147.237.77. 176 |nat pash. i df . i | Paraneter Type M ol ation PageNimin Bock |1
waw cogat . i df . i | / 1934- he/ cogat . aspx
Unhaut hori zed URL Access to
66. 249. 64. 17 I srael 147.237.77. 176 |nat pash. i df . i | waw cogat . i df . i 1/ usef ul i nformat i on/ i dkoni i pages/ masai yot 04112010. a |Bl ock 1
SpX
132.74.95. 21 I srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/9/113579. pdf B ock 1
93.186. 31. 113 zlnt:gom 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
5. 1665. 35. 15 RJSf;;”i o |147-237.77.216|dover i df il Paraneter Type Vol ation SearchText in wawidf.il/1065 en/dover.aspx |Bock |1
84.94.114.184 |[Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
207.46.13.71 Lhited Sates [147.237.72.166aka.idf.il Distributed Unaut hori zed URL Access on 147.237. 72. 166/ Bl ock 1
66.249.79.130 [Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy. i df.il/edi niyonan/ yonan. asp B ock 1
107. 77. 95. 99 Lhited Sates [147.237.77.216|dover.idf.il Mal formed URL __ at ssc=googl €; 2; B ock 1
46.117.62.227 |Israel 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to waw aman. idf.il/https:/ww aman.idf.il/ |B ock 1
74.91.23. 107 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il [Wauthorized URL Access to wwwn 178t x. cond B ock 1
66.249.64.131 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ edi ni yonan/ yonan. asp |Bl ock 1
] ] Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nane i n
141.0.13.2 Nor way 147.237.77. 216 |dover . i df . il v i df i 1/ 1038- en/ dover . aspx Bock |1
41.249.42.19 Mor occo 147.237.77. 216 |dover.i df . i Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
85. 64. 245,206 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx Bl ock 1
208. 109. 252. 167|thited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to vwwy navy. idf.il/test.aspx B ock 1
66.249.79. 142 |Israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 66.249. 79. 142 B ock 1
46.210.183.99 |[Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx Bl ock 1
107. 77. 95. 99 Lhited Sates [147.237.77.216|dover.idf.il Unknown HTTP Request Method okie: in URL _ atssc=googl e B ock 1
93.186. 31. 96 LK!i“r:gegom 147.237.77. 216 |dover.i df .i | Dstributed Waut horized URL Access on waw idf.il/error.htm B ock 1
77.75.78. 160 ggj‘;ﬂ . 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . i1/ page/ 33/ Bock |1
162.243.188. 75 |wnited Sates |147.237.77.74 [lawidf.il Uhaut hori zed URL Access to / B ock 1
93. 186. 31. 114 U_1| ted 147.237.77. 216 |dover i df .i | Rarar_reter‘ Type Mol ation ctl00$nt ent A acetbl der 15t xt Bvai | in 8 ock 1
Ki ngdom wwy i df . i |/1038-en/ dover. aspx
46.19.85.1 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/wwtikshuv.idf.il B ock
66.249.79.142 |lIsrael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/mnain/snalin showbi g. aspx Bl ock
46.210.183.99 |[Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx B ock 1
. wwv. chanat z. aka. i [waut hori zed LRL Access to
174.129.237. 157|United Sates |147.237.77. 226 df.il v chanat z. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 1
66.249.78.234 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi i yoman/ enl ar ge. asp |Bl ock 1
107. 77. 95. 99 Lhited Sates [147.237.77.216|dover.idf.il Abnornal |y Long Request request version B ock 1
46.19. 85. 20 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Uhaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex B ock 1
93. 186. 31. 80 LKJ?Ir:;éjom 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.229. 241 |lhited Sates |[147.237.77.176|nat pash.idf.il v cogat . i df . i 1/ 1043- he/ cogat . aspx Bock |1
62.210.254.52 |France 147.237.72. 166 |aka. i df . i | Uhknown Paraneter anp;rnd in wwu aka. i df.il/nai n/gi yus/ capt cha. ashx |None 1
5. 165. 35. 15 RJSS;;”ion 147.237.0.34 |ti kshuv.idf.il Paraneter Type Vol ation catld in vewtikshuv.idf.il/sitelfaq aspx Bock |1
93.186. 31. 98 zlnt:gom 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
81.218. 59. 94 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
185.24.76.132 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . D stributed Unhauthori zed URL Access on
66.249. 78.240 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi i yonan/ enl ar ge. asp Bl ock 1
Illegal HITP Version __ at uvc=3%(52;
_pk_id. 20. 8af c=82af 46ee54a16082. 1451246098. 1. 1451246190. 14512
‘ D 46098. ;
107. 77. 95. 99 Wited Sates |147.237.77.216|dover.idf.il "pk_ref .20, 8af C=%3B%?2°/a'22°/a'2C°/622°/82°/<2C1451246098°/62C°/622https%a ock 1
3AYRFY2Fwww. googl e. conRFY22%6D,;
ASP. NET_Sessi onl d=p42uz4zvnuezyd453f 1pch45
46.19. 86. 191 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip_storage B ock 1
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