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|Top Attackers | n DDoS- Def ence |

Attacker
Address
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Signature

Attacker Target
Country Address

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7265
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5340
167. 114. 156. 16 Canada 147. 237.77. 216 dover.idf.il ;C/]; handshake violation, first packet mot . 474
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG S owl ori s- DC5- Var 1 dest - r eset 17
81. 218. 65. 210 | srael 147.237. 72. 156 anan.idf.il Bl ock_Ulp Al _Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3

66. 249. 78. 83 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r- Tr ave- 2 dest - r eset 1
198. 20. 69. 98 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Wp All Nets drop 1
120. 132. 50. 135 hi na 147.237.0.17 Im"y' kosher-kravi. idf.i |\ o sptraf1 drop 1
169. 54. 233. 121 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock_Udp All _Nets dr op 1
169. 54. 233. 121 Lhited Sates 147.237.76. 44 e.refuah.idf.il ock Wdp Al Nets drop 1
91.121.79. 95 France 147. 237.76. 201 eatal.idf.il Block Wdp All Nets drop 1




04-24-2016-17:04:08 to 04-24-2016-18:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

S reaning Engi ne:

TP Invalid

Inval i d segnent retransnission.

66.249.78.146 |Lnited Sates |147.237.72.166 |aka.idf.il o dro 78
Ret r ansni ssi on Packet dropped. P
37.26.148.146 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
188. 146. 13. 216 |Pol and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 41
141.0. 14. 43 Eur ope 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 39
194. 165. 142.3  |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
178. 63.55.202 |Ger many 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 20
Sreaning Engine: TGP Invalid i i ssi
109.65.9.133 |l srael 147. 237. 72. 167 |i shuri maka. i df .i | 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
69. 31. 51. 141 Lhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 18
157.55.39.128 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop SAMrule drop 16
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 15
66. 249. 93. 119  |Europe 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 13
198.58.102. 155 |lLhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 12
198.58.103. 158 |[Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 12
Sreaming Engine: TGP Invalid i i ssi
109. 253. 226. 205|1 srael 147. 237. 72. 167 |i shuri maka. i of . | 9 =g Invalid segnent retransmssion. . 12
Ret r ansni ssi on Packet dropped.
66.249.93. 115 |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
46.19.85.5 I'srael 147.237.77. 226 "} chamatz.aka.1df |pad TGP sequence Inval i d ACK number moni tor  [10
185. 89. 217. 228 |Net herl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
109. 242. 236. 66 |G eece 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 9
185. 89. 217. 231 |Netherl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
50.87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 8
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
185. 89. 217. 233 |Net herl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
141.0.14. 43 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
185. 89. 217. 225 |Net herl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
. . SYNtACK retransmt wth .
46. 19. 85. 228 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence different vi ndow scal e nonitor |7
Sreaning Engine: TQP Invalid i i ssi
37.26.148.146 | srael 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
87.70.112.73  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
185.3.146.250 |Israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP I nval i d invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 26 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop
87.69.195.212 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
reaming BEngine: TCP Invali i i ssi
77.126.82.2 I'sr ael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
46.19.86.108  |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
185. 89. 217. 234 |Net herl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
116. 247.96. 120 |China 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST alert
Sreamng Engine: TCP Invalid i i ssi
2.55.53. 211 I srael 147. 237. 77. 243 |nobi 1 e. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
37.142.72.218 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80.178.13.204 |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109. 253. 193. 78 | srael 147. 237, 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
116. 247.96. 120 |Chi na 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
2.55.171. 153 I srael 147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
5. 22. 135. 220 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
157.55.39.91 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 5
Russi an R -
93. 158. 152. 52 ration 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
134. 249.55. 100 |Wkraine 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
79.194.71.235 |Ger many 147. 237. 72. 166 |aka.i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 5
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
2.53.37.217 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 75
80. 246. 136. 174 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 26
46.19.85. 72 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
109. 253. 129. 61 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 4
79.178.28.101 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
134. 249. 55. 100 |krai ne 147.237.77. 216 |dover.i df . i Uhaut hori zed URL Access to ww i df.il/1556-en/ B ock 4
5. 28. 180. 106 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from5. 28.180.106 |B ock 4
66.249.81.215 |[Israel 147.237.77. 216 |dover.i df . i | Dstributed Lhaut hori zed URL Access on wwwvidf.il/error. htm B ock 3
85. 250. 19. 43 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
79. 180. 8. 76 I srael 147.237.0.19 |nadi matal .idf.il mu:nhaotr;?ifltﬁ‘/ gﬁ;e:ds/;j(;xl pdat emakat Gaunt £y, aspx B ock 3
185. 89.217.231 |Netherlands |147.237.77.216|dover.idf. il Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
66.249.81.218 |[Israel 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 2
109. 253. 213. 236|I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock 2
2.55.137.35 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.210.183.99 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx B ock 2
185. 89. 217. 225 [Netherlands |147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on v idf.il/error. htm B ock 2
66.249. 64. 233  [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 2
2.55.53. 211 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 2
173.252.90.87 |lWhited Sates [147.237.0.34 [tikshuv.idf.il ﬂ?fég?%lzgg/ g_gfgrejgse/tfoi | es/ 41 26220x0/ 1744 pg B ock 1
2.55.53. 211 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
66.249.78.146 | srael 147.237.72.166 |aka. i df . i | mn:k":i ;?rie}rﬁ;i: hsrns'j;si?f;/d d;fnaul ( asp None 1
31.168.135.86 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wwu aka. i df.il/main/ B ock 1
149. 88.52.206 |l srael 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed URL Access on waw aka. i df.il/main/ B ock 1
80. 246. 136. 224 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
46.19. 85. 249 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
174.37.194. 144 |thited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to / B ock 1
79.178.62.226 I srael 147.237.72. 166 |aka. i df . i | muigii dzf??”ﬁj fgie;js/t o (. aspxl Bl ock 1
185. 89.217.234 |Netherlands |147.237.77.216|dover.idf.i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249.78.223  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
40.77.167. 74 Lhited Sates [147.237.77.243|nobile.idf.il D stributed Suspicious Response Code B ock 1
149. 88. 128. 202 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
68.180.230.45 |United Sates [147.237.76.42 |refuah.idf.il e o s o ot uath aspx Bock |1
174.129.228. 67 |wited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
5.22.130.227  |Israel 147.237.72. 166 |aka. i df . i | m”ai";‘."i;ﬁriﬁjen;e&&\ﬂwﬁ??;ma; on. aspx None 1
207.46.13.171 |nited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock

40.77. 167. 83 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka.idf.il/tenpl ates/inner.asp Bl ock 1
149. 202.75. 239 |France 147. 237.77. 216 |dover . i df . i | mult gf E szgorf; :f’ggrsz/ fjgc_ngr o sro= Bl ock 1
104. 131. 147. 112|Uhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1250- he/ at al . aspx B ock 1
79.177.235.98  |Israel 147.237.72. 166 |aka. i df . i | LL'rigeasj ' i?r’tagegiding:a;:;f;ol)gcﬁi/ fm’j IV kapat 2/ /1 es#012 B ock 1
141.212.122. 129|lhited Sates [147.237.77.226 \fAM:AII chamat z. aka. i d Unaut hori zed URL Access to /x Bl ock 1
66.249.81.212 |Israel 147.237.77. 216 |dover . i df . i | D stributed Unaut hori zed URL Access on v idf.il/error. htm B ock 1
46. 19. 85. 20 I srael 147.237.77.243|nobi [ e.i df . i | Distributed Whaut hori zed URL Access on mobi | e. i df.il/nekudot/i ndex |Bl ock 1
157. 55. 39. 88 Uhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
105. 157. 240. 166 |Mor occo 147.237.77. 216 |dover . i df . i | D stributed Whaut hori zed URL Access on wanidf.il/arr/ B ock 1
79.177.235.98 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from79.177.235. 98 B ock 1
185. 89. 217. 228 |Netherlands |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
66.249. 64.233 |[Israel 147.237.77.216|dover.i df . i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i nyt op. asp |B ock 1
149. 50. 38. 44 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
5.28.180.106  |Israel 147.237. 72. 166 |aka. i df . i | thaut hori zed Mt hod HEAD for Bock |1

wn aka. i df . i |/ mai n/ gi yus/ | ogi n. aspx
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