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Top Attackers

M 167. 114. 156. 16
223.73.252. 163

I 66. 249. 78. 146
197. 132. 255. 183

W 37.48.64. 20

M 108. 61. 166. 139

I 37. 26. 147. 237

M 176.13.9.31
87.71.63.76

M 109. 253. 129. 61




04-24-2016-16:04:01 to 04-24-2016-17:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7124
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3290
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 580
81.218. 65. 210 I srael 147. 237.72. 156 anan.idf.il Block Udp All Nets drop 6
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 4

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2
134. 147. 203. 115 Ger many 147.237.76. 39 nobi le.neitav.idf.il |Bock Np Al _Net drop 2
5.196. 72. 168 France 147.237.76. 39 nobi | e.nei tav.idf.il ock Wp Al Nets drop 1
221.1.213.82 Chi na 147.237.8. 14 e.orchot.idf.il Invalid TGP H ags drop 1
169. 54. 233. 116 Lhited Sates 147.237.76. 34 yohal an. i df.il Bl ock_Udp All _Nets drop 1
169. 54. 233. 116 Lhited Sates 147. 237. 76. 202 e.halag.idf.il Block Udp Al Nets drop 1
198. 20. 69. 74 Lhited Sates 147.237.76. 148 gacenter. aka. i df.il ock Wp Al _Nets drop 1
169. 54. 233. 116 Lhited Sates 147.237.76. 30 hi nush. i df.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SlgnaI ure Devi ce Action |Count
223.73. 252. 163 Chi na 147.237.77. 216 dover.idf.il 0854: HTTP. upl oad* Access B ock 12
167. 114. 156. 16 Canada 147. 237.77. 216 dover.idf.il 8262: HITP. S oworis DoS Tool B ock 3
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

223.73.252. 163 147.237.77. 216 Chi na dover.idf.il SERVER- WEBAPP Manbo upl oad. php access 12
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
54.227.79. 235 147.237.77. 176 Lhited Sates nat pash. i df . i | ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
50. 19. 14. 30 147.237.77. 176 Lhited Sates nat pash. i df . i | ET WEB SEFRVER Fake (oogl ebot UA 1 | nbound 1
54.198. 161. 242 147.237.77. 176 Lited Sates netpash.idf.il  [ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count

167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3426
S reaning Engi ne: TCP i i ssi

66.249.78.146 |lnited Sates 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. . 72
Inval i d Retransnission Packet dropped.

197. 132. 255. 183 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 52

37.48.64.20 Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 42

108. 61. 166. 139 |Net her| ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 38

reamng Engi ne: T i i ssi

87.71.63.76 I'srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid segnent retransmssion. |, 25
Inval i d Retransmission Packet dropped.

23.27.45.221 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 22
S reaning Engi ne: TCP i i ssi

176.13.9.31  |israel 147.237.72. 167 |i shuri maka. i of . | mng tngine. Invalid segnent retransmssion. . 18
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi

176.13.3.123  |Israel 147.237.77. 243 |nobile. i f .| mng ngine: 1 Invalid segnent retransmssion. o 18
Inval i d Retransmi ssi on Packet dr opped.

208.115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 18

151. 236. 162. 89 |[lrag 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 14

109. 253. 211. 218I srael 147.237.76.42 |refuah.id.il Bad TCP sequence SWretransmt wth different oo o 13

w ndow scal e

105. 189. 112. 127|Mor occo 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
S reanm ng Engi ne: TCP i i ssi

87.69.197.176 | srael 147. 237.77. 243 |mobi l e, i f . i mng tngine: ! Invalid segnent retransmssion. | 12
Inval i d Retransmission Packet dropped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12

198.58.102.49 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Sreaning Engi ne: TCP i i ssi

185.120. 126. 17 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng thgine: ! Invalid segnent retransmssion. |, 12
Inval i d Retransnission Packet dropped.

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop

85. 130. 174. 100 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |9

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
S reanm ng Engi ne: TCP i i ssi

109. 253. 197. 23|I srael 147. 237.77. 243 |mobi l e, i f . i mng tngine: ! Invalid segnent retransmssion. | 9
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi

2.53.39.183  |Israel 147.237.77. 243 |nubi le.i o . i1 mng tngine. Invalid segnent retransmssion. fq 9
Inval i d Retransmission Packet dropped.

52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreaning Engi ne: TCP i i ssi

31.44.130.252 |israel 147.237.76. 200 |ei tan. aka. i of . mng thgine. Invalid segnent retransmssion. | o 8
Inval i d Retransmission Packet dropped.

212. 235. 65. 236 I srael 147.237.0.16 |V-Kosher-kravi.idh dpay TP sequence SiNretransmt with different o ;0o g

il w ndow scal e

Sreamng Engi ne: TCP i i ssi

80.246.139.82 |Israel 147.237.77. 243 |nobile. i f .| mng Engine: 1 Invalid segnent retransmssion. o 6
Inval i d Retransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi

157.55.39. 161 |lnited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine. Invalid segnent retransmssion. . 6
Inval i d Retransnission Packet dropped.

157. 55. 39. 88 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
S reanm ng Engi ne: TCP i i ssi

66.249.78.199 |Uited Sates 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.

52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop

97.74.24. 187 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaning Engi ne: TCP i i ssi

79.183.151. 11 |Israel 147.237.72. 166 |aka. i df . mng thgine. Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.

79.177.201. 54 | srael 147.237. 77. 170 |n@ar achot . i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout |reject 6

72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

5. 254. 65. 30 Tur key 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6

79.177.201.54 i srael 147.237. 77. 170 |nar achot . i of . i Bad TCP sequence SYNRAQC retransmt with monitor |6

di fferent w ndow scal e

66.249.89.119 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6

176.13.9.31 I srael 147.237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |6
S reaning Engi ne: TCP i i ssi

66.249. 64.190 |lnited Sates 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. . 6
Inval i d Retransnission Packet dropped.

66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
S reanm ng Engi ne: TCP i i ssi

141.8.132.112 |Russian Federation |147.237.72. 166 |aka.idf . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.

157.55.39.128 |[nited Sates 147.237.0.34 [tikshuv.idf.il drop SAMrule drop 5

83. 244. 78. 55 (F;ajcis;i';'ja” Tertitoy1 47 237.77. 216 |dover. i df . i1 SYN At t ack SYN -> SYN-ACK -> Tineout |reject 5

204.237.2.151 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4

212.143.142.56 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop 4

157.55.39.91 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

207.46.13.156 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4

131.253.25.196 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
223.73.252. 163 |China 147.237.77.216|dover. i df .i | Mil tipl e Waut hori zed URL Access from 223.73. 252. 163 B ock 40
37.26.147.237 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 35
223.73.252.163 [China 147.237.77. 216 |dover.idf . il Dstributed PHP At tenpt Bl ock 27
109. 253. 129. 61 |l srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 22
46. 19. 85. 53 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 15
223.73.252.163 [China 147.237.77. 216 |dover.idf . il Ml tipl e Admin Bl ocking from 223.73.252. 163 Bl ock 11
Russi an . .
5. 158. 236. 88 er ati on 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 6
5. 158. 236. 88 RJSf;:I”i on 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 5. 158. 236. 88 B ock 5
85. 65.183. 235  |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 85.65.183. 235 |B ock 3
176.13.3.123 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 3
2.53.157. 237 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code Bl ock 3
87.69.197.176 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
46.19. 86. 181 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 146 Bl ock 2
37.26.149.164 |lsrael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 2
2.53.39.183 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 2
46.116. 66. 57 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code Bl ock 2
94.54.102. 142  |Turkey 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 2
37.237.212.11 |iraq 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to v idf.il/arr/ B ock 2
62. 90. 255. 56 I srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
. . . Unhaut hori zed URL Access to
223.73.252. 163 [China 147.237.77. 216 [dover . i df . i | wwy i df . i | /fckeditor/editor/fil emanager/ connect or s/ php/ upl oad. php Bl ock 2
] - . Unaut hori zed URL Access to
72.9.148.10 Lhited Sates  [147.237.76.86 |[navy.idf.il Win navy. i df . i | /994- 8613- he/ navy. aspx. aspx B ock 2
. . O stributed Uhaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
] . . . Unknown Paraneter SortDir in
157.55.39.161 |thited Sates  |147.237.76.200ei tan. aka. idf.il [0 o & 11/ 1103 en el tan. aspx None 1
109. 66. 30. 125  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
62. 90. 255. 56 I srael 147.237.77. 74 |lawidf.il Uhaut hori zed URL Access to waw | awidf.il/sip_storage/files/7/ B ock 1
84.111.234.19 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 9/ Bl ock 1
185. 3. 144. 33 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
. - Unaut hori zed URL Access to
66.249.78.234  |[Israel 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ edi i yonan/ enl ar ge. asp B ock 1
. . O stributed Unaut hori zed URL Access on
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ edi i yonan/ enl ar ge. asp B ock 1
130. 185. 155. 74 |Sweden 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/wp-1ogin. php B ock 1
94. 54. 101. 60 Tur key 147.237.77. 216 |dover.idf . il Ostributed Wnaut horized URL Access on waw i df.il/error. htm Bl ock 1
77.75.77.62 Czech Republic |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df. i/ page/ 29/ B ock 1
167. 114. 233. 118|Fance 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed URL Access to www nat pash.idf.il/ B ock 1
_ nmobi le.neitav.idf.i _ _
109. 72.215.18 |United Ki ngdom|147.237.76. 39 | Uhaut hori zed URL Access to 147.237.76. 39/ i ndex. php B ock 1
65.55.210.125 |lhited Sates 147.237.77.216|dover. i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
208.115.111.73 [thited Sates 147.237.77.216|dover.idf .i | Ml ti pl e Unaut horized URL Access from 208.115. 111. 73 Bl ock
. . Unhaut hori zed URL Access to
66.249. 78.240 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
66. 249. 64. 137  |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
141.212.122.129|lhited Sates  [147.237.0.19 |nadi matal .idf.il |Wauthorized URL Access to /x B ock 1
80.246.139.82 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wawn aka. i df . i|/yohal an* B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 17 I srael 147.237.77. 176 |mat pash. i df . i | vuw cogat . i df i 1/t enpl at es/t enpl at econt rol s/ gener i ¢/ B ock 1
85. 65.183.235 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for aka.idf.il/main/sachar/ B ock 1
] . . Paraneter Type Mol ation SearchText in
208.115.111. 73 |[Wited Sates  |147.237.77.216|dover.idf.il v i df i 1/ 1129- he/ dover . aspx B ock 1
68.180.231.43 |lhited Sates 147.237.77.216|dover. i df .i | Paraneter Type Miol ati on PageNumin waw i df.il/1283-en/ dover. aspx |B ock 1
. - . D stributed Lhaut hori zed URL Access on
66.249.64. 177  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | e chi nuch. aka, i df i | /404, ht m B ock 1
. . Parameter Type Mol ati on SearchText in
151.80.31.109  |France 147.237.77.74 (lawidf.il v | aw i df i 1/ 163- 6639- hel pat zar . aspx Bl ock 1
62. 90. 255. 56 I srael 147.237.77. 74 |lawidf.il Mil ti pl e Unaut horized URL Access from 62. 90. 255, 56 B ock 1
94.54.102. 142  |Turkey 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to waw idf.il/error.htm Bl ock 1
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