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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 12502
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6708
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 544
0.0.0.0 147.237.77.216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 38

81. 218. 65. 210 I srael 147. 237.72. 156 anan. i df.il Bl ock Udp All Nets drop 3

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il B ock_UWp Al _Nets drop 3

134. 147. 203. 115 Ger nany 147.237.76. 201 eatal.idf.il |Bock Np Al _Net drop 2
118.114. 23. 180 Chi na 147.237. 76. 200 eitan. aka.idf.il|B ock_Wp Al Nets drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
175.11. 237. 220 Chi na 147.237. 76. 200 eitan.aka.idf.i|B ock Wdp All Nets drop 1

121. 8. 125. 59 Chi na 147. 237. 76. 200 eitan aka idf.i|B ock Udp All Nets drop 1

180. 114. 97. 83 Chi na 147.237. 76. 200 eitan.aka.idf.i|B ock Udp All Nets drop 1
5.196. 199. 231 France 147.237.76. 201 eatal.idf.il |Bock Np Al _Net drop 1

180. 115. 35. 91 Chi na 147.237. 76. 200 eitan. aka.idf.il|B ock_Wp Al Nets drop 1
153.227.196. 172 Japan 147.237. 76. 200 eitan.aka.idf.i|B ock Wdp All Nets drop 1

58. 34. 90. 139 Chi na 147.237.76. 200 eitan. aka.idf.i|B ock_Wp Al Nets drop 1

169. 54. 244. 75 Lhited Sates 147.237.76. 44 e.refuah.idf.il |B ock_Wp Al Nets drop 1

182. 100. 12. 187 Chi na 147.237. 76. 200 eitan.aka.idf.i|B ock Udp All Nets drop 1

60. 179. 13. 69 Chi na 147.237. 76. 200 eitan.aka.idf.i|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
91. 186. 243. 91 Jor dan 147.237.77.216 |dover.idf.i||3886: HITP. Qoss Ste Scripting in POST Request B ock 2
91. 186. 243. 91 Jor dan 147.237.77.216 |dover.idf.il [9221: HTTP. PUT Method Execution over HTTP/ \bDAV B ock 1
177.185. 194. 45 Brazil 147.237.72.166 |aka.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6866
37.26.146.179 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 469
5.20.206.208 |Israel 147.237.76.42 |refuah.icf.il  |Bad TCP sequence S retransmt wth different oo 1130
W ndow scal e
Sreaning BEngine: TCP Invalid i i ssi
66.249.78.146  |Uited Qates 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 129
Ret ransmi ssi on Packet dr opped.
212.150. 195. 192|l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 91
reamn ine: TCP Invali i i Ssi
176.13.9. 31 I'srael 147.237.72. 167 |i shurimaka i i | | SAM NG Engine: TCP I nval i inval i d segnent retransnissi on drop 78
Ret ransmi ssi on Packet dr opped.
66.87.149. 250 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
reamng BEngine: TCP Invali i i sSi
212. 29. 202. 206 |Israel 147, 237.76. 200 [ei tan aka. i o, 11 | SAM NG Engine: TP Inval i invalid segnent retransnission drop 34
Ret ransm ssi on Packet dr opped.
117. 246. 184. 118|I ndi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
Sreaning Engine: TGP Invalid i i sSi
85. 130. 251. 168 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
2.53.165.178  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13.20. 175 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 12
Ret ransmi ssi on Packet dropped.
37.26.148.249 |Israel 147.237. 77. 216 |dover.i df .i | drop First packet isn't SW drop 10
176.13.9.31 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 10
82. 145. 210. 167 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreaning BEngine: TCP Invalid i i ssi
46.19.86.72 I srael 147.237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. . 9
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
66.249. 64.190 |lnited Sates 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dr opped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 9
Sreaning Engine: TGP Invalid i i sSi
46.19. 86. 72 I srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Inval id segnent retransmssion. |, ., 9
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19.85.121  |israel 147.237. 7. 243 |noti L e i o i1 | €M NG Engine: TGP alid |invalid segnent retransnissi on drop 9
Ret ransni ssi on Packet dr opped.
. . SYNtACXK retransmt with .
2.53.185. 230 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence afferent vi ndow scal e nonitor |8
212.143.142.56 |l srael 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 7
141.0.15.21 Nor way 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TGP Invalid i i sSi
2.53.20. 37 I'srael 147. 237. 76. 200 |ei tan. aka. i df .1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
87.70.53.246  |israel 147. 237.77. 243 |mobi l e. i o . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
85.130. 171. 192 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
212.235.22.191 | srael 147. 237.72. 166 |aka i of .i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
92.247.181.31 |Bilgaria 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 6
46. 19. 85. 67 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 67 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber monitor |6
Sreaning Engine: TGP Invalid i i sSi
87.71.112.138 |israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
66.249.65.12  |Uited Qates 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.177.85.57  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
91.186.243.91 |Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi
31.154. 251. 229 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
82.145. 220. 192 |Eur ope 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
94.188.139.81 |[lIsrael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence I'nval i d ACK nunber monitor |5
176.13.9.31 I srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber alert 5
91.186.243.91 |Jordan 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 5
207.232.21.105 |[lsrael 147.237.0.33 |idf.il drop drop 5
82.213.32.185 | A eStnan Termitoryl, o7 537 77 216 |dover.idr. il dr op First packet ismt SWN drop 4
Qccupi ed
89. 138. 103. 134 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i sSi
195.182.33.5  [israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 4
Ret ransmi ssi on Packet dr opped.
213.14.50. 146  |Turkey 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
37.26.148.174 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence alert 4
79. 176. 65. 53 I srael 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37.26.148.174 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 143. 174|I srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 40
91.186.243.91 |Jordan 147.237.77.216|dover . i df . il Mil ti pl e Unaut hori zed URL Access from 91. 186. 243. 91 B ock 5
109. 253. 147. 87 |Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.147.141 |Israel 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 3
109. 253. 204. 180|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.147.159 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.160. 122 I srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 3
84.111.234.19 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 9/ B ock 3
85. 4. 138. 98 Shi t zerl and 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wwu i df.il/dover/sitel honepage. asp B ock 2
80. 246. 139. 103 |l srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 2
46.116. 66. 57 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249. 64. 233 [Israel 147.237.77.216|dover.idf .l Dstributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
66.249. 64. 233 |l srael 147.237.77. 216 |dover.i df.i Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp Bl ock 2
46.116. 14. 24 I srael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to www | aw i df.il/tenpl ates/ general / nobi | e B ock 1
141.212.122. 129|wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to /x B ock 1
198. 20. 87. 98 Lhited Sates |147.237.72.167|i shuri maka. i df.i|Ostributed Wauthorized URL Access on 147.237.72. 167/ Bl ock 1
66. 249. 66. 44 I srael 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/edi niyoman/ yonan. asp B ock 1
5. 29. 206. 208 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
130. 185. 155. 74 [Sweden 147.237.77.216|dover. i df .il PHP At t enpt B ock 1
91.186.243.91 |Jordan 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw idf.il/abc123/ B ock 1
Extrenely Long Parameter in wwv aka.idf.il &YQE xaxjx—xexzx—8YE
176.13.20. 175 |l srael 147.237.72. 166 |aka. i df . i | BYE xaxjx— xCxzx—-BYE OYE xnxjx— xCxzx—-8YE Bl ock 1
OYE xoxj x— xOxZx—dYE oY

87.70. 53. 246 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response CGode B ock 1
207.46.13.103 |lUited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wawn aka.idf.il/... Bl ock 1
66. 249. 66. 47 I srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general . aspx B ock 1
130. 185. 155. 74 |Sweden 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock 1
93.173.229. 233 |lIsrael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/i nages/ shared/bul let1.gif |B ock 1
82.81.18.114  |Israel 147.237.72. 166 |aka. i df . i | m”;kvg'ig?fﬁﬁgngmfgmm in None 1
176.13. 21. 84 I srael 147.237.77.243|nobi l e.idf . il Lhaut hori zed URL Access to nobile.idf.il/authentication/index Bl ock 1
66.249. 64.186 |l srael 147.237.77.74 |law i df .i | m"lt;\,‘;:geﬂ /Lr’;;eﬁcpfaef:s/tgc;m el et 0. a5 Bock |1
87.71.112.138 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response CGode B ock 1
208.115.111. 73 |thited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1133-20187- he/ dover . aspx) B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 234 B ock 1
141.212.122. 129|thited Sates |147.237.76.200(ei tan. aka. i df. il |Unauthorized LRL Access to /X B ock 1
93.173.235.50 |[lIsrael 147.237.72.167|i shuri maka. i df . i|untraceabl e SSL Sessi ons: (pen Mde None 1
84.111.234.19 [israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method CPTI QNS for aka.idf.il/ B ock 1
178. 141. 135. 228 g;z:;nl on 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/1044-he/i shuri maspx B ock 1
120. 132. 50. 135 [China 147.237.77.19 |l awforumidf.il |Suspicious Response Code B ock 1
89.139. 156. 112 I srael 147. 237.77. 216 |dover . i df . i | %ﬁ“ﬁig;ﬂgm'gg Frotocal violation None 1
77.125.111. 117 |lsrael 147.237.72.166|aka. i df . i | Lhknown Paraneter catld in ww aka.idf.il/nain/giyus/ general . aspx None 1
216. 189. 160. 215|lhited Sates [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: (pen Mode None 1
37.26.149.201 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
141.212.122. 129|lhited Sates [147.237.77.74 (lawidf.il Unaut hori zed URL Access to /X B ock 1
104. 251. 90. 150 |United Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwu i df.il/newsite/ hebrew nain. asp B ock 1
184. 105. 247. 195|Uhited Sates [147.237.0.19 [madi matal . i df.il|Unauthorized URL Access to 147.237.0.19/ B ock 1
2.53.164. 202 I srael 147.237.77.243|mobi l e. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
120. 147. 144. 74 |Australia 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/sip storagelfiles/2/4912. png B ock 1
79.180.232.27 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ B ock 1
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