04-24-2016-14:04:02 to 04-24-2016-15:04:02

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

M dover.idf.il

M aka.idf.il

M nobi le.idf.il

M anan.idf.il

M navy.idf.il

B tikshuv.idf.il

W madimatal .idf.i

Meitan aka. idf.il
hal ag.idf.il

M refuah.idf.il

|Top Target s |
2, 000"
1, 500"
1, 000"
Nunber ]
Attacks 2007
0- « . N § S & § §
'\& '\6 ‘\& \6\ ' '\6\ '\6 '\6 'b:‘\ '\é ’\6
g fb, < A @. &. (&. ’§_ @05 '§\.
o LI © 2 & - & N
&
Top Tar get
[Top Attackers |
2, 000+
1, 500-
1, 000-
Nunber J
(6
Attacks 500-
0_
O © v > © > O
o U A - N I A -
2 N D 2 > Ul <o <
$ A N R
D . . . N . 9 9
N A Q O © N N
N ) %5 v o o
& A S
N & N

Top Attackers

M 167. 114. 156. 16
66. 249. 78. 146
I 38.111. 147.83
31. 154. 251. 229
Il 81. 137. 214. 216
M 85. 130. 171. 192
[ 134. 191. 232. 68
M 37. 26. 148. 236
46. 19. 85. 164
M 46. 19. 85. 239




04-24-2016-14:04:02 to 04-24-2016-15:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 14082
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 10974
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 81
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 65

81. 218. 65. 210 I srael 147. 237.72. 156 anan.idf.il Block Udp Al Nets drop 9

134. 191. 232. 68 | srael 147.237. 76. 86 navy.idf.il JLMPurple Gon Linmt Htp drop 7

134. 191. 232. 68 | srael 147.237.76. 86 navy.idf.il JLM Purple Gon Linmt_Tcp drop 6

134. 147. 203. 115 Ger many 147.237.76. 197 e. hinush.idf.il B ock Np Al Net drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

169. 54. 233. 121 Lhited Sates 147.237.76. 39 nobi le.neitav.idf.il |Bock Wp All Nets drop 1

119. 237. 98. 207 Hong Kong 147.237.76. 202 e halag.idf.il Bl ock_Udp All _Nets drop 1
5.196. 199. 231 France 147. 237. 76. 147 chi nuch. aka. i df . il Block Np Al _Net drop 1

169. 54. 233. 121 Lhited Sates 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 1
5.196. 199. 231 France 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

At acker

Target Address ‘Ste ‘Signature

Count ry
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LWP with fake user agent 4
SERVER APACHE Apache nod _ssl non- SSL connection to SSL port deni al
of service attenpt
177.185. 194. 45 |147. 237. 72. 166 |Brazi | aka.idf.il SQ Injection - Select From 2

174.37.194. 144 |147.237.76. 200 |Lhited Sates [|eitan. aka. idf.i
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1852
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |Lnited Sates |147.237.72. 166 |aka i df il 9 =g nval i d segnent retransmssi on. drop 93
Ret ransm ssi on Packet dr opped.
38.111.147.83 |lhited Sates |[147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 55
Sreamng Engine: TCP Invalid i i ssi
31.154. 251. 229 i srael 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. dr op 42
Ret ransm ssi on Packet dr opped.
81. 137. 214. 216 LK!i“r:gegom 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 34
Sreamng Engine: TCP Invalid i i ssi
85.130. 171. 192 | srael 147. 237. 77. 243 |mobi l e, i f . i 9 =g Inval i d segnent retransmssi on. dr op 27
Ret ransm ssi on Packet dr opped.
37.26.148.236 |lsrael 147.237.0.34 [tikshuv.idf.il |[drop First packet isn't SYN drop 22
46. 19. 85. 239 I srael 147.237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 18
72.37.140. 46 Italy 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 16
Sreaming Engine: TGP Invalid i i sSi
109. 65.95.63  |Israel 147.237.77. 243 |nobile. i of .| 9 =g Invalid segent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
134.191. 232. 68 |Israel 147.237.76.86 |nawy.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 9
Sreaming Engine: TGP Invalid i i sSi
176.13.2.51 I srael 147.237. 77. 243 |robi | e i df . i | 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
198.58.102.96 |Uhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
176.13.13.108  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
66.249.78.199 |lnited Sates [147.237.72.166 |aka idf. il 9 =g nval i d segnent retransmssi on. drop 9
Ret ransnm ssi on Packet dr opped.
5.22.130. 115 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or 8
84.108.13.237 |Israel 147.237.77. 234 |hal ag. i of.il  |Bad TOP sequence ig;e”a”s”"t with different wndow) oo |g
212.143.142.56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 7
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
reanming BEngine: TCP Invali i i sSi
80.179.9.115  [israel 147.237. 72, 166 jaka icf i1 || €M Ng Engine: TCP Invalid I nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183.20.146 | srael 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
197.89.60.193 |[South Africa |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i sSi
31.154.157.42 |israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
46.19.86.220  |Israel 147.237. 72, 166 jaka icf. i1 || €M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
82.102. 169. 113 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
31.154.240.18 |Israel 147.237. 72, 166 |aka icf. i1 | €M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
173.65.134. 235 [lhited Sates [147.237.77. 216 [dover.idf.il |dr op First packet isn't SYN drop 6
reanming BEngine: TCP Invali i i ssi
109. 253. 227. 169)|i srael 147, 237. 77, 243 |obi e i o1 | €M NG Engine: TCP Inval i d nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
80.179.9. 7 I'srael 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 247 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 5
85. 130. 220. 113 |Israel 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 5
46. 19. 85. 247 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
109. 253. 227. 2121 srael 147.237.0.34 |tikshuv.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
65.55.210.82  |Uited Sates |147.237.76.200 |ai tan. aka i of . 9 =g Inval i d segnent retransmssi on. dr op 4
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
95. 86. 64. 16 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. dr op 4
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
95.86.75.178  |Israel 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Inval i d segnent retransmssi on. dr op 4
Ret ransm ssi on Packet dr opped.
109. 253. 227. 2091 srael 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 4
80. 246. 137. 198 |l srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
109. 253. 227. 163 |l srael 147.237.0.34 [tikshuv.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
208.115.113.89 |Lhited Sates |[147.237.77.216|dover.idf.il |[drop First packet isn't SYN drop 4
109. 253. 227. 209! srael 147.237.0.34 [tikshuv.idf.il [SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 4
46.121.74.252 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
5.22.135. 107 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
77.125.83.101 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvali d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
213.8.80.155  |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82.81.25.104  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvali d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
109. 226. 48. 152 | srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179.33.71  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvali d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
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A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

79.177.250.4 | srael 147.237.72.156 laman. i f .1l [Bad TCP sequence SINAK retransmt with different  oonicor |3
w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 164 I srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 21
46. 19. 85. 137 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
178.137.90. 202 |krai ne 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/1556-en/ B ock
80. 246. 130. 226 |l srael 147.237.77.216|dover.i df . il D stributed Whaut hori zed URL Access on v i df.il/error. htm B ock
- . Unaut hori zed URL Access to
212.235.2.14 I srael 147.237.76.31 |nakchal .idf.il vow niakhal i df i | /'si p_storage/ fi | es/ 9/ 1669, pelf rbwn B ock 5
109. 65. 95. 63 I srael 147.237.77.243|nobi l e.i df . i | O stribut ed Suspicious Response Code B ock 3
46.116. 66. 57 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 227. 87 |l srael 147.237.0.19 [nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
105. 109. 52. 197 |Ageria 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwidf.il/arr/ B ock 2
79.178.229. 234 |lIsrael 147.237.72. 156 |aman. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
80. 196. 166. 198 |Denmar k 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 80. 196. 166. 198 B ock 2
176.13.2.51 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Gode B ock 2
; ; D stributed Lhaut horized URL Access on
62.0.16.54 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ r eset . css Bl ock 1
79.179.190.34 [israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
31.154.19.5 I srael 147.237.77. 216 |dover.i df.i Mil ti pl e Unaut hori zed LRL Access from31.154.19.5 Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.78.240 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ ei tan/ | i st page/ B ock 1
109. 253. 227. 169|| sr ael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Gode B ock 1
66.249.64.124 I srael 147.237.76.86 |navy.idf.il D stributed thaut hori zed LR. Access on Bl ock 1
navy. i df.il/edi myonman/ yonan. asp
. . D stributed Lhaut hori zed URL Access on
46. 19. 86. 154 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
74.82.47. 4 Lhited Sates  [147.237.72. 167 |i shuri maka. i df . i|Uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
. - Unaut hori zed URL Access to
66.249.78.147  |lIsrael 147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ show or um asp Bl ock 1
207. 46. 13. 63 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
109. 64. 93. 41 I srael 147.237.77.216|dover . i df . i SSL Wntraceabl e Connection - Qpen Mde None 1
66. 102. 6. 131 Uited Sates |147.237.77.216|dover.idf.il D stributed Whaut hori zed URL Access on wawidf.il/arr B ock 1
79 182. 99. 14 lsrael 147. 237.72. 166 |aka. i df . i | Lhknovm‘ Par gnet er ct1 00%ct | 00$cphh,a| n$cphSachar $cb14324162 in None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
31.154.19.5 I srael 147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to waw i df.il/inages/ 1. he/ scrol | strech. gi f B ock 1
66.249.78.246 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ enl ar ge. asp |B ock
66.249.64.131 |Israel 147.237.72.166|aka. i df . i | Unhaut hori zed UR. Access to 147.237.72.166/eitan/ prati mipirteyerua/ |B ock
141.8.132.78 F“Sf;;”i on 147.237.77. 216 |dover . i df . i | Unaut hor i zed LR Access to ww i df . il/1503- B ock 1
46. 19. 86. 170 | srael 147.237.77.243|mobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 1
84.108.13.237 |Israel 147.237.77.234|hal ag.i df . i | Lhaut hori zed URL Access to 147.237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f |B ock 1
. - Unaut hori zed Met hod HEAD f or
79. 176. 43. 14 I srael 147.237.72. 166 |aka. i df . i | vww aka. i df . i | / mai n/ sachar / vi ewpays! i p. aspx Bl ock 1
. . . Unhaut hori zed URL Access to
66.249.78.216 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1772 Bl ock !
66. 102. 8. 233 Uited Sates |147.237.77.216|dover.idf .il D stributed Whaut hori zed URL Access on wawidf.il/arr B ock 1
79.182.130. 177 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
38.111.147.83 |lhited Sates  [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
66. 249. 79. 57 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/navy/ B ock 1
66. 249. 64. 240 |l srael 147.237.77.216|dover. i df .i |l Unhaut hori zed URL Access to 147.237.77.216/robot s. t xt B ock 1
] - - . |SSL Untraceabl e Gnnection - Protocol violation
174.37.194. 144 |lnited Sates |147.237.76.200|eitan. aka. i df . il (SSL_OONN OLI ENT FELLO) None 1
. . O stributed Unaut hori zed URL Access on
46.19. 86. 176 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
85. 65. 25. 145 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for wwy aka. i df . il/mai n/ gi yus/ general . aspx |B ock
213. 8. 54. 194 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to vwwy navy. i df.il/tenpl at es/ general /nobile |B ock
. . . Unaut hori zed URL Access to
66.249.78.223 |Israel 147.237.77.243|nobi l e. i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1745 Bl ock 1
109. 72.215.18 |Uni ted Ki ngdom|147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ i ndex. php B ock 1
66. 102. 8. 243 Lhited Sates |147.237.77.216|dover.idf .il O stributed Uhaut hori zed URL Access on wwidf.il/arr B ock 1
66.249.89.119 |Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wwwidf.il/arr B ock 1
66.249. 65. 224 [Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 66. 249. 65. 224 B ock 1
85. 65. 109. 18 I srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
. - Paraneter Read Qnly Molation in
79.179.33.71 I srael 147.237.72.166 [aka. i df . i | vy aka. i df . i |/ nai n/ sachar/regi strati onw zard/ regi st er. aspx None !
2.53.148. 60 I srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to ww i df.il/tenpl ates/tags/ nobil e B ock 1
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