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Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 18059
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 14227
79.179.133. 188 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 104
82. 80.58. 101 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 102
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DC5- Var 1 dest - r eset 72

89. 138. 125. 240 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 6

199. 203. 215. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

149. 78. 35. 245 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

81. 218. 56. 245 | srael 147.237.77. 216 dover.idf.il B ock_ Udp All _Nets drop 3

193. 47. 165. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

70. 33.17. 102 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Frk_Under Attack_Con_Tcp drop 2

185. 32. 179. 107 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
5.196. 199. 231 France 147.237. 76. 31 nakchal .idf.il Block Np All Net drop 1

169. 54. 233. 117 Lhited Sates 147.237.76. 31 nakchal .i df .i| Bl ock Udp All _Nets drop 1

195. 154. 211. 186 Fance 147.237.76. 196 e.sviva.idf.il B ock_ Udp All _Nets drop 1
5.196. 199. 231 France 147.237. 76. 34 yohal an.idf.il Block Np Al _Net drop 1

176. 13. 16. 155 | srael 147.237.0. 19 nadi matal .idf.il DCBS- SSL- d ear Text drop 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

176.13.22.81 | srael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 153
Sreaning BEngine: TCP Invalid i i ssi

66.249.78.146 |Lnited Sates |147.237.72. 166 |aka idf.il 9 =g nval i d segnent retransmssi on. drop 117
Ret r ansm ssi on Packet dr opped.

176.13.22.81 I srael 147.237.0.19 |madimatal.idf.i|Bad TCP sequence I'nval i d ACK nunber aert 75

208. 115.113.89 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 61

o SWNretransmit wth different .

79.177.97.189 |Israel 147.237.76.42 |refush.idf.il |Bad TCP sequence wi ndow scal e noni t or 37
Sreaning BEngine: TQP Invalid i i ssi

2.53.38. 71 I'srael 147. 237.77. 243 |nobi l e. i df .i1 9 =g nval i d segnent retransmssi on. drop 21
Ret r ansm ssi on Packet dr opped.
Vb Server Enforcenent HITP Deni

207. 241.229. 101|Wited Sates |147.237.72. 166 |aka.idf.il _ Veb Servers 3 ow enial of o et 20
Vol ation Servi ce
Sreaning BEngine: TQP Invalid i i ssi

77.125.0. 13 I'srael 147. 237.77. 243 |nobi l e. i df .i1 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

83.130.121.97 |Israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 18
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi

66.249.64.190 |Wnited Sates [147.237.72. 166 [akaidf.il g =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TQP Invalid i i ssi

66.249.78.199 |Wnited Sates |147.237.72. 166 |aka idf.il g =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi

89. 139. 176. 255 |Israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.

149. 78.35. 245 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9

212.90. 62.115 |lkrai ne 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

182. 68. 89. 35 I ndi a 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 8
Sreaning Engine: TCP Invalid i i ssi

37.26.148.196 | srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi

109. 253. 135. 209|1 srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

182. 68.112.109 |India 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi

84.228.52.207 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.

182. 68.112.109 |India 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

46. 19. 85. 10 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert
Sreaning Engine: TGP Invalid i i SSi

66. 249. 93. 247  |Eur ope 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

84. 228. 188. 220 i srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi

31.154. 251. 229 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

82. 81. 67. 79 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi

217.132.69. 48 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

46.19. 85. 10 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6

5.22.135.118 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5

109. 253. 225. 200! srael 147.237.77. 243 |nobi | e.i df .i | drop First packet isn't SN drop 5

37.46. 41. 100 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber noni t or 5

46. 19. 85. 163 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

182.68.245.47 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

182.68.139.49 [india 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

5.22.130. 93 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber noni t or 4
Sreaning Engine: TQP Invalid i i ssi

109.64.132.8 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi

185.27.106.84 |Israel 147.237.72. 166 |aka. i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

79.179. 188. 106 |Israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi

87.70.59.78  |Israel 147.237.72. 166 |aka. i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

212.199.75.87 |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi

2.53.11.7 I'srael 147.237.72. 166 |aka. i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

31.168.173.69 |l srael 147.237.77. 233 |atal i df i Bad TCP sequence SN retransmt wih different monitor |3

W ndow scal e

46.121. 208. 222 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i SSi

79.181.60. 208 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

87. 71. 96. 49 I'srael 147. 237. 72. 166 |aka. i o . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi

46.19.85.247  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.16. 155 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 136
109. 65. 131. 35 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 109
176.13. 22. 81 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspi ci ous Response Code B ock 72
46. 19. 85. 247 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 72
109. 253. 129. 1521 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 41
46.19. 85. 246 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspi ci ous Response Code B ock 5
2.53.166. 190 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 5
46. 19. 85. 164 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
89.139. 176. 255 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 3
5.29.243.65 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 3
37.26.147.237 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
80. 196. 166. 198 |Denmar k 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 80. 196. 166. 198 B ock 3
77.125.0.13 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 3
2.53.143. 45 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
77.125.0.13 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 3
80.179.9.7 I srael 147.237.77.216|dover . i df .i | Distributed Wauthorized URL Access on ww idf.il/error. htm B ock 2
2.53.55.5 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
66.249.81.215 |[Israel 147.237.77.216|dover.idf . il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 2
79.176.49.138 |lIsrael 147.237.0.34 |tikshuv.idf.il Mil tipl e Uhaut hori zed UR. Access from 79.176. 49. 138 B ock 2
131. 253. 25. 166 |hited Sates [147.237.77.216|dover.idf.il Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 2
66.249.81.218 |[Israel 147.237.77.216|dover.idf . il Distributed Waut hori zed URL Access on wwuidf.il/error. htm B ock 2
82.102. 169. 113 |l srael 147.237.77. 216 |dover. i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 2
2.53.31. 160 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to v i df.il/tenpl ates/ contact us/ nobil e |B ock 1
169. 229. 3. 91 Uhited Sates |147.237.76.31 |nakchal .idf.il Mil tiple Unknown HTTP Request Met hod from 169. 229. 3. 91 B ock 1
79.176.49.138 | srael 147.237.0.34 |tikshuv.idf.il muttlhgduzve? dflﬁ‘l ffgﬁ;satte‘;/ oprol escat egor y/ b | & B ock 1
66.249. 78.146 I srael 147. 237.72. 166 |aka. i df . i | m”aok":izfaf f‘rf;wer NZ?;LS);S:;‘E??;:; : None 1
157.55. 12. 90 Lhited Sates |147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on ww idf.il/error. htm B ock 1
169.229.3.91  [thited Sates |147.237.77. 176 |mat pash. i df . il Mil tipl e NILL Character in Method from 169. 229. 3. 91 B ock 1
74.82.47.3 Lhited Sates |147.237.0.16 Iny- kosher-kravi . i df. i Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il NULL Character in Header Nane at Bl ock 1
109. 67. 126. 95 |l srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/text.css |B ock 1
66.249.64.131 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock
85.64.13.29  [Israel 147. 237.72. 166 |aka. i df . i | L'u'ri%asj ' i%ge%\ngi:g;féoibgcﬁi/ fm’j "V kapat 2/ /1 es#012 Bl ock 1
169. 229. 3. 91 Uhited Sates |147.237.76.31 |nakchal .idf.il NULL Character in Method j[Jyeou[ [#0]] 1" pOTYARUEEAM B ock 1
79.177.97.189  |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css |B ock 1
66.249.78.161 |Israel 147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to navy.idf.il/edi myoman/ yoman. asp B ock 1
157. 55. 39. 91 Uited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwvidf.il/error. htm B ock 1
89.158.95.137 |France 147. 237.77. 216 |dover . i df . i | mult Q?r: Izleld dfu/qe‘ngff;sfn;is/ up_cl osel 08/ 05/ 1301 ht m B ock 1
5.153.233.130 |Sweden 147.237.77.216|dover. i df .i | PHP At tenpt B ock 1
169. 229. 3. 91 Uhited Sates [147.237.77.233|atal .idf.il Mitiple Illegal Byte Qode Character in Mthod from169.229.3.91 |B ock 1
169.229. 3. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il Unknown HTTP Request Method Hin URL B ock 1
66.249. 65. 224 [Israel 147.237.77.216|dover. i df .i | Mil tipl e Lhaut hori zed URL Access from 66. 249. 65. 224 B ock 1
37.26.148.196 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode B ock 1
184. 105. 247. 195|United Sates [147.237.0. 17 g;nlyl kosher-kravi. i1\ thori zed R Access to 147.237.0. 17/ B ock 1
89.103.167. 185 (FZpeuT:)Ihl c 147.237.77. 216 [dover . i df . i | \;Pwarwva:?ferl I%p:ngfg:tsll ggn];it Iorf]ri end/ sendt of ri end. aspx Bl ock !
169. 229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . il Abnormal |y Long Request met hod B ock 1
79.178.112. 161 [Israel 147.237.72.167|i shuri maka. i df . il SSL Wntraceabl e Connection - Qpen Mde None 1
66.249.78.234 I srael 147.237. 72. 166 |aka. i df . i | i et sodb . 0. aspx Bock |1
169. 229. 3. 91 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il |Abnormally Long Header Line request header nane B ock 1
93. 160. 60. 22 Denrmar k 147.237.77.216|dover. i df . il Uhaut hori zed LRL Access to ww i df.il/newsite/english B ock 1
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