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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target .

Signature
Address Country Address
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 18107
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6734
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DC5- Var 1 dest - r eset 21
79.178.117. 215 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6
207.232.21. 105 | srael 147.237.0. 16 ny- kosher-kravi .idf .il JLMPurple Gon Limt_ Tcp drop 5
207.232.21. 105 | srael 147.237.0. 33 idf.il JLMPurple Gon Limt_Tcp drop 4
207.232. 21. 105 I srael 147.237.0.17 Im"y' kosher-kravi. i df.i |5 \1 by oie con Limt Tep drop 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
207. 232. 21. 105 I srael 147. 237.0. 19 nadi matal .idf.il JLMPurpl e Con Lint_Tcp drop 3
167. 114. 156. 16 Canada 147. 237.77. 216 dover.idf.il ;C/]; handshake viol ation, first packet mot |, 2
207.232. 21. 105 | srael 147.237.0. 15 kosher-kravi .idf.il JLMPurple Gon Limt_Tcp dr op 2
169. 54. 244, 84 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 1
94. 159. 162. 247 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
207.232.21. 105 | srael 147.237.0. 34 tikshuv.idf.il JLMPurple Gon Limt_Tcp drop 1
169. 54. 244. 84 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1
115. 28. 7. 221 Chi na 147.237.0.17 mm- kosher-kravi. Tdf.i | oyole con Linit Htp drop 1
71.6.167. 142 Lhited Sates 147. 237.76. 197 e. hi nush. i df .i | Block Np Al Net drop 1
169. 54. 244. 84 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il Block Udp All _Nets drop 1
169. 54. 244. 84 Lhited Sates 147.237.76. 30 hi nush. i df .i | Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
reanmn ine: TCP Invali i i ssi
66.249.78.146 |lited Sates 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP al i d finvalid segnent retransnission drop 63
Ret r ansni ssi on Packet dr opped.
VWb Server Enf or cenent HITP Deni
207. 241. 229. 101 |Wited Sates 147. 237. 72. 166 |aka i of . i | _ Veb Servers S ow enial of | oot 39
Mol ation Servi ce
134.35.241.64 |Uhited Sates 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 18
134.35.241.64 |nited Sates 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |18
212.179.21.194 |Israel 147.237.72. 166 |aka. i df . Bad TCP sequence SWretransmt wth different oo o0 14
w ndow scal e
. . SWNretransmit wth different .
213.57.63.191 |lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 13
198.58.103. 160 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
reanmn ine: TCP Invali i i ssi
66.249.64.190 |United Sates 147.237.72. 166 |aka i f .1 Streaming Engi ne: TCP Inval id fimvalid segnent retransmssion. |y 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
109. 65. 239. 152 | srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
85.130. 236. 62  |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Inval i d finvalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dr opped.
83.163. 218. 193 |Net her| ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
134.35.241.64 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
95. 86. 104. 64 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 10
46. 43. 80. 76 glcf;i'géa” Termitoryl147. 237. 77. 176 [natpash. idf.il  |dr op Frst packet isn't SIN drop 7
reanmn ine: TCP Invali i i ssi
66.249.64.93  |Uited Sates 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid limvalid segnent retransmission. 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
31.210.188.36 |Israel 147. 237, 72. 167 |i shurimaka i of . || S NG Engine: TCP al i d finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
reaming BEngine: TCP Invali i i ssi
31.154.251. 229 |israel 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Inval id finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dropped.
95. 86. 104. 64 | srael 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
185. 3. 144. 113 |Israel 147. 237.77. 216 |dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 6
37.26.148.218 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence nonitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
85.130.135.57 |[lIsrael 147. 237.77. 216 |dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 5
37.26.148.218 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence alert 5
207. 46. 13. 14 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
37.26.146.229 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
88. 254. 109. 108 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
207.46.13. 143 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
81.218.241.25 |[lIsrael 147.237. 72. 167 |i shurimaka. i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
52.16.5.197 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
. e . Geo- | ocati on i nbound
200.132.228. 70 |Brazil 147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenent onf or conent drop 4
134.132.56.220 |Lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 4
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
149. 50. 78. 67 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
5.102. 195. 143 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreaming Engine: TGP Invalid i i ssi
2.55.157.135  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 93. 184  |Europe 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.13.20.181 |israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
82.80.160.204 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.
149.88.44.170 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TGP Invalid i i Ssi
77.126.92.67  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.53.32. 59 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
37.26. 148. 218 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
109. 64. 172. 168 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
149.78.44.152 |wited Sates 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
212. 143. 225. 244|i srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g . 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.147.185 |israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.55.165.103 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count

46.19.85.181 |[Israel 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 165
176.13.8.228 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 52
2.53.38.6 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 39
2.55.24. 253 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 17
2.55. 36. 207 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
2.55. 61. 147 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on wwidf.il/error. htm Bl ock 6
131. 253.25. 193 |Whited Sates  [147.237.77.216|dover.i df .i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 5
46.19.85.215 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
46.117.107.9 |[Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized URL Access from46.117. 107. 9 B ock 5
46. 19. 86. 45 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 4
79.181.109.81 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
81.218.241.25 |lIsrael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 81.218. 241. 25 B ock 3
193. 43. 246. 250 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 3
134. 191. 232. 69 |l srael 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 3
109. 253. 133. 50 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/1133-15744- he B ock 2
176.13.22.81 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
134. 191. 232. 72 (I srael 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 2
85.64.182.111 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
65.55.213.31 |lhited Sates [147.237.77.216|dover.idf .il Dstributed Lhauthori zed LR. Access on waw idf.il/error. htm B ock 2
2.55.36.59 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
2.53.29.72 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66.249. 78. 234 I srael 147.237.72.166 |aka. i df . i | ﬂ?‘ftzgc;r_i;ze_dlé‘gmpfrf/e:iaf? o showbi g. aspx Bl ock 1
207.46.13.143 |lhited Sates [147.237.77.216|dover.idf .il Distributed Whauthorized LR. Access on waw idf.il/error. htm B ock 1
46.117.107.9  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 1
169.229.3.91 |lWited Sates |147.237.77.170|maarachot.idf. il [II1ega Byte Gode Character in Header Nane B ock 1
77.75.77.72 Czech Republic |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to ww i df . il/page/ 34/ B ock 1
66.249. 64. 131 I srael 147.237.72. 166 |aka. i df . i | ?:;g;;t ?g lfgjt:gir 'n;‘;%nﬁ/ szrisnsl ;:p Bl ock 1
134. 191. 232. 71 (I srael 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 1
66. 249. 78. 240 || srael 147.237.72. 166 |aka. i df . i | ?4‘? ;g?“;gdlégfglt ch;; Iziegt FL:éefccess on B ock 1
213.57.63.191 |[Israel 147.237.76.42 |refuah.idf.il [0S0 buted haut forized é&aﬁcg‘;i on Bl ock 1
46.117.107.9 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip_storage/files/ 9/ B ock 1
169.229.3.91 |Whited Sates  [147.237.77.170|n@aarachot.idf.il |I1l1egal Byte Gbde Character in Mthod @%.¢[[#27]] (ZEK B ock 1
77.237.146.28 |Czech Republic |147.237.77.233|atal .idf.il Unaut hori zed URL Access to / B ock 1
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed LRL Access to waw idf.il/atal 1/izkor/ view text.asp B ock 1
2.55.22.186 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
81.218.241.25 |Israel 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df . il/inages/ shared/ f oot er back. gi f B ock 1
66. 249. 78. 246 |l srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
46.120. 49. 244 |l srael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
169.229.3.91 |Whited Sates [147.237.77.170|naarachot.idf. il |Mi formed LR B ock 1
131. 253. 25. 247 [Whited Sates  [147.237.77.216|dover.idf .il Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 1
40.77.167.29 |wited Sates |147.237.72.166(aka. i df.i | Uhaut hori zed URL Access to wwv aka.idf.il/... B ock 1
79.178. 201. 127 (I srael 147.237.0.34 |tikshuv.idf.il [Uauthorized URL Access to www tikshuv.idf.il/sip storagelfiles/ 1/ B ock 1
66.249.78.96 |lsrael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ ei tan/ prati m pi rt eychayal / |B ock 1
149. 88. 44. 170 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.249.81.212 |Israel 147.237.77.216|dover . i df . i Distributed Whaut horized URL Access on wwuidf.il/error. htm B ock 1
169.229.3.91 |lWited Sates  |147.237.77.170 |maar achot . i df . i | [Unknown HTTP Request Method @%.¢[[#27]]1 UZEK in URL B ock 1
46. 19. 85. 93 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
79.181.55.3 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
207.46.13.140 |Whited Sates |147.237.77.216(dover.idf.i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
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