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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 18506
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6314
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4607
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 61
79.179. 187. 22 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
192.118. 132. 185 | srael 147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
134.147. 203. 115 Ger nany 147.237.76.176 test.ncore.idf.i|B ock Np Al Net drop 2
71.6.135. 131 Lhited Sates 147. 237.76. 44 erefuah.idf.il |Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaIure Devi ce Action |Count

67.228.38. 74 Lhited Sates 147.237.77.233 |atal .idf.il|3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 4
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|Top Attackers In |D|

Attacker Address
67.228. 38. 74

|Tar get Address
147.237.77. 233

Attacker Qountry

|Signature

Lhited Sates atal.idf.il SQ Injection - Select From
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent
133. 242.52. 175 147.237.72. 166 Japan aka.idf.il ET VB SERVER Poi son Nul | Byte
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature ?«;\tni%?]
5.22.135. 113 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 283
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |United Sates 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 51
Ret r ansmi ssi on Packet dropped.
rver Enfor n HITP Deni
207. 241. 229. 101 |Wited Sates 147.237.72. 166 |aka. i df .i | Veb Se € or cerent Véb Servers S ow Denial of | et 40
Mol ati on Servi ce
Sreamng Engine: TP Invalid i i ssi
93.190. 152. 160 |Eur ope 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 24
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
194.90.88.105 |Israel 147. 237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. | 22
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
130.193.37.16 |Russi an Federation 147.237.0.34  |tikshuv.idf.il g .g Inval i d segnent retransnission. drop 18
Ret r ansmi ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
2.53.131.109  |Israel 147, 237. 77, 243 |roti e i i1 || €M NG Engine: TGP alid |invalid segnent retransnission drop 18
Ret ransm ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
146. 185. 56. 202 |Israel 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence SWretransmt wth different oo |18
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
37.26.149.142 |israel 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
212.117.151. 42 |[lIsrael 147. 237. 77. 233 |atal .idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
194. 90. 217. 102 |l srael 147.237. 72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYN-ACK -> Tineout |reject 14
Sreamng Engine: TCP Invalid i i ssi
87.70.130.74  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 12
Ret r ansmi ssi on Packet dropped.
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i ssi
2.53.58.0 I srael 147. 237. 76. 200 |ei tan. aka i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.209  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 9
Ret ransmi ssi on Packet dropped.
89. 138. 194. 140 |l srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> Tinmeout |alert 8
80.179.225.42 |[lIsrael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
85. 130. 216. 127 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |8
89. 138. 194. 140 |l srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
89. 138. 104. 140 |Israel 147. 237. 72. 166 |aka. i df .i Bad TCP sequence SYNWACK retransmt with monitor |8
di fferent w ndow scal e
31.168.101. 163 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
Sreaning Engine: TGP Invalid i i ssi
62. 90. 99. 61 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 93. 245  |Eur ope 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
80. 250. 152. 92 [l srael 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46.19.86.131 | srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNRACK retransmt W th moni tor |6
di fferent w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
46.19. 86. 12 I srael 147. 237. 77. 243 |nobi | e. i of . i | g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.47  |Wited Sates 147.237.0.34  |tikshuv.idf.il 9 59 Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
reamng BEngine: TCP Invali i i ssi
5. 28. 150. 20 I srael 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Inval i d |invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.139.141  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 176 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert
5.22.135.113 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert
54.86.207.189 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi
109. 65.114.53 | srael 147.237.77. 243 |robi L e, i of . i1 g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
193.104.77.4  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 176 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
66.249.93.182  |Eur ope 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
e SYN+ACK retransmt wth .
2.53.14. 226 I srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence different vi ndow scal e monitor |5
Pal estinian Territory, S L
212.106.78. 71 Qccup ed 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
85. 130. 216. 127 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 4
Sreaning BEngine: TCP Invalid i i ssi
147. 236. 232. 252|I srael 147.237.77. 234 |hal ag.i df . i | 9 =g Invalid segnent retransmssion. | 4
Ret r ansmi ssi on Packet dropped.
2.53.28.88 I srael 147. 237. 72. 156 |aman.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 85. 100 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
109. 253. 227. 81 |l srael 147.237.77. 243 |nobi [ e.idf .il drop First packet isn't SYN drop 4
ini i Sreaning Engine: TCP Invalid i i ssi
82.205.00.29  |AEStinan Territory,|, 47 537 76 200|eitan. akaidf. il g =g Invalid segnent retransmssion. | 4
Ccecupi ed Ret r ansni ssi on Packet dropped.
208.115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46. 19. 86. 102 I srael 147.237.72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.55.61. 147 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 242
147. 236. 232. 252l srael 147.237.77.234hal ag. i df . il Mil tipl e Unauthorized URL Access from 147. 236. 232. 252 B ock 26
185. 120. 125. 33 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 18
84.109. 115. 246 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
147. 236. 232. 2521 sr ael 147.237.77.233|atal .idf.il Mil tipl e Uhauthorized URL Access from 147.236. 232. 252 B ock 9
46.19. 86. 82 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 9
2.53.17.86 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
46. 19. 85. 217 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 4
46.19. 86. 12 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 4
2.53.131. 109 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 4
46.19.86.75 | srael 147.237.77. 243 |nobi l e. i df . i | :;;“It : cl’r(;fsz , t’;eggf;s;ptl e/l st chi | ddocument s/ 1362 Bock |4
2.53.26.171 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
109. 253. 216. 237|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80.179.114.27 [israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for ww aka. i df .il/ B ock 3
37.26.149.142 |Israel 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 3
37.26.148.205 |lsrael 147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to www navy. idf.il/tenpl ates/ general / nobil e B ock 2
134.191. 232. 68 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wawidf.il/error.htm B ock 2
2.53.55. 127 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
147. 236. 232. 252|I srael 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to waw atal .idf.il/tenpl at es/ general / nobi | e B ock 2
66.249. 65. 224 [Israel 147.237.77.216|dover. i df .i | Ostributed Wnaut horized URL Access on waww idf.il/error.htm B ock 2
79.176. 2. 84 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 79.176. 2. 84 B ock 2
2.53.15. 162 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.102. 6. 191 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waww idf.il/error.htm B ock 2
46. 19. 86. 41 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
109. 67.17. 150 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
133.242.52.175 |Japan 147.237.72. 166 |aka. i df . i | '['[;g?floemf] %ﬁ;oﬁ“ﬁf%ﬁr%”[;fg]‘ﬁr[ #'\g]"]e Bock |1
46.120.242.60 |Israel 147.237.72. 166 |aka. i df . i | mnzk“{:i??ﬁg ;;;gfﬁﬂgffggﬁgfphsamar$Ct' 09 in None 1
212.76.115. 141 | srael 147.237.76.31 |nakchal .idf.il r:gsﬁ;hﬂréfzﬁo: /Lf‘(;ns/:ﬁ‘:fsczrz? doc gt/ doc.mur . asp Bock |1
87.69.100.176 |lsrael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.30 |hinush.idf.il Abnormal |y Long Request et hod B ock 1
79.177.14.5 I srael 147.237.77. 176 [mat pash. i df . i|  |Uhauthorized LR Access to waw cogat.idf.il/sip_storagelfiles/9/4629.jpg [B ock 1
133.242.52.175 |Japan 147.237.72. 166 |aka. i df . i | NLLL Character in Header Nane at Bl ock 1
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | D stributed Wnaut horized URL Access on 147.237. 72. 166/ B ock 1
46.19. 86. 60 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
84.110.53.213 | srael 147.237.72. 166 |aka. i df . i | (Si_SLuj tég%ﬁibiﬁpﬁngic;: SZ;DET"&E?C&?\EIE; on None 1
151. 80. 31. 104 |France 147.237.76.42 |refuah.idf.il D stributed Wnhaut hori zed URL Access on 147.237.76. 42/ robot s. t xt B ock
66.249.78.240 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
Il1egal Byte Gode Character in Mt hod
133.242.52. 175 |Japan 147.237.72. 166 |aka. i df . i | [[#22] 1 [[#31T[[#U1[[#0] ][ [#2] 1[[#01] [[#0]1{[[#3]1[[#3]] 801 U\l S\VEY[ (Bl ock 1
[#30]]! R - DR [#26]]; AB 0" QU [#0]] [[#0]] [ [#28]] A A+AOA A [#19]] A
62.219.21.55 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
87.70.130.74  |Israel 147.237. 72. 166 |aka. i df . i | el i?’tageﬁ?ingagjg;/egoibgc%i’ [/ kepatzl[resfon2 Bock |1
160.220.3.91  |wited Sates [147.237.76.30 [himush.idf.il  [poc% 5%.e#ﬁzo?f\r,iffé; ! F['\;;]O?H#E(hm (RO [#8]] P26 G & Bock |1
66.249. 64. 137 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
NULL Character in Method
133.242.52. 175 |Japan 147.237.72. 166 |aka. i df . i | [[#220 1 [[#31 1 [[#U1[[#0]][[#1]1[[#0]1[[#0]1{[[#3]][[#3]]80 £PUONAi -SVeY[ Bl ock 1
[#30]]! R - DE[ [#26]]; A£B 0" QU [#0]] [[#0]] [ [#28]] A A+AOA AL [#19]] A
46.19.86.75 I srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 19. 86. 75 B ock 1
195. 112. 235. 59 gs::;”i on 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df . il/894-he/ chi nuch. aspx B ock 1
118. 193. 163. 150|Chi na 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to ww i df .il/shared/ usercontrol s/ headerupper/ |B ock 1
84.110.53.213 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
157. 55. 39. 44 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx B ock 1
68.180.229.89 |lhited Sates [147.237.72.166aka.idf.il Lhaut hori zed URL Access to www aka. i df . il/yohal an/ nai n/ f ag. asp B ock 1
134.191.232. 70 |lsrael 147.237.77. 216 |dover . i df .i | O stributed Lhauthori zed URL Access on waw idf.il/error.htm B ock 1

04-24-2016-10:04:00 to 04-24-2016-11:04:00




