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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14061
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8476
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 229
120. 132. 50. 135 Chi na 147.237.76. 30 hi nush. i df .i | bl ock-sp-trafl forward 4
192. 118. 132. 185 | srael 147.237.77.216 dover.idf.il B ock_Udp Al _Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
94.102. 52. 10 Net her | ands 147.237.76. 198 e.yohalan.idf.il |[Bock Np All _Net drop 1
71.6.135.131 Lhited Sates 147.237. 76. 196 e.sviva.idf.il [Bock Wp All Nets drop 1
188. 138. 17. 205 France 147.237.76.176 test.ncore.idf.i|B ock Np Al Net drop 1
94.102. 52. 10 Net her | ands 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1




04-24-2016-09:04:07 to 04-24-2016-10:04:07

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount

70. 68. 224. 173 Canada 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
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|Top Attackers In ID|

A tacker

‘Target Addr ess count ry ‘Ste ‘Slgnature
70. 68.224. 173 |147.237.77. 74 |Canada lawidf.il [SQ Injection - Select From 4
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.i|Tehila - Perl LWP with fake user agent 4

SERVER APACHE Apache nod_ssl non- SSL connection to SSL port denial of

66. 249. 64. 253 |147.237.72.166 |Lhited Sates |aka.idf.il .
service attenpt
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Devi ce

Pal estinian Territory

Action

176. 106. 46. 74 Qccupi ed 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 76
176. 106. 46. 74 z'cf;i'géa” Territory 47, 237, 77. 216 |dover. i df i drop First packet isn't SN drop 33
Sreaning Engi ne: TCP Invali d segnent retransnhission
46. 19. 86. 45 I srael 147. 237. 77. 176 |nat pash. i of . i | ) - ' dro 30
pas Inval i d Retransnission Packet dropped. P
o SYNVACK retransmit with different .
213.57.70.7 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence vi ndow scal & nonitor |25
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i of . i | drop SAMIrul e drop 24
78.95.77. 127 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
46.117.175. 224 i srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt with different monitor |12
w ndow scal e
S reanmi ng Engi ne: TCP i i ssi
109. 65. 220.96 |l srael 147. 237.76. 200 |ei tan. aka. i f . i mng tngine- Invalid segnent retransmssion. drop 12
Inval i d Retransnm ssion Packet dropped.
122.176.164.7 |India 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
217.132. 137. 142|i srael 147.237.77. 233 |atal .idf il Bad TCP sequence SNretransmt with i fferent moni tor |9
w ndow scal e
2.55.57.78 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber nonitor |6
S reaning Engi ne: TCP i i ssi
109. 253. 222. 244|| srael 147.237.72. 167 |i shuri maka. i f . i mng thgine. 1 Invalid segnent retransmssion. drop 6
Inval i d Retransnission Packet dropped.
S reanm ng Engi ne: TCP i i ssi
66.249. 69. 104 |Lnited Qates 147.237.0.19  |nadi matal i df . il mng Engine: 1 Invalid segnent retransmssion. drop 6
Inval i d Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
46.19.85.194  |Israel 147.237.72. 166 |aka.i df . i mng thgine. 1 Invalid segnent retransmssion. drop 6
Inval i d Retransnission Packet dropped.
46. 19. 85. 111 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
157.55.39.128 [lhited Sates 147.237.76.31 |nakchal .idf.il |drop SAMirul e drop
46. 19. 85. 221 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber alert
S reanm ng Engi ne: TCP i i ssi
62.0.106.193  |Israel 147.237.77. 243 |mbile.i o i1 mng Engine: 1 Invalid segnent retransmssion. drop 6
Inval i d Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
109. 253. 158. 254|| srael 147.237.72. 166 |aka.i df . mng thgine. 1 Invalid segnent retransmssion. drop 6
Inval i d Retransnission Packet dropped.
Vb Server Enforcenent HTTP Deni
207. 241. 229. 101|Wnited Sates 147. 237.72. 166 |aka. i of . i _ Véb Servers Sow HITP Denial of | oo |5
Mol ation Service
213.57.70.7 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
84.108.43. 79 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber monitor |4
37.26.148.246 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
S reaning Engi ne: TCP i i ssi
5.29. 63, 227 I'sr ael 147.237.77. 243 |robi L e. i of . i1 mng tngine. 1 Invalid segnent retransmssion. drop 4
Inval i d Retransnission Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Streamng Engi ne: TCP Invalid segnent retransnission
211.195. 122, 222|Korea, Republic of |147.237.76. 200 [ei tan. aka.idf .il ) - : dro 4
P Inval i d Retransnission Packet dropped. P
S reani ng Engi ne: TCP i i ssi
176.13. 8. 53 I'srael 147. 237.72. 166 |aka i of . i mng tngine- Invalid segnent retransmssion. drop 3
Inval i d Retransm ssion Packet dropped.
46. 19. 85. 160 I sr ael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
S reanming Engi ne: TCP i i ssi
77.125.121. 131 |Israel 147.237.72. 166 |aka.i df . i1 mng Enhgine: 7 Invalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dropped.
46.19.85.102  |Israel 147.237.77. 216 |dover. i df . B ock HTTP Non Conpliant | €98 header fornal detected: monitor |3
T ) o o np Ill1egal start line in request
S reaning Engi ne: TCP Invali d segnent retransnhission
66.249. 93. 184  |Europe 147.237. 72. 166 |aka. i df .i | . - : dro 3
P Inval i d Retransnission Packet dropped. P
Sreamng Engi ne: TCP i i ssi
79.179.33.129  |israel 147.237.72. 166 |aka.i df . i M Nng Engine: 1 Invalid segnent retransmssion. drop 3
Inval i d Retransmi ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
S reanmi ng Engi ne: TCP i i ssi
37.26.148.221 | srael 147. 237.72. 166 |aka. i of . i mng Engine: 1 Invalid segnent retransmssion. drop 3
Inval i d Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
5.22.129.102  |israel 147.237.72. 166 |aka.i df . mng thgine. 1 Invalid segnent retransmssion. drop 3
Inval i d Retransmission Packet dropped.
S reanm ng Engi ne: TCP i i ssi
2.53.30.164  |Israel 147.237.77. 243 |mbile.i o i1 mng Engine: 1 Invalid segnent retransmssion. drop 3
Inval i d Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
77.127.14.181 | srael 147.237.72. 166 |aka.i df . mng thgine. 1 Invalid segnent retransmssion. drop 3
Inval i d Retransmission Packet dropped.
S reanm ng Engi ne: TCP i i ssi
109. 64. 142. 217 |Israel 147. 237.72. 166 |aka. i of . i mng Engine: 1 Invalid segnent retransmssion. drop 3
Inval i d Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
2.53.179.124  |israel 147.237.72. 166 |aka.i df . mng thgine. 1 Invalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dropped.
S reanm ng Engi ne: TCP i i ssi
46.19.85.139  |Israel 147. 237.72. 166 |aka. i of . i mng Engine: 1 Invalid segnent retransmssion. drop 3
Inval i d Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
109. 253. 226. 211|i srael 147.237.77. 243 |robi L e. i of . i1 mng thgine. 1 Invalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dropped.
S reanmi ng Engi ne: TCP i i ssi
66.249.78.146 |United Qates 147. 237.72. 166 |aka. i of . i mng Engine: 1 Invalid segnent retransmssion. drop 3
Inval i d Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
87.70.83.143  [israel 147.237.72. 166 |aka.i df . mng thgine. 1 Invalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dropped.
o SWNretransnmit wth different
217.132. 137. 142|l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e alert 3
2.53.176. 104 | srael 147.237.72. 166 |aka. i df.il drop Frst packet isn't SN drop 3




04-24-2016-09:04:07 to 04-24-2016-10:04:07

Attacker Address |Attacker Qountry Target Address |dte Signature
S reanming Engi ne: TCP i i ssi

2.55. 27. 206 I srael 147.237.72. 166 |aka.i df . i1 mng Engine: Invalid segnent retransmssion. drop
Inval i d Retransmission Packet dropped.
S ream ng Engi ne: TCP Invalid segnent retransnission

46.19. 86. 112 | srael 147.237. 72. 166 |aka.i df .i | . . ' dro
Inval i d Retransmi ssi on Packet dr opped. P
S reaning Engi ne: TCP i i ssi

79.181.15.96 [l srael 147.237.72. 166 |aka. i df .i | mng Engine: Invalid segnent retransmssion. drop
Inval i d Retransmission Packet dropped.

157.55.39. 128 |lhited Sates 147.237.77. 243 |nobi l e.idf .i | drop SAMrul e drop

46. 19. 85. 160 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 27 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 75
109. 253. 139. 167|l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 51
46.19. 85. 163 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 27
46.121. 128. 107 |[lIsrael 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code B ock 15
79.182. 21. 57 | sr ael 147.237.77. 176 [mat pash. i df .i|  |Miltiple Wauthorized UR. Access from 79.182. 21. 57 B ock 7
. . . D stributed Whaut hori zed URL Access on
109. 253. 227. 69 |l srael 147.237.77.243|nobi | e.i df . i | nobi l e, i df i 1/ cat egoryt enpl at es/ 1 st chi | ddocunent s/ 1152 B ock 4
. . . Unaut hori zed URL Access to
109. 253. 211. 112]I srael 147.237.77.243|nobi l e. i df . i | nobi l e, i cf . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 4
77.69. 30. 131 G eece 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to atal.idf.il/tenpl at es/fag/ nobil e B ock 3
79.182. 21.57 | srael 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed LRL Access to ww cogat.idf.il/tenpl ates/ general /mobile |Bl ock 2
81.218.241.25 |[Israel 147.237.77.216|dover.idf . il Mil ti pl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 2
66.249.78.147 |[Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy. i df.il/edi niyonan/ yonan. asp B ock 2
79.178.193. 185 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ B ock 2
5. 1665. 35. 15 RJSf;;”ion 147.237.0.34 [tikshuv.idf.il |Parameter Type Miolation catid in wwtikshuv.idf.il/site/fag. aspx B ock 1
. . . DO stributed Uhaut hori zed URL Access on
109. 253. 226. 211/l sr ael 147.237.77.243|nobi | e.i df . i | nobi l e, i df i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1071 B ock 1
66. 249. 65. 224 |l srael 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to wanidf.il/en B ock 1
144.76.29.162 |Ger many 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . il/1283-17660- en/ dover B ock 1
46. 19. 85. 102 I srael 147.237.77. 216 |dover.i df . il Mil tiple Aobnormal |y Long Request from 46. 19. 85. 102 Bl ock 1
93.173.61.124 |[Israel 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw idf.il/tenpl ates/articl e/ mobile B ock 1
2.53.43. 227 I srael 147.237.77.216|dover.idf.il Mil tipl e Untraceabl e SSL Sessions from 2. 53. 43, 227 (Qpen Mde) None 1
74.91. 23. 166 Lhited Sates 147.237.72.167|i shuri maka. i df . i|{Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
. . Unknown Paraneter __ VI EWSTATEENCRYPTED i n
46.120.173.58 |[Israel 147.237.72. 166 |aka. i df . i | vaww aka i dff i |/ mai / sachar / pi r suneynof et . aspx None 1
192.116.231. 74 |Israel 147. 237.72. 166 |aka. i df . i | Wnknown Paramet er ctl 003ct | 005cphMi n$ephSachar $ct1 13 i None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
5. 1665. 35. 15 RJSf;;”i o 147.237.77. 216 |dover. i df . i | Paraneter Type Miol ation SearchText in wwyidf.il/1065 en/ dover.aspx |B ock 1
. . . Unhaut hori zed URL Access to
109. 253. 227. 67 |l srael 147.237.77.243|nobi | e.i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 1
80.178.143.82 |[Israel 147.237.77.233|atal .idf .il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock
66. 249. 66. 44 I srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to tikshuv.idf.il/edi niyoman/yonan. asp B ock
: . . Unhaut hori zed URL Access to
149.78.117.11 |Uited Sates 147.237.76. 42 |refuah.idf.il ww refua. atal i df .i1/tenpl at es/ general /mubi | e B ock 1
46.19. 85. 102 I srael 147.237.77. 216 |dover.idf .il Ml tiple Mal formed URL from 46. 19. 85. 102 B ock 1
95. 158. 243. 78 RJSIS:;ni on 147.237.77. 176 |mat pash. i df . i | Unaut hori zed LRL Access to ww cogat . idf . il/1927-en/ cogat . aspx’ B ock 1
2.53.43. 227 I srael 147.237.77.216|dover.idf . il SSL Wntraceabl e Connection - Qpen Mde None 1
. . DO stributed Whaut hori zed URL Access on
217.132. 137. 142l srael 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
23.81.90. 154 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
149. 88.241. 66 |l srael 147.237.72. 167 |i shuri maka. i df . i|juntraceabl e SSL Sessi ons: (pen Mbde None 1
46.19. 85. 102 I srael 147.237.77. 216 |dover.idf . il Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 102 B ock 1
2.53.188. 167 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yonan/ yoman. asp |Bl ock 1
. . DO stributed Uhaut hori zed URL Access on
37.26.146.171 |[Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
130. 185. 155. 74 |Sweden 147.237.77.216|dover.idf . il Dstributed PHP Attenpt B ock 1
. . Unaut hori zed Met hod HEAD for
85. 65. 25. 145 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 1
66.249.78.161 I srael 147.237.76.86 |navy.idf.il D stributed thaut hori zed LR. Access on B ock 1
navy. i df.il/edi myonman/ yonan. asp
. . Unaut hori zed URL Access to
151.80.31.151  |France 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8832- he/ r ef uah. aspx Bl ock 1
2.55.57.78 I srael 147.237.72.167|i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Cpen Mde None 1
. . S Whtraceabl e Gonnection - Protocol violation
66. 249. 64. 253 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
130. 185. 155. 74 |Sweden 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
. . Unaut hori zed URL Access to
89.138. 185. 134 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ i us/ nai n/ hore/ def aul t . asp B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
151.80. 31. 153  |France 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
. . D stributed Whaut hori zed URL Access on
46.117.175. 224 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ st yl ef shar ed/ r eset . css Bl ock 1
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