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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9978
84.108. 43. 79 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl owl ori s- DO&- Var 1 dest - r eset 5

204. 42. 253. 2 Lhited Sates 147. 237.76. 177 ncore.idf.il Block Udp All Nets drop 1

82. 165. 135. 208 Ger nany 147. 237. 76. 200 eitan.aka. idf.il [JLMPurple Con Linit Htp drop 1
185.94. 111. 1 Russi an Federation 147.237. 76. 199 e.nakchal .idf.il |B ock Udp All Nets drop 1

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

204. 42. 253. 2 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

Devi ce

‘At tacker Gountry

Target Address ‘ dte

‘Signature
Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

66.249.78.146 |Wnited Sates 147. 237. 72. 166 |aka i of . i | Rot 1 ansmm Ssi on Packet o opped. drop 57
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 27
46. 244. 66. 58 zlcisgii;‘;a” Territory: 1147 237.77. 176 |nat pash.i o .i 1 |dr op First packet ismt SWN drop 26
192.243.55. 134 |Uited Sates 147.237.77.74 |lawidf.il  [Bad TOP sequence mﬁfv(;;t;ansm wthdifferent onitor |24
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 23
192. 243.55. 137 |Wited Sates 147.237.77.74 |lawidf.il  [Bad TCP sequence SIACK reransmt wthdifferent fonitor |20
192. 243.55. 130 |Wiited Sates 147.237.77.74 |lawidf.il  |Bad TCP sequence mﬁsg';ansmt wthdifferent foyitor |20
197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 18
192. 243. 55, 136 Wi ted Sates 147.237.77.74 [lawidf.il  |Bad TOP sequence mﬁsrc‘;“;ansm wthdifferent onitor |18
212.143. 99. 102 |I srael 147. 237.76. 200 [ei tan aka. i of . | 2 NG Engine: TP Invalid invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
192. 243.55. 134 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 17
192. 243.55. 136 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber monitor |16
192. 243. 55, 137 |Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber monitor |16
192. 243. 55, 131 | Wi ted Sates 147.237.77.74 [lawidf.il  |Bad TOP sequence mﬁsrc‘;t;ansmt wthdifferent fonitor |16
192. 243.55. 138 Wi ted Sates 147.237.77.74 |lawidf.il  |Bad TOP sequence mﬁsg;ansm wthdifferent fonitor |15
192. 243.55. 134 |Lhited Sates 147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
192. 243.55. 129 |Wiited Sates 147.237.77.74 |lawidf.il  |Bad TCP sequence mﬁsrczlt;ansmt wthditterent | onitor |14
192. 243, 55. 135 |Uited Sates 147.237.77.74 |lawidf.il  [Bad TOP sequence mﬁfv(;;t;ansm wthdifferent onitor |14
192. 243.55. 136 |Lhited Sates 147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
192. 243. 55, 137 |Lhited Sates 147.237.77.74 [lawidi.il  |drop First packet isn't SWN drop 12
192. 243.55. 129 |Lhited Sates 147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
85. 255. 233. 136 |Uhi t ed Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
192. 243.55. 137 |Lhited Sates 147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
192. 243. 55. 136 |Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 10
192. 243.55. 131 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber monitor |10
192. 243.55. 130 |Lhited Sates 147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
192. 243.55. 134 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 10
192. 243. 55. 130 |Lhited Sates 147.237.77.74 [lawidf.il drop Frst packet isn't SN drop
192. 243.55. 138 |Lhited Sates 147.237.77.74 |[lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or
82. 213. 32. 130 zlcisgiigéa” Territory: |147. 237. 77. 176 |nat pash.i o .i1 |dr op First packet isn't SIN drop 9
192. 243.55. 135 |Lhited Sates 147.237.77.74 |[lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 9
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
192. 243.55. 130 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 9
192. 243.55. 136 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber aert 9
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
192. 243.55. 131 |Lhited Sates 147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
192. 243.55. 138 |Lhited Sates 147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243.55. 137 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 8
192. 243. 55. 129 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 7
192. 243.55. 133 Wi ted Sates 147.237.77.74 |lawidf.il  |Bad TOP sequence mﬁsg;ansm wthdifferent onitor |7
176.228.28.61 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
192. 243.55. 132 |Wited Sates 147.237.77.74 |lawidf.il  |Bad TCP sequence mﬁsgf‘smt wthditterent | onitor |7
192. 243.55. 129 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence monitor |7
37.26. 146. 215 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
192. 243.55. 135 |Lhited Sates 147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243.55. 132 |Lhited Sates 147.237.77.74 |[lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
46.19.85.221 |lsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
92.247.181.31 |Bugaria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
192. 243.55. 131 |Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
46.19.85.132 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6




04-24-2016-08:04:06 to 04-24-2016-09:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
2.53.166.190 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 189
2.53.38.30 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 46
185. 32. 179. 114 |I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 41
46.19.86.238 |[lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 29
81.218.241.25 |[Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 7
2.53.1.178 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
109. 253. 226. 45 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
109. 253. 226. 52 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53. 29. 208 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
178.137.93.24 |lkraine 147.237.77.216|dover . i df . i | Mil tipl e Unaut horized URL Access from178. 137.93. 24 Bl ock 3
109. 253. 226. 49 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53. 41. 162 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
109. 253. 226. 29 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 253. 226. 54 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.53. 29. 208 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
79.181.245.89 |Israel 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation SearchText in wwidf.il/1065-he/ dover.aspx |B ock 2
- . - Unaut hori zed URL Access to
80. 246. 136. 178 |l srael 147.237.77.243|nobi l e. i df . i | nobi l e, i cf . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1465 B ock 2
157.55.39.37 |lhited Sates 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
Russi an . . . . ) ,
95.158.243.78 [ - . 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to v navy. i df . il /404. aspx' steam B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 234 B ock 1
207.46.13.87 |Wiited Sates  |147.237.72.166|aka. i df .i | Wnaut hori zed LRL Access to . B ock 1
vy aka. i df .i | /registrati onw zard/ regi ster. aspx
. - D stributed Lhaut hori zed URL Access on
5.28.135.147 |[Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ st yl ef shar ed) r eset . css B ock 1
178.137.93.24 |lkraine 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to waw idf.il/xmrpc. php Bl ock 1
187.44.148.42 |Brazil 147.237.76.31 |nakchal .idf.il |Uhauthorized LRL Access to ww nakhal .idf.il/wp-1ogin. php B ock 1
. . . Unaut hori zed URL Access to
46. 19. 86. 60 I srael 147.237.0.34 |tikshuv.idf.il voww ti kshuv. i of i |/t enpl at es/ gener al / nobi | e B ock 1
157.55.39.37 |whited Sates  |147.237.77.216 |dover. i df.il /Ltitgxho” zed LRL Access to i idf.11/1283-16782-en/dover. a<br g 1
. . . Par anet er Type M ol ati on PageNumin
68.180.229. 241 |Lhited Sates  [147.237.77.176 |nat pash. i df . i | v cogat . i df . i 1/ 2027- hel cogat . aspx B ock 1
} . . Unaut hori zed URL Access to
207. 46. 13. 98 Lhited Sates 147.237.77. 176 |nat paSh. idf.il W cogat . i df .i 1/t enpl at es/ nevs/ nevs. i n. aspx Bl ock 1
5.28.135.147 [Israel 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ t ext. css B ock 1
180. 76. 15. 143 |ni na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9059- he/ r ef uah. aspx |B ock 1
109. 253. 226. 53 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
81.218.241.25 |[Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/images/ 1. he/ buttonback. png  |B ock 1
] . . Unaut hori zed URL Access to
192.243.55. 130 |Uhited Sates 147.237.77.74 [lawidf. il wwv | aw i df . il/tenpl at es/ shar ed/ user cont rol s/ | obbyi nf ocent eri tem Bl ock !
2.53.150.171 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
164. 132. 161. 61 Italy 147.237.77.74 |lawidf.il Wnaut hori zed LRL Access to Bl ock 1
waw | aw i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp
109. 253. 226. 43 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
74.82.47. 4 Lhited Sates 147.237.77.243|nobi l e. i df . i | Unaut hori zed URL Access to 147.237.77.243/ B ock 1
207.46.13. 143 [lnited Sates 147.237.77. 216 |dover. i df . i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
185. 3. 147. 173 [l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwwuidf.il/tenpl ates/ contactus/ nobil e B ock 1
40.77.167.33 |lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
89. 139. 227. 190 |l srael 147.237.77.216 |dover . i df . i | Mil ti pl e Waut hori zed URL Access from 89. 139. 227. 190 Bl ock 1
. - D stributed Lhaut hori zed URL Access on
195.191.52. 10 |[lsrael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed/ t ext . css B ock 1
. . DO stributed Unaut hori zed URL Access on
66.249. 64. 131 [Israel 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ edi i yoran/ yonan. asp B ock 1
178.137.93. 24 |Wkraine 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 1
208.115.111. 72 [Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df . il/navy/ B ock 1
: . . Unaut hori zed URL Access to
46.19.85.105 |[lIsrael 147.237.77.243|nobi l e. i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 1
151. 80. 31. 168 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/yohal an/ mai n1218. ht m B ock 1
. . DO stributed Unaut hori zed URL Access on
2.53. 30. 164 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
89. 139. 227. 190 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/tenpl ates/ honepage/ mobi | e B ock
195.191.52.10 |Israel 147.237.76. 42 |refuah.idf.il Suspi ci ous Response Code B ock
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